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HELTEX

Bepcua AOKYMeHTa [ara Bbinycka CogeprKaHne U3MEHEHMA

Bepcusa 6.7 06.2023 CuHxpoHM3auma ¢ sepcumeit MO 10.3.3
[ob6aeneHa nHdopmauma 06 yctponcteax MES2424FB, MES3710P.

M3meHeHusA B pasgenax:
- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKM
- 4.28.2 Hactpolika Virtual Router Redundancy Protocol (VRRP)

[obaneHbl pasgensbl:

- 4.28.3 Hactpolika npoTtokona OSPFv2
- 4.28.4 Hactpolika npoTtokona OSPFv3
-4.28.5 Hactpolika npoTtokona RIP

Bepcua 6.6 12.2022 CuHxpoHM3aumsa ¢ Bepcueit M0 10.3.1

M3meHeHusA B pasgenax:
- 1.2.4 ®yHKUMM TpeTbero ypoBHs ceteBon mogenm OSI
- 1.3 OCHOBHble TEXHNYECKME XapaKTEePUCTUKN

[ob6asneHbl pasaensi:
- 4.28 KoHourypauma npoTOKON0B MapLupyTU3aumm

Bepcua 6.5 11.2022 CuHxpoHu3auua ¢ sepcueit MO 10.2.10
[ob6asneHa nHdopmauma o6 yctporictee MES2448P

MN3meHeHus B pasgenax:

- 1.2.6 ®PyHKUMM 0becneveHna 6e3onacHOCTH

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKMN

-4.21.7 NpoBepKa NOA/IMHHOCTM KANEHTA Ha OCHOBe nopTa (cTaHgapT 802.1x)
- 4.22 dyHkuumn DHCP Relay nocpegHuka

[ob6asneHbl pasaensi:
- 4.23 KoHourypauma DHCP-cepsepa

Bepcua 6.4 10.2022 CuHxpoHu3auma ¢ sepcueli MO 10.2.9.4

Bepcusa 6.3 08.2022 CuHxpoHu3auun c sepcueli MO 10.2.9

M3meHeHusA B pasgenax:

- 4.4 KomaHzabl ynpasaeHus cuctemon

- 4.14.6 Hactpolika npoTtokona G.8032v2 (ERPS)
-4.17.5.1 Telnet, SSH

-4.21.3 DSLAM Controller Solution (DCS)

Bepcua 6.2 06.2022 CuHxpoHM3auma ¢ sepcueli MO 10.2.8.2
Job6asneHa nHpopmauma 06 yctponctee MES2424P.

MN3meHeHus B pasgenax:

- 1.2.8 lononHutenbHble GyHKLUK

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM

-4.17.1 MexaHusm AAA

-4.21.6 Hactpoliika ¢pyHKummn MAC Address Notification

[obaBneHbl pasaensbl:
- 4.14.6 HacTpolika npotokona G.8032v2 (ERPS)
-4.16.5 KoHdurypauma IGMP proxy

Bepcua 6.1 11.2021 CuHXpoHM3auma c sepcueli N0 10.2.7.2

N3meHeHun B pasgenax:

- 4.13 Hactpoiika IPv6-agpecaumm

- 4.18 ypHan aBapwuit, npoTokon SYSLOG
-4.21.8 Hactpoliika ¢pyHKumm IPv6 RA Guard

- 4.21.9 Hactpoiika ¢yHKumm IPv6 ND Inspection
-4.21.3 DSLAM Controller Solution (DCS)

Bepcua 6.0 10.2021 [ob6asneHa nHpopmauma 06 ycrpoinctee MES2411X

Bepcua 5.9 10.2021 CuHXpoHM3aumsa ¢ Bepcuelt M0 10.2.7

N3meHeHwuA B pasgenax:
- 4.3 HacTpoiKa MaKpOKOMaHA,
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- 4.4 KomaHapbl ynpaB/ieHUss CUCTEMOM

- 4.16.1PyHKUMA nocpeaHMKa npoTokona IGMP (IGMP Snooping)
-4.21.3 DSLAM Controller Solution (DCS)

- 4.26 KoHourypaums 3awmTbl ot DOS-atak- 4.30 Pexkum oTnagku

[o6asneHbl pasgensi:
-4.21.7 NpoBepKa NOAAMHHOCTU KNMEHTA Ha ocHoBe nopTa (cTaHaapT 802.1x)

Bepcusa 5.8

07.2021

CuHxpoHuM3auma c sepcueti MO 10.2.6.3

Bepcua 5.7

05.2021

CuHxpoHu3auma ¢ sepcumeit MO 10.2.6

N3meHeHwuA B pasgenax:

-4.11 Fpynnbl arperaumm KaHanos — Link Aggregation Group (LAG)
- 4.12 HactpoWika IPv4-agpecaumm

- 4.21.8 Hactpoiika ¢yHKumm IPv6 RA Guard

-4.17.4 Cnuckn goctyna ACL ana ynpaB/ieHUs yCTPOMCTBOM
-4.21.6 Hactpolika ¢yHKkummn MAC Address Notification

- 4.14.2 MexaHu3m obHapyxeHus netenb (loopback-detection)

- 4.25 KoHourypaumsa ACL (cnucKK KOHTpoAs focTtyna)

-4.27.1 Hactpoliika QoS

[ob6asneHbl pasaensi:
-4.21.9 Hactpotika ¢yHKumm IPv6 ND Inspection

Bepcua 5.6

03.2021

CuHxpoHM3auma ¢ sepcumeit M0 10.2.5.2

Bepcua 5.5

11.2020

CuHXpoHM3auma c sepcueit MO 10.2.5
[ob6asneHa nHdopmauma o6 yctporicteax MES2448 DC, MES2448B.

MN3meHeHusa B pasgenax:

- 1.1 HasHauyeHue

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKMN

- 1.4.1 BHewWwHuWI’ BUA, 1 onvcaHne nepegHein naHeamn ycTpomncTs

- 1.4.2 3aHAA 1 BepXHAS NaHEeNM YyCTPONCTB

- 1.5 KomnnekT noctaBku

- 4.4 KomaHabl ynpasaeHus cuctemon

- 4.8.1 Napametpbl Ethernet-untepdeiicos, Port-Channel u Loopback-uHtep-
deiicos

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTepdeincos
-4.21.8 Hactpoiika ¢yHKumn IPv6 RA Guard

- 4.14.4 HacTpolika ¢oyHKumm Layer 2 Protocol Tunneling (L2PT)

- 4.15 Hactpoiika npotokosna OAM

- 4.16.1 ®yHKUMA NocpesHMKa npoTokona IGMP (IGMP Snooping)
-4.21.5 KoHTponb npoTokona ARP (ARP Inspection)

-4.27.1 Hactpoliika QoS

- MpunoxeHue B. Ouepeau gna npuHumaemoro Ha CPU Tpaduka

Bepcua 5.4

10.2020

N3meHeHun B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKN

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.8.1 Napametpbl Ethernet-uHtepdeitcos, Port-Channel n Loopback-uHtep-
devicos

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTepdencos
-4.11 Fpynnbl arperaumm KaHanos — Link Aggregation Group (LAG)
-4.21.8 HacTtpolika ¢oyHKumm IPv6 RA Guard

-4.14.3.1 HacTtpowka npotokona STP, RSTP

-4.14.4 HacTtpoiika ¢oyHKumn Layer 2 Protocol Tunneling (L2PT)

- 4.15 HacTpovika npotokona OAM

-4.16.1 ®yHKLMA NnocpesHMKa npoTokona IGMP (IGMP Snooping)
- 4.18 ypHan aBapuii, npotokon SYSLOG

-4.21.6 Hactpolika ¢pyHkummn MAC Address Notification

-4.27.1 Hactpoliika QoS

Bepcua 5.3

08.2020

Job6asneHa nHpopmauma 06 yctpoinctee MES3708P.

N3meHeHwuA B pasgenax:
- 1.3 OCHOBHble TEXHNYECKME XapaKTEPUCTUKM
- 3.5.2.3 Hactpoiika napameTtpos npotokona SNMP ansa poctyna K ycTpoincrey

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES37xx
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- 4.4 KomaHapl ynpaB/ieHUs cuctemom

- 4.8.1 Napametpbl Ethernet-untepdeiicos, Port-Channel n Loopback-uxtep-
deiicos

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KomMyTaummn nHteppeicos Hactpoika
¢dyHKUMK Layer 2 Protocol Tunneling (L2PT)

-4.17.1 MexaHusm AAA

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponab npoTtokona DHCP u onuua 82

-4.21.4 3awmTa IP-agpeca kamneHTa (IP Source Guard)

[ob6asneHbl pasgensi:
- 4.3 HacTpoiKa MaKpoOKOMaHA,

Bepcna 5.2

07.2020

N3meHeHwuA B pasgenax:

- 3.5.2.2 HacTtpoiika ctatuyeckoro IP-agpeca, Macku noAceTy 1 Wwik3a No ymon-
YaHuio

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ana goctyna K ycTpoicrey
- 4.6.2 KomaHabl ana pabotbl ¢ pannamm

- 4.8.2 HacTpoiika VLAN 1 peXxnmoB KoMMyTaumn nHTepdencos

-4.21.8 Hactpoiika ¢oyHKumn IPv6 RA Guard

- 4.15 HacTpovika npotokosa OAM

-4.16.1 ®yHKUMA nocpegHMKa npoTtokona IGMP (IGMP Snooping)

- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG

- 4.20.2 dnekTponuTaHue no mHuam Ethernet (PoE)

-4.21.3 DSLAM Controller Solution (DCS)

-4.21.4 3awumTa IP-agpeca KnueHTa (IP Source Guard)

-4.21.5 KoHTponb npoTokona ARP (ARP Inspection)

-4.27.1 Hactpoliika QoS

[ob6asneHbl pasaensi:
- MpwunoxeHue . PaclwimdpoBKa cnmcka npoLeccos

Bepcua 5.1

06.2020

[ob6asneHa nHpopmauma o6 ycrponicteax MES2424, MES2424B.

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

- 1.4.1 BHewWwHuI’ BUA, 1 onvcaHne nepegHei naHeamn ycTpomncTs
- 4.6.3 KomaHapl ANns pesepBMpoBaHus KoHdUrypaumm

Bepcua 5.0

03.2020

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

-3.5.2.1 3apgaHue napons gns nosb3osatens «admin» U co3gaHue HOBbIX NOJb-
3oBaTenein

- 3.5.2.3 HacTpoliika napameTpos npotokona SNMP ans goctyna K ycTpoincray
- 4.4 KomaHabl ynpasBaeHUs cuctemon

- 4.6.2 KomaHab! ana pabotol ¢ pannamm

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLmMK MHTepdelicos

-4.17.1 MexaHusm AAA

-4.21.3 DSLAM Controller Solution (DCS)

- 4.30.4 XypHanupoBaHue OTNaZ04HbIX COObLLEeHNI

[ob6asneHbl pasgensi:
- 3.4 3arpy304Hoe MeHto
- MpwnoxeHue B. Ouepeaun ans npuHumaemoro Ha CPU Tpaduka

Bepcusa 4.5

12.2019

N3meHeHwuA B pasgenax:

- 3.5.2 ba3oBaA HacTpoWKa KoMmmyTaTopa

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLMK MHTepdelicos
- 4.9 Selective Q-in-Q

-4.20.1 AnarHocTMka megHoro Kabens

-4.21.2 KoHTponb npotokona DHCP v onuua 82

Bepcua 4.4

11.2019

N3meHeHwuA B pasgenax:
-4.17.5.2 HacTtpowka napameTpos npoTtokona SNMP gna goctyna K ycTponctay
- 4.20.2 dnekTponuTaHue no MHuam Ethernet (PoE)

Bepcua 4.3

10.2019

N3meHeHwuA B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKM

- 4.4 KomaHapl ynpaB/ieHUs cuctemom

- 4.20.2 dnekTponuTaHue no MHuam Ethernet (PoE)

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES37xx
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-4.21.3 DSLAM Controller Solution (DCS)

[ob6asneHbl pasaensi:

- 4.2 dunbTpauma coobLLeHNA KOMaHAHOM CTPOKM

- 4.5 KomaHZabl Ana HAacCTPOMKKM NapamMeTpoB A4 3afaHuA naponen
- 4.6.3 KomaHAabl A4NnA pe3epBMpOoBaHMA KOHOUIypaumm

- 4.30 Pexxum oTnagKkun

Bepcus 4.2 08.2019

M3meHeHusA B pasgenax:

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa goctyna K ycTpoincrey
- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYTauUMn MHTepdencos

-4.16.1 ®yHKUMA NnocpegHMKa npoTtokona IGMP (IGMP Snooping)

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npotokona DHCP u onuua 82

[obasneHbl pasgensbl:
- 4.26 KoHourypauma 3awmTbl ot DOS-aTtak

Bepcua 4.1 06.2019

MN3meHeHus B pasgenax:
— Storm Control gna pasanyHoro Tpadumka (broadcast, multicast, unknown
unicast)

Bepcua 4.0 06.2019

N3meHeHuA B pasgenax:

— HayvanbHasa HacTpoiKka KommyTaTopa

— Hactpoiika napameTtpos npotokona SNMP ana goctyna K ycTpoicTsy
— dneKTponuTaHue no nMHuam Ethernet (PoE)

Bepcua 3.0 03.2019

[ob6asneHa nHdopmauma ob yctpoincteax cepum MES2408x n MES2428P

[ob6asneHbl pasaensi:

— ABTOMaTM4YeCKas HacTpoliKa NapaMeTpoB KOMMyTaTopa
(Zero Touch Provisioning)

—Selective Q-in-Q

— Hactpolika IPv6-agpecauun

— Hactpolika ¢yHKuum Layer 2 Protocol Tunneling (L2PT)
— HacTpolika npotokona OAM

— MLD snhooping — NPOTOKO/1 KOHTPOA MHOroaApecHoro Tpaduka B IPv6
— MpoTtokon TACACS+

— dneKkTponuTaHue no auHuam Ethernet (PoE)
—MNpoTtokon UDLD

— 3awwmTa IP-aapeca kauneHTa (IP Source Guard)

Bepcua 2.0 01.2019

Bropasa ny6auKauus.

Bepcua 1.0 12.2018

Mepsan nybankaums.

Bepcua nporpammHoro obecneueHus 10.3.3

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES37xx
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YC/TOBHbIE OBO3HAYEHUA

O603HauyeHue

OnucaHue

[]

B KBaapaTHbIX CKOBKax B KOMaHAHOWN CTPOKe yKa3blBaloTCA Heoba3aTe bHble
nmapameTpbl, HO MX BBOJ, NpeAoCTaBaAeT onpeaeneHHble A0MNOHUTENbHbIE
onumu.

B purypHbix ckobKax B KOMaHAHOM CTPOKE YKa3blBalOTCA BO3MOKHble 0653a-

{ TeNlbHble napameTpbl. Heobxoanmo BbIbpaTb 0ANH U3 NapaMeTPoB.

«,» [aHHble 3HAaKM B ONUCAHUM KOMaHAbl UCMOb3YIOTCA A/1A YKa3aHWA auanaso-
«-» HOB.

«|» [aHHbI 3HAK B ONUCAHUM KOMaHAbI 0603HAYAET KUANY.

«/» [aHHbI 3HAK B ONMCaHMe KOMaHAbl YKa3blBaeT Ha 3HaYEHME MO YMOYAHUIO.
kypcue Calibri Kypcusom Calibri ykasbiBatoTca nepemeHHble UM napameTpbl, KOTopble HEO6-

XO04ANMMO 3aMEeHUTb COOTBETCTBYHOLWMM CIOBOM UNIN CTpOKOVI.

Mony»XupHbI Kypcus

MonyXunpHbIM WPUDTOM BblgeNeHbI MPUMEYAHUA U NPeayNpeKaeHNs.

<lMonyxcupHoiii
Kypcue>

MoNyXMPHbIM KYPCUBOM B YI/I0BbIX CKOBKaX yKa3blBalOTCA Ha3BaHUA KAaBuLL
Ha KnaBuarype.

Courier New

MonyxupHbim Wpndtom Courier New 3anuncaHbl Npumepbl BBOAA KOMaHA,

Courier New|

Wpuoptom Courier New B pamKe C TEHbHO yKasaHbl pe3y/ibTaTbl BbIMOJAHEHUA
KOMaHz,

NMPUMEYAHUA U NPEOYNPEXRAEHUA

" [pumeyaHusa cogeprKaT BaXKHYI0 MHGOpMaL U0, COBETbI /I PEKOMEeHAaLMu No UCNOJIb-
30BaHMIO U HACTPOiiKe YCTPOMUCTBA.

1 MpepynpexaeHna nHGOPMUPYIOT NOb30BATENA O CUTYALUAX, KOTOPble MOTYT HaHeCTU
’ Bpeps, YCTPOMCTBY MM YeNoBeKYy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uamn no-
Tepe AaHHbIX.
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BBEAEHUE

B nocnegHue rogbl HabnogaeTca TeHAEHUMA K OCYLLECTB/IEHUIO MacCLUTabHbIX MPOEKTOB Mo
NOCTPOEHMIO ceTei CBA3M B COOTBETCTBUK ¢ KoHuenumeir NGN. OaHOoM U3 OCHOBHbIX 3a4a4 NpU peannsauuu
KPYNHbIX MY/NIbTUCEPBUCHBIX CETEeN ABNAETCA CO34aHMEe HaAeXHbIX U BbICOKOMPOU3BOAUTENbHbIX
TPAHCNOPTHbIX CeTel, KOTopble ABAAIOTCA ONOPHLIMU B MHOTFOC/IOMHOW apXUTEKType ceTeit cieaylowero
MOKONEHMA.

ONna [OCTUKEHMA BbICOKMX CKOPOCTEN LIMPOKO NMPUMEHSOTCA TEXHO0MMK nepegayun nHdopmaumm
Gigabit Ethernet (GE). MNepegaya uHPoOpPMaUMKM Ha BbICOKMX CKOPOCTAX, OCOOBEHHO B CETAX KPYMHOro
macwTaba, nogpasymesBaeT BbIOOP TaKOW TOMONOIMMU CETU, KOTOpas MO3BOJIAET TMOKO OCyLWecTBAATb
pacnpegeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopbl cepuit MES24xx, MES14xx n MES3708P moryT mcnonb3oBaTbCA Ha CETAX KPYMHbIX
npeanpuATMiA 1 NpeanpuaTMii Manoro u cpeaHero 6usHeca (SMB), B onepaTtopckux ceTax. OHM
obecneymBaloT BbICOKYHO MNPOU3BOAUTENBHOCTb, MMOKOCTb, 6€30MacHOCTb, MHOIOYPOBHEBOE KayecTBo
obcnykmnaHua (QoS).

MpomblwneHHble KommyTaTopbl MES3708P, MES3710P npeaHa3HayeHbl ANA OpraHM3auMm 3alum-
LLLEHHbIX OTKA30yCTOMYMBBIX CETeN nepenayn AaHHbIX Ha o6bekTax, rae HeobxoaAnMO BbinosiHeHWe Tpebo-
BaHMI Mo obecrneyeHMto YCTOMYMBOCTU K BO3LENCTBUAM Pas/IMYHOMO BUAA: TeMMNePaTyPHbIM, MEXaHu-
YECKUM U ApYTrUMm.

B HacToAWweM pyKOBOACTBE M3/10XKEHbI Ha3HAYEHNE, TEXHUYECKNE XapPaKTePUCTUKN, peKoMeH4aumm
No HayanbHOW HACTPOMKE, CUHTAKCUC KOMaHA AN KOHOUrypauuw, MOHUTOPUHra M 06HOBAEHUSA
nporpammHoro obecrneyeHns KOMMyTaTopa.
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D ELTEX

1 OMNUCAHUE U3JENUA

1.1 HasHayeHue
YctpoiictBa cepuit MES14xx n MES24xx ABNAOTCA ynpaBAAeMbIMM KOMMYTaTOpPamu, BbINOAHAO-
LLMMM CBOM KOMMYTALMOHHbIE GYHKLUUM HA KaHa/IbHOM M ceTeBOM YPOBHAX mozenu OSI.

CeteBble kKommyTaTopbl MES1428 nmetoT B cBOEM cocTase 24 aneKkTpuyeckmx nopta Fast Ethernet u
4 ontnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcuBepos (Combo-nopThbl).

CeteBble KOMmMyTaTopbl MES2408x MMetoT B CBOEM COCTaBe 8 aneKTpmnyecknx noptos Gigabit Ethernet
n 2 ontuyeckmx nopta Gigabit Ethernet gns yctaHoBKK SFP-TpaHcuBepOB.

CeteBble KOommyTaTOpbl MES2411X mMmeloT B CBOEM COCTaBe 8 3neKkTpuyeckux noptos Gigabit
Ethernet 1 11 onTnyeckunx noptos TenGigabit Ethernet gns yctaHoBKU SFP+-TpaHCcMBEPOB.

CeteBble KOMmMyTaTOpbl MES2428% nMmetoT B cBOEM cocTaBe 24 afieKTpuyecknx nopta Gigabit Ethernet
1 4 onTnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcueepos (Combo-nopTsi).

CeTteBble KOMMyTaTOpPbl MES2424x nmetoT B cBOEM cocTaBe 24 afieKTpmyecknx nopta Gigabit Ethernet
n 4 onTnyeckux nopta TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcMBepoB.

CeteBble KommyTaTopbl MES2424FB umetoT B cBOEMm cocTaBe 24 onTuyeckux nopta Gigabit Ethernet
Ans yctaHoBKu SFP-TpaHcuBepoB M 4 onTuyeckux nopta TenGigabit Ethernet gns yctaHoBKM SFP+-
TPaHCUBEPOB.

CeTteBble KommyTaTopbl MES2448 DC, MES2448B, MES2448P nmetoT B CBOEM cocTaBe 48 anek-
Tpuyecknx noptos Gigabit Ethernet n 4 ontnyecknx nopta TenGigabit Ethernet ana ycraHoBku SFP+-
TPaHCMBEPOB.

CeteBble KommyTaTopbl MES3708P MmeloT B CBOEM COCTaBe 8 3neKTpuyeckux noptosB Gigabit
Ethernet 1 2 onTuyeckmx nopta Gigabit Ethernet gns ycraHoBku SFP-TpaHcnBepos.

CeteBble KommyTaTopbl MES3710P mmetloT B CBOEM cocTaBe 8 3/eKTpuUYeckux noptoB Gigabit
Ethernet 1 4 onTuyeckmx nopta Gigabit Ethernet gns ycraHoBku SFP-TpaHcnBeposB.

1.2 ®dyHKUMKM KOMMYyTATOpA

1.2.1 ba3oebie pyHKYuu

B Tabnmue 1 npuBeaeH cnUcoK 6a30oBbix GYHKLMIA YCTPOMCTB, AOCTYNHbIX AN aAMUHUCTPUPOBAHUA.

Tabnunua 1 — basoBble pyHKLUUM YCTPOIACTBA

3awuma om B/1OKMpPOBKa BO3HMKAET B C/ly4anx Neperpyskun BbIXOAHbIX MOPTOB yCTPOMCTBA Tpadu-
610KuposKu oyepedu KOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 3a4ePKKam nepesayn SaHHbIX
(HOL) M noTtepe NaKkeToBs.

Moddepicka CnocobHocTb Nogaep*nBaTb nepenady CBEPXAAMHHbLIX KaapoB, YTO NO3BOAAET ne-
Cc8epx0aUHHbIX KAOPOB8 | pefaBaTb AaHHblE MEHbLIMM YACAOM NAKETOB. ITO CHUXKAET 06bem CNyKeBHOW UH-
(Jumbo frames) dopmaunn, Bpems 06paboTKM 1 NepepbIBbI.

YnpaB/ieHne NOTOKOM NO3BOIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. s npefoTBpalleHuA nepenonHeHus bydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNpaBnATb NnakeT PAUSE, Tem cambim MHbOpmMUpys
BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOOXOAMMOCTU cAenaTb Nay3sy npu nepesgave na-
KeTOoB.

YnpaeneHue nomokom
(IEEE 802.3X)
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1.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabnuue 2 npuseaeHbl GyHKUUN YCTPOMCTB Npu paboTe ¢ MAC-agpecamu.

Tabnunuya 2 — PyHKunmM pabotbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop coctaBaseT B NamaTh Tabauuy, B KOTOPOW yCTaHaBAMBAETCA COOTBET-
cTBMe mexay MAC-agpecamu 1 y3namu NopToB KOMMyTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YyYeHMA, AaHHble, NOCTynaloWwmMe Ha Kakon-nmbo nopT, nepeaatoTcs
Ha BCe OCTa/IbHble NOPTbl KOMMyTaTopa. B pexume obydyeHMA KOMMyTaTop aHaAN3U-
pyeT Kagpbl n, onpeaenns MAC-agpec oTnpaBuTeNs, 3aHOCUT ero B Tabanuy mapiu-
pyTv3auunun. Bnocneactsum Kagp Ethernet, npegHasHaveHHbIN ans xocta, MAC-agpec
KOTOPOroO y»Ke ecTb B Tabauue, nepesaeTca TONbKO Yepes yKa3aHHbIV B Tabaunue noprt.

lModdepxcka nepedayu
Ha HecKonbKo MAC-
adpecos (MAC

[JaHHaa ¢yHKUMA NO3BONAET YCTaHaB/AMBATb COEAMHEHUA KOAWH KO MHOTMM» U
«MHOTME KO MHOTMM». Takum 06pa3om, Kaap, afpecoBaHHbI MHOroaapecHown
rpynne, nepefaeTcs Ha Kaxkabli NOPT, BXOAALLMI B rpynny.

Multicast Support)

Asmomamuyeckoe

epemsa xpaHeHusa MAC- | Ecav ot ycTpoiictea c onpefeneHHbIM MAC-agpecom 3a onpeaenieHHbli nepuog, spe-

adpecos MEHW He MOCTYNaloT NaKeTbl, TO 3anNucb ANA AaHHOro agpeca yctapesaeT M yganaeTtcs.

(Automatic Aging for 3T0 No3BOAIAET NOAAEPKMBATL TABANLY KOMMYTAUMKN B aKTYa/IbHOM COCTOAHUM.

MAC Addresses)

Cmamuyeckue 3anucu »

MAC CeTeBOoM KOMMYyTaToOp MO3BOJAET MOJ/Ib30BAaTENO ONpPeAenuTb CTaTUYecKkue 3anucu
. . cooTBeTcTBMIA MAC-apecoB, KOTOpble COXPaHATCA B TabmLe MapLupyTM3aLmm.

(Static MAC Entries)

1.2.3 ®yHKYyuu emopozo yposHa cemeesoii modenu OSI

B Tabanue 3 npmeeaeHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHA (yposeHb 2 OSI).

Tabnunua 3 — OnucaHue GyHKUMIM BTOporo ypoBsHs (yposeHb 2 OSI)

Peanusauus npotokona IGMP no3sonset Ha ocHOBe MHbOPMaUUK, NONYYEHHOM
npu aHanuse cogepxunmoro IGMP-nakeTos, onpeaenunts, Kakue ycTponcTea B ceTu

®yukyusa IGMP Snooping o

YYacTBYIOT B rpynnax MHOroaZpecHoM Paccbl/IKK, U aipecoBaTh TPaduK Ha COOTBET-

CTBYHOLLME NOPThI.

. Peanusauma npotokona MLD nossonseT ycTpoMcTBY MUHMMM3INPOBATL MHOM0a4-

@yHKyua MLD Snooping N . P yere Y P A

pecHbIn IPv6-TpadumK.

dyHKUMA, NO3BOAAIOWAA NEpeHanpasaaTb MHOrOaApecHblt TpaduK M3 ogHOro
®yHkyua MVR VLAN B pgpyryto Ha ocHoBaHun IGMP-coobuieHunii, 4To NO3BOAAET YMEHbLWUTb

HarpysKy Ha uplink-nopty. NMpumeHsaeTca B pewweHusax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LlTopm» — 3TO pasmHoxKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXK4oM y3/e, KOTopoe NPUMBOAUT K 1aBUHOOBPA3HOMY POCTY MX YMCIA U Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BOSAIOLLYIO OFPAHUYNTL CKO-
pOCTb Nepeaaym MHOTOaAPECHbIX U LUIMPOKOBELLATENbHbIX Ka4POB, MPUHATbIX U Me-
pefaHHbIX KOMMYTaTOPOM.

3epKanuposeaHue
nopmos
(Port Mirroring)

3epKanupoBaHMe NOPTOB NO3BOAET AybanpoBaTb TpaduK HabaoAaeMbIX NOPTOB,
nepecblnan BXxoaawme U/Man UcxoasaLMe NakeTbl Ha KOHTPOAMPYOWMA nopt. Y
NoNb30BaTeNss KOMMYTAaTOPa €CTb BO3MOXHOCTb 33/aTb KOHTPO/IMPYHIOLLMUIA U KOH-
TpoO/IMpyemble NopPTbl U BbIBPaTb TUN TPadUKa (BXOAAWMIA U/ UK UCXOAALLNIA), KO-
TOpbIV ByAeT nepeaaH Ha KOHTPOIMPYIOLWMIA NOPT.

Uzonayua nopmos
(Protected ports)

[daHHaa ¢yHKUMA No3BONSET HazHauyUTb NopTy ero uplink-nopT, Ha KoTopbIN 6es-
YCN0BHO ByaeT nepeHanpaBnaTbca Becb Tpadumk, obecneymsas Tem caMbiM U30N5-
LMI0 C APYTMMM MOPTamM (B Npesenax oL4HOro KOMMyTaTopa), HaXO4ALLMXCA B 3TOM
e WwupokoselatensHom aomeHe (VLAN) B npegenax oaHOro KommyTratopa.
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Moddepxcka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBo NpOTOKOA, OCHOBHOM 3a4a4ei KOTOPOro ABAA-
eTca npuseseHue cetn Ethernet ¢ M36bITOYHBIMKM COEAUHEHUAMM K 4PEBOBUAHON
TOMONOTUK, UCKAtOYatoLWen neTan. KommyTaTopbl 06MeHUBAOTCA KOHOUTYPaLMOH-
HbIMW COOBLLEHMAMM, UCNONBL3YA Kaapbl cneunanbHoro gopmaTa, U BbIBOPOUYHO
BK/IIOYAIOT M OTK/IOYAOT Nepesayy Ha nopTbl.

Moddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbint) STP (RSTP) — AaBnsieTcA ycoBepLUeHCTBOBaHMEM NpoToKona STP, xa-
paKTepu3yeTcs MeHbLINUM BPpEMEHEM NPUBELEHUA CETU K APEBOBUAHON TONONAOMMM
1 nmeet 6osee BbICOKYHO YCTONUMBOCTD.

Moddepxka npomokKona
ERPS (Ethernet Ring
Protection Switch)

MpoToKoA NpeaHa3HayeH ANA NOBbIWEHUA YCTOMYUBOCTU U HALEKHOCTM CeTH ne-
pesayn AaHHbIX, UMEIOLLEN KObLEBYIO TOMNO/IOTUIO, 33 CHET CHUKEHUS BPEMEHM

BOCCTAaHOB/IEHMA CETU B C/lyYae aBapun. Bpems BOCCTaHOBAEHUSA He NpeBblwaeT 1
CEKYHZbl, YTO CYLLECTBEHHO MEHbLLE BPeMEHWN NepecTPonKkn ceTi Npu NCcnoab3o-

BaHWM NPOTOKO/IOB CEMENCTBA spanning tree.

Moddepxcka VLAN

VLAN — 370 rpynna nopToB KOMMyTaTopa, 06pasyoLmnx ogHY LWMPOKOBELLATE/IbHYO
obnactb (momeH). KommyTaTop noaaepKuBaeT pasanyHble CpeacTsa Kaaccuduka-
LMW NAKeTOB ANA onpeaeneHuna ux npuHagnexxHoctm K onpegeneHHoro VLAN.

Moddepxcka npomokKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢pyHK-
LMW YPOBHA KaHafa nepefayn AaHHbIX, NpeacTasastowme cobolt NPoToKoA MOHU-
TOPWHra COCTOAHMA KaHana. B aTom npoTokone ansa nepefaydn MHGOpmaLmm o co-
CTOSIHUM KaHaNa MeXay HenocpeacTBeHHO MNOAK/AIOYEHHbIMU YCTPOMCTBAMM
Ethernet ncnonb3ytorca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a yctpoit-
CTBa A,0/1KHbl NogAepKMBaTb cTaHAapT IEEE 802.3ah.

Moddepxcka VLAN Ha
6ase nopmoes
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbinoaHAeTcA no BxoAAawmm noptam. JaHHoe
pelleHne N03BONAET UCMOJb30BaTh HA KaXKA0M NOPTY TONbKO ogHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbIA CTaHAAPT, KOTOPbLIN ONUCbIBAET NpoLeAypPY TErMPOBaAHUA
Tpaduka gns nepegaum nHbopmaumm o npuHagaexHoctn K VLAN. MossonseT umc-
no/sb30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

O6veduHeHUe KaHa108 ¢
ucnonv3zosaHuem LACP

MpoTokon LACP obecneunsaeT aBToMatTnyeckoe o6beanHeHne OTAENbHbIX CBA3EN
MeXay ABYMA YCTPOWCTBAMM (KOMMYTaTOP—KOMMYTATOP WMAM KOMMYyTaTop—cep-
BEp) B e4MHbIN KaHan nepeaayn AaHHbIX.

B NpOTOKO/1e MOCTOSAHHO ONpPeaeAeTc BO3MOMKHOCTb 06beMHEHUA KaHa0B, 1 B
C/lyyae OTKasa CoeAUHEHUs, BXOAALWEro B 06beaMHEHHbIN KaHan, ero Tpaduk asTo-
MaTUYEeCKN nepepacnpeaensieTca no He OTKasaBWMM KOMMOHEHTaM o6beanHeH-
HOro KaHana.

Co3daHue epynn LAG

B ycTpoicTBax nogaepkmpaetca GyHKLUMSA CO34aHMA rPynn KaHaaoB. Arperauma Ka-
Hanos (Link aggregation, trunking) nan IEEE 802.3ad — TexHosorva ob6beanHeHus
HECKOIbKMX GU3NYECKMX KAHAOB B OANH JIOFMYECKUI. ITO CNOCOBCTBYET HE TO/IbKO
YBENMYEHMNIO NPOMYCKHOM CMOCOBHOCTM MArMcTpasbHbIX KaHa/oB KOMMyTaTop—
KOMMYTaTOp UM KOMMYTAaTOp—CepBep, HO M MOBbILWEHUIO UX HaZeKHOCTU. Bos-
MOXHbI TPW TMNa 6anaHCMPOBKKU — Ha ocHoBaHUK MAC-agpecoB, Ha ocHoBaHWUK |IP-
aZpecoB M Ha ocHOBaHMK NopTa (socket) HazHayeHwUs.

lpynna LAG coCTOMT U3 NOPTOB C O4MHAKOBOW CKOPOCTbIO, paboTaloLwmx B AynieKc-
HOM pexunme.

Selective Q-in-Q

Mo3BonseT HasHavaTb BHelwHUn VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHOUIYPUPOBaAHHbIX MNpaBua GUAbTPAUMM MO HomMepam BHYTpeHHux VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q nossonseT pasobpaTb Tpapuk
aboHeHTa Ha Heckoibko VLAN, nameHntb metky SPVLAN y nakeTa B OTAE/IbHOM
yyacTKe ceTu.
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1.2.4 ®yHKyuu mpemoezo ypoeHa cemesoli modenu OSI|

B Tabnuue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnunua 4 — OnncaHue GyHKUNI TpeTbero ypoBHs (Layer 3)

CmamuyecKue IP-

AOMUHUCTPATOP KOMMYTaTOpa UMeeT BO3MOKHOCTb ,CI,O6aBJ'IF|Tb N yoanAatb CtaThye-

(Address Resolution
Protocol)

mapwpymei CKMe 3anucy B TabanLy MapLipyTU3aumm.
Knuenmeoi BootP u y . 6 P

. CTPOMCTBA CNOCOBHbI aBTOMATMYECKM Mo/y4YaTb -agpec no npoToKoA
DHCP (Dynamic Host BoochP /DHCP y AP P y
Configuration Protocol) '
lpomokon ARP ARP — npoToKon conocTtaBaeHus IP-agpeca n pusmnyeckoro agpeca ycrporicrea. Coot-

BEeTCTBME YCTaHaB/IMBAETCA Ha OCHOBE aHa/In3a OTBETA OT y3/1a CETU, aApPeC y3/1a 3a-
npalwnBaeTCA B LUMPOKOBELWATE/IbHOM NAKeETeE.

®yHkyusa IGMP proxy

IGMP Proxy — ¢yHKUMA YNpOLWEHHOW MapLlpyTU3auuMmM MHOroagpecHbIX AaHHbIX
MeXAy ceTamM. s ynpasaeHua mapLpyTmsauneit ncnoabsyertcs npotokon IGMP.

lpomokon VRRP

Mpotokon VRRP npegHasHauyeH Ana pes3epsnpoBaHMA MapLLPYTU3aTOPOB, BbINOAHA-
OLLMX POAb LW/KO3A NO YMOMYAHUIO. ITO AOoCTUrAeTcA NyTém obbeamHeHun IP-uHTep-
beicoB rpynnbl MapLIpyTM3aToOpoB B OAWMH BUPTYaNbHbIN, KOTOPbI BYAEeT MCNob30-
BaTbCA KaK LUK03 MO YMOMYAHMIO A/19 KOMMbIOTEPOB B CETH.

1.2.5 ®yHKyuu QoS

B Tabnnue 5 npuBeaeHbl oCHOBHble GyHKUMM KavecTBa obcnymnaHus (Quality of Service).

Tabanua 5 — OcHoBHble PYHKLMM KayecTBa 0b6CayKMBaHUA

IModdeprcka
npuopumemHbix
oyepedeii

YCTPOICTBO NOAAEPKMUBAET MPUOPUTESALLMIO UCXOAALLErO TPadMKa No oyepessam Ha
Kak4om nopty. PacnpesesieHve NakeTos Mo ouyepessm MOKET MPOon3BOAUTLCA B pe-
3y/NbTaTe KnaccudrKaLMm NaKeToB Mo Pas/iMYHbIM NOASM B 3aro/I0BKax NaKkeTos.

Moododepxcka Knacca
obcnyncueaHus 802.1p

CraHgapT 802.1p cneundunumMpyeT MeToZ YKasaHuA NpUMopuUTeTa Kagpa v airoputm
MCMNO/Ib30BaHMA NpUOpUTETA B LIeNAX CBOEBPEMEHHOM LOCTaBKU YyBCTBUTE/IbHOTO K
BpeMeHHbIM 3agepKKam Tpaduka. CraHgapT 802.1p onpeaensetr BoceMb YPOBHEN
npuoputeTos. KOMMyTaTopbl MOTyT MCNONb30BaTb 3Ha4YeHMe npmoputeTa 802.1p ana
pacnpeaeneHna Kagpos No NPUOPUTETHBIM o4epesam.

1.2.6 ®yHKyuu obecnevyeHus 6ezonacHocmu

Tabnnuya 6 — PyHKUMKM obecneyeHma 6e3onacHoOCTU

DHCP snooping

®yHKLMA KOMMYTaTOpPa, NPefHa3HaYeHHaA A/1A 3alMTbl OT aTaK C UCMO/Ib30BaHWEM
npotokona DHCP. O6ecneumBaetr ¢punbTpaumto DHCP-coobLieHMin, NOCTYNMUBLUUX C
HeHaJeXHbIX NOPTOB MyTEM MOCTPOEHUA U NOAAEPKaHWUA Hasbl JAaHHBIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT AencTsus
6paHaMayspa MeKay HeHadeKHbIMKU NopTamn 1 cepsepamu DHCP.

Onyusa 82 npomokKona
DHCP

Onuwus, KoTopas nossonseT npovHdopmupoBaTb DHCP-cepBep O TOM, C Kakoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLien 3anpoc.

Mo yMmo4YaHUIO KOMMYTaTOp, UCNob3yowmin pyHKLuMo DHCP snooping, o6HapyXu-
BaeT u otbpacbiBaeT Ntoboit DHCP-3anpoc cogepkalimnii onumio 82, KOTOPbIN OH MNo-
Ny4nn yepes HeHaaéxKHbil (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

PyHKUMA KOMMYTaTOpPa, NpeAHa3HaYeHHasa ANA 3aWnTbl OT aTak C UCNOJIb30BAHUEM
npoTtokona ARP. CoobLieHne, KOTOpPOe NOCTyNaeT ¢ HEHAAEKHOIO NOPTa, Noagepra-
eTcA NpoBepKe — cooTeeTcTBYET M IP-agpec B Tene npuHAToro ARP-naketa IP-agpecy
oTnpasuTens.

Ecnun agpeca He coBnaaatoT, TO KOMMYyTaTop oTOpackIBaeT nakKer.
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L2-13—-L4 ACL (Access
Control List)

Ha ocHoBe nHdopmaumm, cogepkalleiica B 3aroNioBKax ypoBHen 2, 3 n 4, y agMuHU-
CTPaTOpa ecTb BO3MOXKHOCTb HacTpouTb 40 100 npasua, cornacHo KOTOpbIM NAKeT by-
net 0bpaboTtaH, NMbo oT6poLLEH.

IP Source address
Guard

PyHKUMA KOMMYTaTOpa, KOTopas orpaHMumneaeT IP-TpaduK, dunbTpya ero Ha OCHoBa-
HUKM TabmLbl cooTBETCTBUIM 6asbl faHHbIX NpueA3kn DHCP — DHCP snooping u ctaTtn-
YeCKM CKOHPUIyprpoBaHHbIX IP-aapecos. yHKLMA UcNonb3yeTca A1A 60pbbbl ¢ Noa-
meHoMl IP-agpecos.

1.2.7 ®yHKYuu ynpasaeHuUa KOMMymamopom

Tabnnua 7 — OcHOBHble GYHKLMMU YPABAEHNA KOMMYTAaTOPaMM

3azpy3Ka u ebi2py3ka
¢aiina Hacmpoliiku

MapameTpbl YCTPONCTB COXpaHALOTCA B daiiie HaCTPOIMKKN, KOTOPbIA COAEPKUT AaH-
Hble KOHPUTYpaLLMK KaK BCEN CUCTEMBI B LLeJIOM, TaK U onpeae/ieHHOro NopTa yCTpoi-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yerca Ana onepauui 3anmcu u uteHma ¢ainos. NpoTokon oc-
HOBAH Ha TpaHCNOPTHOM npoToKosae UDP.

YcTpoincTBa Noaaep:KnBatoT 3arpysky U nepegady no AaHHOMY NpoToKoay dainnos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyeHus.

MpoTtokon SNMP ncnonb3yetca ANs MOHUTOPUHIA M yNpaBJeHUA CeTeBbIM YCTPOM-

lNpomokon SNMP cTBOM. [1a ynpaBaeHUA AOCTYNOM K CMCTEME ONpPeaensaeTca CNMCOK 3anucei coob-
LEeCTBA, KaXK4an U3 KOTOPbIX COAEPKUT NPUBUAETMM AOCTYNA.
YnpasneHne kommyTaTopamu nocpeactsom CLI ocylecTBaseTcA NOKaNAbHO Yyepes no-
Wumepgpelic cnepoBaTtenbHbl NopT RS-232, nnbo yganeHHo Yepes Telnet. UHTepdeiic KomaHa-

KOMaHOHOL cmpoKu
(CLI)

HOW CTPOKM KoHconu (CLI) aBnseTca NpoMbIWAEHHbIM CTaHAapToM. MHTepnpeTaTop
CLI npefiocTaBNAET CNMCOK KOMaHZ M KNHOYEBbIX CI0B A1 NOMOLLM NOAb30BATENO U
COKpaleHnto obbema BBOAUMbIX AaHHbIX.

Syslog — npoTokon, obecneynBatoLLnin Nnepesady coobLEeHNIM 0 MPOUCXOAALLMX B CU-

Syslog .
cTemMe cobbITUAX, @ TaKKe yBeAOoM/IeHUI 06 oWNBKax yaaNneHHbIM CEpBEPAM.
SNTP Mpotokon SNTP — NPOTOKO/ CUHXPOHM3ALMM BPEMEHMU CETU, TAPaHTUPYET TOYHOCTb
(Simple Network Time CUHXPOHWU3ALLMN BPEMEHWN CETEBOI0 YCTPOMCTBA C CEPBEPOM A0 MUASIUCEKYHADI.
Protocol)
Traceroute — cnyxebHas GyHKLMA, NpegHa3HAYeHHaA ANs onpeseneHns MapLpyToB
Traceroute y dyHKUMA, Npes, A peA pwpy
nepesayun naHHbIx B IP-ceTax.
YnpaeneHue A .
MUWHWUCTPATOP MOMKET onpeaennTb YPOBHM NPUBUAETNI A0OCTyNa ANA NONb30BaTe-
KOHMponupyemeoim 'D'v E) P PeA yp P Aocryna & .
Nei YCTPOICTBA U XapaKTePUCTUKU AR KAXKLOro YPOBHA NpuUBUAErnin (TONbKO gnn
docmynom — ypoeHu o
. yTeHuns — 1 ypoBeHb, MNOAHbIN A0CTyn — 15 ypoBeHb).
npusuneauu
KommyTtaTop cnocobeH ycTaHaBAuBaTb 3anpeT AOCTyNa K Kaxaomy uHTepoency
npasneHuna (SNMP, CLI). 3anpeT mo¥KeT ObITb YCTAHOB/IEH OTAENbHO ANA KaXKAoro
B10KUpOBKa ynp ( , CLI) p y il il il
mepdpeiica TMNa goctyna:
UH .
p e Telnet (CLI over Telnet Session);
ynpassneHus o SNMP:
e SSH.
JloKanbHasA [Ona noKkanbHOM ayTeHTUPUKaLMKM NoaaepKMBaAeTCa XpaHeHMe naponen B 6ase aaH-
aymeHmudguKayus HbIX KOMMyTaTOpa.
dunempayus IP- Joctyn no SNMP paspewaetca ana onpegeneHHbix |P-agpecos, ABnarOWmMxca yne-
adpecos 013 SNMP Hamun SNMP-coobuiecTsa.
DHCP-cepBep ocyLw,ecTBAfeT LEeHTPAAM30BaHHOE yrpaBaeHNe CETEBbIMU agpecamm
N COOTBETCTBYIOLWMMU KOHOUTYPALLMOHHBIMU MapamMeTpamu, aBToOMaTUYECKU Npeso-
CTaBNAA UX KIMEHTaM.
®yHkyuu DHCP-
cepesepa

l DYHKLMA NoALEepPIKMBAETCA TONIbKO Ha moaenax MES2424, MES2424B,
. MES2424FB, MES2424P, MES2448, MES2448B, MES2448P, MES2411X,
MES3710P.
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Knuenm RADIUS

MpoTtokon RADIUS ncnonb3yetca ana ayTeHTMdMKaLmm, aBTopusaumm u yyeta. Cep-
Bep RADIUS ncnonb3yet 6a3y AaHHbIX NOb30BaTeIeN, KOTOPAA COLEPKUT AaHHbIe
NPOBEPKM MNOAJIMHHOCTU AN1A KAXA0ro noab3oBaTena. KommyTtaTopbl cogepaT Kaum-
EHTCKY'o YacTb npoTokona RADIUS.

TACACS+
(Terminal Access
Controller Access
Control System)

YCTpOMNCTBO NpefocTaBAAeT NOALEPKKY NPOBEPKN NOAJIMHHOCTU KAMEHTOB Nocpes-
ctBom npoTokona TACACS+. MpoTokon TACACS+ obecneunBaeT LeHTPaIM30BaHHYIO
cuctemy 6e30nacHOCTM A4/1A MPOBEPKM NOJb30BaATENEN, MNOoJyyatowmx AoCTyn K
YCTPOMCTBY, @ TaK)Ke LEHTPA/SIM30BaHHYIO CUCTEMY ynpaBieHuA npu cobaoaeHum
coBmectumoctn ¢ RADIUS n apyrumm npoueccamu NnpoBepKu NoAIMHHOCTY.

1.2.8 [onoaHumesnbHble hyHKYuu

B Tabnumue 8 npuseaeHbl 4ONOAHUTENbHbIE GYHKLMKN YCTPOMCTBRA.

Tabaunua 8 — lononHUTENbHbIE GYHKLMN YCTPOCTBA

BupmyaneHoe CeTeBble KOMMYTATOPbI UMEIOT B CBOEM COCTaBe NPOrpaMMHbIe 1 annapaTHble cpes-
mecmupoeaHue Kabenas | CTBa, NO3BONAKOLME BbINONHATL GYHKLMM BUPTyanbHOro Tectepa kabensa — VCT. Te-
(VCT) CTep NO3BOIAET ONpeAe/InTb COCTOAHNE MeAHOrO Kabensa cBA3M.
AuazHocmuka YcTponcTBO NO3BONAET TECTUPOBATbL ONTUYECKMIA TpaHcuBep. Mpu TecTMpoBaHUK OT-
onmuyecKoz0 CNeXKMBAIOTCA TaKMe NapaMeTpbl, KaK TOK M HanpaxeHwe NWUTaHWA, TemnepaTtypa
mpaHcusepa TpaHcusepa. s peannsaumnun TpebyeTtca noanepKKka 3aTUX GyHKLMI B TpaHCUBEpE.
UDLD (Unidirectional MpOTOKON BTOPOrO YPOBHA, CO34aHHbIN A1 aBTOMAaTUYECKOro 06HapyXeHMA notTepu
Link Detection) OBYXCTOPOHHEN KOMMYHUKALUKN Ha ONTUYECKMX IMHUAX CBA3M.
KommyTaTop 0b1asaeT Bcemn HEObXO4MMbIMU XapaKTEPUCTUKAMM A/iA paboTbl €
npotokonamm MMS, GOOSE, SV:
Coomeemcmeue e Manas BeanymHa 3agepkkn GOOSE-cooblueHma npu nepegaye;
e  YmeHue pacnosHaBaTb Ethertype GOOSE-coobuieHuns;
cmaHdapmy M3K P P 8 .
61850 o YmeHMe paboTaTb C TEFOM BUPTyasibHOM CETU 1 Terom npuopuTeTa IEEE
802.1Q GOOSE-coobueHus;
o [opaep:kka nepegaym multicast-coobLieHnin U BO3MOXKHOCTb paboTbl ¢
onpeaeneHHbiMm ctaHgapTom M3K 61850 grManasoHom rpynn BeLwaHmA.

1.3 OcCHOBHbIe TEXHUYECKNE XapaKTEePUCTUKHU

OCHOBHblE TEXHUYECKME napamMeTpbl KOMMYTAaTOpPOB NpmuBeaeHbI B Ta6nv1u,e 9.

Tabanua 9 — OCHOBHbIE TEXHUYECKME XapaKTePUCTUKN

O6wme napameTpbl

MES1428

24 x 10/100BASE-TX (RJ-45)
4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES2408
MES2408B

8 x 10/100/1000BASE-T (RJ-45)
2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

NHTepdelichl

MES2408C

8 x 10/100/1000BASE-T (RJ-45)
2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES2408CP

8 x 10/100/1000BASE-T (PoE/PoE+)
2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIl nopTt RS-232 (RJ-45)
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MES2408IP DC1

8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408p 2 x 100BASE-FX/1000BASE-X (SFP)
MES2408PL 1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES3708P
8 x 10/100/1000BASE-T (PoE/PoE+)
MES3710P 4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES2428 24 x 10/100/1000BASE-T (RJ-45)
MES2428B 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
24 x 10/100/1000BASE-T (RJ-45)
4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
MES2428T o
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
4 napbl BXOAHbIX CYXMX KOHTAKTOB
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
MES2424 24 x 10/100/1000BASE-T (RJ-45)
MES24248 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
24 x 100BASE-FX/1000BASE-X (SFP)
MES2424FB 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2424P 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
48 x 10/100/1000BASE-T (RJ-45)
m:gzz:;’ ¢ 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
48 x 10/100/1000BASE-T (PoE/PoE+)
MES2448P 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)
MES2411X 11 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES1428 12,8 F6ut/c
MES2408
MES2408B
MES2408C
MES2408CP
Mes2a08ip c1 | 20 MonT/e
MES2408P
MES2408PL
MponyckHas cnocob- | MES3708P
HOCTb MES3710P 24 T6ut/c
MES2428
MES2428P
MES24288B 56 Tbur/c
MES2428T
MES2424
MES2424B
MES2424FB 128 Towr/c
MES2424P

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES37xx
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MES2448 DC
MES2448B 176 T6ut/c
MES2448P

MES2411X 236 Iéut/c

MES1428 9 MPPS

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

14,88 MPPS

MES3710P 17,8 MPPS

Mpoussogutens- MES2428

HOCTb Ha NaKeTax MES2428P
AAMHON 64 BaliTal MES2428B
MES2428T

41,658 MPPS

MES2424
MES2424B
MES2424FB
MES2424P

95,2 MPPS

MES2448 DC
MES2448B 130,95 MPPS
MES2448P

MES2411X 175,5 MPPS

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P 512 K6awit
MES2408PL
MES2428
MES2428P
O6bem bydepHoi MES2428B
namaTn MES2428T
MES3708P

MES2424
MES2424B
MES2424FB
MES2424pP

1,5 Mb6anT

MES2448 DC
MES2448B

MES2448P 2 Mbant
MES2411X
MES3710P

1 3HaueHuA yKa3aHbl AN8 OAHOCTOPOHHEN nepeaaun
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0O6bem 0O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

256 Mbaunt

MES2424
MES24248B
MES2424FB
MES2424pP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3710P

512 Mb6aint

O6bem N3y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

32 Mbaut

MES2424
MES2424B
MES2424FB
MES2424pP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3710P

64 M6aut

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES37xx
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Tabnamua MAC-
agpecos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8192

MES2424
MES2424B
MES2424FB
MES2424P

16384

MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

32768

Konnyectso ARP-3anucei

1000

Moppeprkka VLAN

cornacHo 802.1Q ao 4094 aktueHbIX VLAN

Konuyectso rpynn
L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

509

MES2424
MES2424B
MES2424FB
MES2424pP

1023

MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

4094

Konnyectso rpynn
L3 Multicast
(IGMP proxy)

MES2424
MES2424B
MES2424pP

512

20
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MES2448 DC
MES24488B
MES2448P
MES2411X
MES3710P

2048

KonnuecTso npasun
MAC-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

128 Ha ntoboe KonnyecTso MHTepdencos

MES2424
MES2424B
MES2424FB
MES2424pP

640*

MES2448 DC
MES24488B
MES2448P
MES2411X
MES3710P

1280"

KonuuyecTtso npasun
Protocol-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

100!

MES2424
MES2424B
MES2424FB
MES2424pP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3710P

8 Ha ntoboe KomnyecTso nHTepdencos

! lobaBneHne npaBuaa Ha Kax bl MOPT pacxoayeT annapaTHble pecypcbl obLero nyna.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES37xx
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Konunyectso npasun
SQinQ

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

128 (ingress)/256 (egress)

MES2424
MES2424B
MES2424FB
MES2424P

384 (ingress)/512 (egress)

MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

768 (ingress)/1024 (egress)

Konunyectso npasun
ACL

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MAC-381
IPv4/IPv6 —219/128

MES2424
MES2424B
MES2424FB
MES2424pP

MAC-509
IPv4/IPv6 — 384/192

MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

MAC - 766
IPv4/IPv6 — 640/320

Konunyectso npasun ACL B ogHom ACL

Konnuectso mapuu-
pytos L3 IPv4
Unicast

MES2424
MES24248B
MES2424FB
MES2424pP

406

22
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MES2448 DC
MES24488B
MES2448P
MES2411X
MES3710P

1958

Konunyectso
mapupyTtos L3 IPve
Unicast

MES2424
MES2424B
MES2424FB
MES2424pP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

22

Konunyectso VRRP-
MapLpyTU3aTOpPOB

MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

32

KonunyectBo L3-uH-
Tepdeincos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8 vlan, no 5 IPv4-agpecos B Kaxaom vlan, go 300 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2424
MES2424B
MES2424FB
MES2424p
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

8 vlan, po 5 IPv4-agpecoB B Kaxaom vlan, go 22 IPv6 GUA cym-
MapHO ana Bcex vlian

Konmnuecteo BUpTYyanbHbix Loopback-mH-

Tepdelicos

10
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MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
Arperauma KaHanoB MES2428B
(LAG) MES2428T
MES3708P

8 rpynn, go 8 noptos B ogHoM LAG

MES2424
MES2424B
MES2424FB
MES2424pP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

24 rpynnbl, 40 8 nopTos B ogHOM LAG

Konunuyectso aksemnnaapos MSTP

64

Konunuectso DHCP pool*

5

KonunyecTso aapecos, BblaaBaembix
DHCP-cepsepom?

4096

Konunyectso cratnyeckmx 3anmcet DHCP-
cepsepal

512, BKAtoYan Bce CTaTUYECKME 3aMMCK AN OAHOrOo
naeHTndumKatopa

KauectBo obcnyxuBaHua QoS

npuoputnsauma Tpaduka, 8 yposHemn
8 BbIXOAHbIX o4Yepenen C pasHbIMU NPUOPUTETAMM ASA KAXKAOro
nopta

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
CBepxa/INHHble MES2408IP DC1
Kaapbl MES2408P
(jumboframes) MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MaKCUMManbHbI pasmep naketos 10000 6ainT

1 ®dyHKuMA noadepUBaeTca TONbKO Ha mogensx MES2424, MES2424B, MES2424FB, MES2424P, MES2448,

MES2448B, MES2448P, MES2411X, MES3710P.
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MES2424
MES24248B
MES2424FB
MES2424pP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

MaKCMManbHbli pasmep naketos 12288 6ainT

CooTBeTcTBME CTAHOAPTAM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2424P, MES2428P,
MES2448P, MES3708P, MES3710P)

M3K 61850

YnpasneHue

JlokanbHoOe ynpasneHue

Console

YpaneHHoe ynpasieHue

SNMP, Telnet, SSH, Web

dusmnyecKme XxapaKTepuCTUKMN U YCI0BUA OKPY>KatoLei cpeabl

MCTOYHUKM
nUTaHusa

MES2408C

MES2408CP ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2408PL

mgzgjcl);); ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
MES1428

MES2408 ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2428 CeTb NOCTOAHHOrO TOKa: 18-72 B

MES2428T

MES2424 ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,

ceTb NOCTOAHHOrO TOKa: 18-72 B

MES2408IP DC1

ceTb NOCTOAHHOrO TOKa: 36—72 B

MES2448 DC

MES2424P CeTb NepemMeHHOro Toka: 176—264 B, 50-60 Iy,
ceTb NnepemeHHOro Toka: 176—264 B, 50-60 Iy,
BapMaHTbl NUTAHUA:

MES2448P - O4MH UCTOYHMK NUTAHUA NOCTOAHHOIO UM NEPEMEHHOIO TOKaQ;
- ABa UCTOYHMKA NUTAHMA NOCTOAHHOIO MW NEPEMEHHOIO TOKa C
BO3MOXHOCTbIO ropsaYein 3aMeHbl

MES2408P CeTb NepemeHHoro Toka: 176—250 B, 50-60 Iy,
CeTb NOCTOAHHOrO TOKa: 36—72 B

MES2428P CeTb NepemMeHHOoro Toka: 176—264 B, 50-60 Iy,

ceTb NOCTOAHHOrO TOKa: 36—72 B
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CEeTb MNOCTOAHHOTIO TOKaA:

MES3710P C BK/ItOYEHHOM dyHKumnen PoE: 48-57 B
C BblKAtoYeHHOW dyHKuUmMel PoE: 18-57 B
ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
aKKymynaTopHas 6atapes: 12 B DC
XapaKTepUCTMKM 3apAAHOr0 yCTPOMCTBaA:
- TOK 3apsaga:
1,6+0.1 A — MES2424B, MES2424FB, MES2428B;
MES2424B - HanpaxeHne cpabaTbiBaHNA pPacLEenmTena Harpyskm —
MES2424FB 10-10,5 B;
MES2428B - NOPOroBoe HanpAXKeHne NHAMKaUMKN HM3Koro 3apaga — 11 B
V CeueHue nposopga ana noaknoueHna AKb He me-
Hee 1,5 mm. Ona MES2424B, MES2424FB,
MES2428B pekomeHpyetca mucnonb3osatb AKb
eMKOCTbIo He meHee 12 Ah.
CceTb nepemeHHoOro Toka: 110-250 B, 50-60 Iy,
aKKymynaTopHas 6atapes: 12 B DC
XapaKTepUCTUKM 3apaLHOro YCTPOMUCTBA:
- TOK 3apsaga:
1,6+0.1 A — MES2408B;
1+0.1 A — MES2448B;
MES2408B - HanpsXeHue cpabaTbiBaHWUS pacUEnuTens Harpyskn —
MES2448B 10-10,5 B;
- NOPOroBoe HanpAXeHue MHAMKaLMM HU3Koro 3apaga — 11 B
V CeueHune nposopga ana noakntoueHna AKb He me-
Hee 1,5 mm. [lna MES2408B pekomeHAayeTca UC-
nonb3oBaTb AKb emKocTbio He meHee 12 Ah, ana
MES2448B pekomeHayetca ucnonb3osatb AKb
eMKOCTbIo He meHee 9 Ah.
MES1428 AC
MES2408C 1087
MES1428 DC 11 Bt
MES2408 AC 7 Bt
MES2408 DC 8,6 BT
MES2408B 33 Bt
MES3708P 150 BT (c yueTom Harpysku PoE)
MES2408CP 150 BT (c yueTom Harpy3sku PoE)
MES2408IP DC1 135 BT (c yueTom Harpysku PoE)
Makcumanshan | MES2408P AC 275 BT (c yueTom Harpysku PoE)
notpebnsemas MES3710P
MOLLHOCTb MES2408P DC 280 BT (c y4eTom Harpysku PoE)
MES2408PL 80 BT (c yueTom Harpysku PoE)
MES2428
MES2428T 18 Br
MES2428B 45 Bt
MES2428P AC 420 BT (c yyeTom Harpysku PoE)
MES2428P DC 450 BT (c yueTom Harpysku PoE)
MES2424 AC 25 Bt
MES2424 DC 26 Bt
MES2424B 49 Bt
MES2424FB 63 BT
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MES2424pP 420 BT (c yueTom Harpysku PoE)
MES2448 DC 48 Bt
MES2448B 66 BT
MES2448P 820 BT (c yueTom Harpysku PoE)
MES2411X 35 Bt
MakcmmanbHas
notpebnsemas
MOLLIHOCTb 6e3 MES3710P 20 Bt
y4yeTa Harpysku
PoE
MES2408B 7 BT
MES24248B 25 Bt
MaKkcmmanbHas
noTPeOAeMan |\ \eco o arp 47 Br
MoLLHOCTb 6e3
y4€ra sapaaa ARD MES2428B 20 Bt
MES24488B 48 Bt
MES2408CP
MES2408IP DC1 120 Bt
MES3708P
MES2408P
BiogykeT PoE MES3710P 240 Br
MES2408PL 65 Bt
MES2424P
MES2428P 370 Br
MES2448P 720 Bt
MES1428 AC 10 Bt
MES1428 DC 11 Bt
MES2408 AC 7 BT
MES2408 DC 8,6 BT
MES2408B 11 Bt
MES2408C 10 Bt
MES2408CP 30 BT
MES2408IP DC1 15 Bt
MES2408P AC 35 BT
MES2408P ACW 30 BT
MES2408P DC
MES3710P 40 BT
TennosblAe- MES2408PL 15 BT
neHue
MES2411X 35 BT
MES2424 AC 25 BTt
MES2424 DC 26 BT
MES2424B 27 Bt
MES2424FB
MES2424P S0 BT
MES2428 18 Bt
MES2428B 23 Bt
MES2428P AC 50 Bt
MES2428P DC 80 Bt
MES2428T 18 Bt
MES2448 DC 48 Bt
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MES2448B

53 Br

MES3708P

30 Bt

AnnapaTtHas
noanepXxKka
Dying Gasp

MES1428 AC
MES2408C
MES2408CP
MES2428 AC
MES2428T AC
MES2428P AC
MES2424
MES2424pP
MES2448B

eCTb

MES1428 DC
MES2408
MES2408B

MES2408IP DC1

MES2408P
MES2408PL
MES2428 DC
MES2428T DC
MES2428B
MES2428P DC
MES24248B
MES2424FB
MES2448 DC
MES2448P
MES2411X
MES3708P
MES3710P

HeT

UHTepsan
paboumnx
Temneparyp

MES2448P

o1 -10 pgo +50 °C

MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
MES2424 DC
MES2424pP
MES2428
MES24288B
MES2428P
MES2428T
MES2448 DC
MES2448B
MES2411X

o1 -20 go +50 °C

MES2424 AC
MES2424B
MES2424FB

oT-20 go +50 °C
7 Mpwm akcnayaTtauum ycTpoicTs Npy Temnepatype Bbiwe
. 45°C Heo6Xo4UMO MCNob30BaTb MHAYCTPUANbHble SFP+
TpaHcuBepbl.

MES2408CP
MES2408P DC

o1 -20 no +50 °C
7 Mpwu akcnayaTtauum ycTpoicTs Npy Temneparype Bbile
. 45 °C He06X0AMMO UCMONbL30BaTb UHAYCTpUanbHble SFP
TpaHcuBepbl.

MES2408 AC

o1 -20 po +60 °C
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MES2408IP DC1
MES3708P

ot -40 po +60 °C

MES3710P

o1 -40 pno +70 °C

WHTepBan TemnepaTypbl XpaHeHUA

oT-40 po +70°C

(o1 -50 po +85 °C — gna MES3708P, MES3710P)

OTHOCUTENbHAA BNAXKHOCTb npu
aKcnayaTaumm (6e3 obpasosaHuA

KOHAeHcaTa)

He 6bonee 80 %

(He 6onee 90 % — ana MES3708P, ana MES3710P)

OTHOCUTENbHAA BNAXKHOCTb npu
XpaHeHuu (6e3 obpasoBaHuA

o110 % 1o 95 %

(o1 5% 0o 95 % — ans MES3710P)

KOHAeHcaTa)
MES1428
MES2408IP DC1
MES2408P
MES2428 430 x 44 x 178 mm
MES2428B
MES2428T
MES2408
MES2408B
MES2408C 310 x 44 x 177 mm
MES2408CP
FabaputHble MES2408PL
pazmepl MES2428P AC 430 x 44 x 204 mm
(W xBxT) MES2428P DC 430 x 44 x 305 MM
MES2424
MES2424B 430 x 44 x 203 mm
MES2411X
MES2424FB 430 x 44 x 243 mm
MES2424P 430 x 44 x 225 mm
MES3708P 152 x 517 x 85 mm
MES3710P 85x 175 x 115 mm
MES2448 DC
MES24488 440 x 44 x 280 mm
MES2448P 440 x 44 x 447 mm
MES1428 2,26 Kr
MES2424 AC 2,44 kr
MES2424 DC 2,42 Kkr
MES2424B 2,54 Kkr
MES2424FB 2,69 Kr
MES2424P 3,36 Kr
MES2408 1,72 Kr
MES2408B 1,78 kr
Macca MES2408C
MES3710P 177 kr
MES2408CP 2,16 kr
MES2408IP DC1 2,38 kr
MES2408P 2,69 kr
MES2408PL 1,9 Kr
MES2428P 3,27 Kkr
MES2428
MES2428B 2,35 Kt

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES37xx
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MES2428T 2,37 kr
MES3708P 4,2 Kr
MES2448 DC
MES2448B 3,98 kr
MES2448P 7,46 Kkr
MES2411X 2,57 kr

CpOK cnyxb6bl He meHee 15 net

7
V Tun nuTaHMA yCTPOMCTBa onpeaenseTca npy 3akase.

1.4 KoHCTpyKTUBHOE UCNONHEeHue

B faHHOM pa3sgesie oNUCaHO KOHCTPYKTUBHOE UCNOIHEHUE yCTpOﬁCTB. MNpeactasneHsol M306pa)-KEHMH
nepe,a,Heﬁ, 3aAHEI71 1 6OKOBbIX NaHenel YCTPOﬁCTBa, OnuncaHbl pa3bembl, CBETOANOAHbIE MHAONUKATOPbI U Op-
raHbl ynpasaieHuA.

Ethernet-kommyTtatopbl cepmiit MES14xx n MES24xx BbINONHEHbI B METaNIMYECKOM KOpnyce € BO3-
MOXKHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpomblwneHHbIn Ethernet-kommyTtaTop MES3708P BbINO/IHEH B META/I/IMYECKOM KOPMYyCe C BO3-
MOXXHOCTbIO NOABELINBAHMSA Ha LUTAHTY TONLWMHON He bonee 8 mm. CTeneHb 3awWmTbl Kopnyca IP55.

Ethernet-kommyTaTop MES3710P BbINONIHEH B META/NIIMYECKOM KOpnyce Ans KpenseHusa Ha DIN-
penKy.

1.4.1 BHewHuii sud u onucarue nepedHeli naHenu ycmpoiicme

BHewHM BuA nepeaHen naHenn MES1428 nokasaH Ha pucyHke 1.

110-250 VAC 60/50Hz max 14 A uS8, SELTEX MEs1428

1 3 5 7 9 11 13 15 17 19 21 23
(=" (- O O O Oy ] | [ O O O Oy (" ]| =" O Oy O O O O =]
O i i e iy
~ w8 i et i [ il i el
- M""“O o (-, o0 o - ] [ ] - ooy g, [ ooy (-, o - ]
\—'—' 2 [ 6 [ 10 2 7] 16 7] 20 2

24

0 i

1 2 3 4 5 6 7

PucyHok 1 —lNMepeaHaa naHeno MES1428

B Ta6nv1u,e 10 npueeaeH nepevyeHb pasbemoB, CBETOANOAHbBIX UHAUKATOPOB U OPraHOB ynpaB/aieHUA,
PacnoN0XXeHHbIX Ha nepe,a,Heﬁ naHe/In KOMMyTaTopa.

Tabnunua 10 — OnucaHWe pa3bemMoB, MHAMKATOPOB M OpraHOB yNpaB/eHua nepeaHer naHean MES1428

3 -
No NemMeHT nepeaHen Onmncanme
naHenu
1 ~110-250VAC, 60/50Hz max | Pasbem Ana MOAKAOYEHUA K UCTOUYHMKY ISMEKTPOMUTAHUA NEepemMeHHOoro
1A TOKa.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
2
Alarm UHauKaTop neperpesa.
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3 Console

KOHCONbHbIV NOPT AN5 NOKANbHOO YNPaB/eHUs YCTPOUCTBOM.
PacnuHoBKa pasbema crneayroLan:

He ucnonb3yeTtca

He ucnonb3yeTtca

RX

GND

GND

TX

He ncnonb3yetca

He ucnonb3yeTtca

He ucnonb3yeTtca

Pacnalika KOHCONIbHOTO Kabena npuseaeHa B NPUIOKEHUM A.

O oONOOUD WNR

dyHKUMOHaNbHAA KHOMKa 414 Nepe3arpysKku ycTpoicTea n cbpoca K 3aBoa-
CKMM HacTpoMKam:
- NPV HaXKaTUW Ha KHOMKY ANUTENbHOCTbIO MeHee 10 ¢ nponcxoamT nepesa-

4 F N
rpy3sKa yCTpoicTBa;
- MPM Ha)KaTUM Ha KHOMKY AautesnbHocTbio 6osiee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.

5 [1-24] MopTbl 10/100BASE-TX (RJ-45).

6 25, 26, 27, 28

Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45).

7 25, 26, 27, 28

Combo-nopTbl: cnoTbl gAs ycTaHOBKM TpaHcueepos 1000BASE-X Combo.
LNK/SPD — cBeToBas MHAMKALMA COCTOAHMA ONTUYECKUX UHTEPENCOoB.

BHewWwHM BMA, NnepegHer naHenn yctponcts cepmm MES2408 nokasaH Ha pucyHkax 2—-10.

110-250 VAC 60/50Hz max

O (ery)

0.5A

wilomnce 1 3 s 7 AELTEX MES2408
DMDGMU DMDDMD o
F
s et i il
Alarm O e o e
— L2 4 ] 8

Console

3 4 5 6 7

PucyHok 2 — MNepepHaa naHens MES2408 AC

W oavnce 1 3 s 7 AELTEX MES2408
1872 _vni max 1A cmm amc D;;;;Cl Bmm e emermromen
@ e F 9 10
power O | 0 Ouwx
® O — el [ [ b | Y 5 o
S L2 4 6 8 L ]
1 21 3 4 5 6 7
PucyHok 3 —NepeaHAasa naHenb MES2408 DC
110-250 VAC 60/50Hz max lA A us?lné::\c! N 3 5 2 " ,’3.'6 LTEX MES24088
12VDC max 2A (=] O O, (S]] =] =] 9,10 - 100BASE-FX/1000BASE-X
© (5 = .
= Aarm O . 9 10
= Battery () (o] QWK
S T i et ol Yty ] ity
1 2 4 & 8 1 L 1
1 2 23 3 4 5 6 7

PucyHok 4 — NepeaHas naHenb MES2408B
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110-250 WAC 60/50Hz max 0.5A N N

3
[ (o ]
" co | Ciom] L)
@
Power O
@ L Alarm Q)
L

1 2 3 4 5 6 6.1 7.1

s 7 o LYELTEX MES2408C

9,10 10/100/1000BASE-T
or 100BASE£X/1000BASE-X

| s s
L2

>
3

T
i
D
0

110.250 VAC 60/50Hz max 2A A s, 1 3 s . o AELTEX MES2408CP
4 0, {m Y {mm ) 0 G, = :;‘n-m[m{lm-‘ R
® I = v e i
D 0 1357 — F 9 10
/ Power O O000 [ o [ Owk
@ LAemO ; 0000 @ :qm.:“,mg.:qmn DGETD: m ii OOson
— 24638 i 2 s P T T T S — I

PucyHok 6 — lMepeaHaa naHeno MES2408CP

AELTEX MES24081P
w23 rats

A wiiie 1 3 5 7
s i
3672 :Dc*max 104 =) =] 53] 9,10- 100mAst-#x/30008A56-X
PoE Console
3¢ @l 9

e AL [ AR
[ L 4 $ (|
2.2 I|3 31 4 l 6 7

@
g
:
g
i
1
B

Wi Aelrex meszaoer

o
. :
oo 141

Power () o000

LB 2998
2 3 3.1 4 5 6 7

A i, JveLTex Mes208p
s

sssssssss

1 3 5 7
367240C mas 105 SOOI D] e
S (o] Cuon] ] (]
135 7 . 9 0
=8 8555 b i i = 2= e
Aarm Q) [e}ejojo] @ oy o = E :
I—'—l 24 L2 3 [ s -

110-250 VAC 60/50Hz max 1A £\ ey 1 3 5 7 e
@ | ] v o [amn] Gl Con] Cone]
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PucyHok 10 — NMepeaHasa naHenb MES2408PL
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B Tabnnue 11 npmBeneH nepeyeHb pa3beMoB, CBETOANOAHbIX MHAMKATOPOB U OPraHOB YNpaBaeHUs,
pacnooXeHHbIX Ha NepeaHen naHenn KommyTtatopos cepun MES2408.

Tabnumua 11 — OnucaHWe pa3bemoB, MHANKATOPOB M OPraHOB yNpaBaeHUA NepeaHein naHe M KoMMyTaTo-
pos cepun MES2408

Ne | dnemeHT nepepgHeii naHenu OnucaHue
1 Knemma 3asemneHus = Knemma ana 3a3emieHuns yCcTpomncTea.
) ~110-250VAC, 60/50Hz max | Pasbem 418 MOAKMOYEHUA K WUCTOYHWMKY 3NEKTPOMUTAHUA MepeMeHHOro
1A TOKa.
21 | 18-72 VDC max 10A Pasbem AnAa NOAKNOYEHUA K UCTOYHMKY S/IEKTPOMUTAHUA MOCTOAHHOIO
TOKa.
2.2 | 36-72 VDC max 1A/10A Pasbem ANA NOAKNIOYEHUA K WMCTOYHUKY 3SNEKTPONUTAHWA MOCTOAHHOrO
TOKa.
2.3 | 12VDC max 2A Pasbem g5 NOAKNIOYEHMA K aKKYMYNATOPHON BaTapeu.
Power NHAMKaTOp NUTaHMA yCTpOKMCTBa.
3 Alarm UHpuKaTop neperpesa.
Battery (an1a MES2408B) NHamKaTop paboTbl akKymynsTopHon baTapeu.
3.1 | PoE1-8 NHauKaTopbl cocToAHuA PoE-nopTos.
KoHCObHbIM NOPT AN NOKANBHOTO YNpaBAeHUA YCTPONCTBOM.
PacnnHoBKa pa3bema cnegytowan:
1 He ncnonb3yeTca
2 He ucnonb3yeTcA
3 RX
4 GND
4 I
Console 5 GND
6 TX
7 He ucnonbsyetcA
8 He wncnonb3yeTcA
9 He ncnonb3yeTcA
Pacnalika KOHCO/IbHOTO Kabena npueeaeHa B MPUIOKEHUM A.
dyHKLMOHaNbHAA KHOMKa A/1a nepes3arpyskun ycTpolicTea n cbpoca K 3aBoa-
CKMM HacTpoMKam:
5 F - MPW HaXaTuUM Ha KHOMKY ANUTeNbHOCTbIO meHee 10 ¢ nponcxoauT nepesa-
rpy3Ka yCcTpolCTBa;
- NPW Ha*KaTUKU Ha KHONKY AAnTeNbHOCTbio 6onee 10 ¢ npoucxoauT cobpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUIypaLuuu.
6 [1-8] MopTtbl 10/100/1000BASE-T (RJ-45).
6.1 | 910 Combo-nopTbi: noptbl 10/100/1000BASE-T (RJ-45).
CnoTbl ANA YCTaHOBKM ONTUYECKUX TpaHcueepoB 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEPDENCOB.
Combo- : 1000BASE-X Combo.
7.1 | 9,10, LNK/SPD ombo-nopTbl: CNOTbl ANA YCTAHOBKWU TPaHCMBEPOB X ombo
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEPDENCOB.

BHewHWn BUA nepegHen naHenn yctponcts cepnm MES2428 nokasaH Ha pucyHKax 11-16.
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PucyHok 12 — NepeaHas naHeno MES2428 DC
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PucyHok 13 —MepeaHaa naHenb MES2428B

370-264 VAC 60/50Ha max 34 AELTEX MEs2428p B uiea 1 s 5 ’ ] 1 3 s v 1 u =
124 - 10/100/1000BASE-T, 802 3at Pok+ [s=? = =1 O = O = || = = (= =] {m]| = (= =2 O = =
25..28 - 10/100/ 1000BASE-T
0 : 0 s | [mn] am] o] (]| one] Comn] Com] Lo U] ] o] L]
1] ] Alarm O .=
=5 il
L 1 oy ) )

36-72 VDC max 154

[v]s]e]:]=]s]e]
®@®O00000

1.2

8
|
110-250 VAC 60/50Hz max 1A A28, N 3 3 T ELT X MES2428T
) IR i =
F
gl e i
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PucyHok 16 — lNepeaHaa naHenb MES2428T

B Tabanue 12 npueeaeH nepeyeHb pa3beMoB, CBETOAMOAHbIX MHANMKATOPOB M OPraHoOB yrnpaBaeHuUs,
PacnoNOXKEHHbIX Ha NepegHelt NnaHeAn KOMMYTaTopoB cepun MES2428.
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Tabnvua 12 — OnucaHne pa3bemoB, MHONKATOPOB M OPraHOB yNpaB/ieHUA NepeaHein naHe M KOMMyTaTo-
pos cepun MES2428

No dnemeHT nepeaHen Onucanme
naHenm
~110-250VAC, 60/50Hz max
1 1A Pasbem gnA NOAKNOYEHWA K UCTOYHWKY 3/1IEKTPOMUTAHUA NepeMeHHOro
(170-264 VAC 60/50 Hz max | ToKa.
3A ana MES2428P)
1.1 | 12vDC max 2A Pasbem gns NogKAtoUYeHMA K aKKyMyIATOPHOM BaTapen.
18-72 VDC max 2A
1.2 | (36-72 VDC max 15A ann Pasbem a4na noaKNOYEHNA K UCTOYHWUKY 3/1€KTPONUTAHNA NOCTOAHHOIO TOKaA.
MES2428P DC)
Power MNHAMKaTOp NUTAHMA YCTPOMCTBA.
Alarm MNHavkaTop neperpesa.
2
PoE NHankaTop paboTbl PoE.
Battery (ana MES2428B) NHAanKaTop paboTbl aKKYMyNATOpHOM HaTapen.
KOHCONbHbIM NOPT ANA NOKANbHOIO YNpaB/eHUA YCTPOUCTBOM.
PacnuHoBKa pa3bema cnegytowan:
1 Hewncnonb3yeTtcA
2 He ucnonb3syeTca
3 RX
4 GND
3 Console 5 GND
6 TX
7  He ncnonb3yeTcA
8 He ucnonbsyetca
9  He ucnonb3yetca
Pacnaiika KoHconbHOro Kabens npueeseHa B NpUAOKeHUU A.
PyHKLMOHaANbHAA KHOMKAa ANA Nepe3arpysku yCcTpoicTea U copoca K 3aBoa-
CKMM HaCTpoOMKam:
4 . - MPW HaXKaTUKN HA KHOMKY AAUTENbHOCTbIO MeHee 10 ¢ npoucxoanT nepesa-
rpy3Ka yCTpOWCTBa;
- NPW HaXXaTUM Ha KHOMKY AauTenbHocTbio 6onee 10 ¢ npoucxoamTt cbpoc
HaCTPOEeK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.
5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).
6 25, 26, 27, 28 Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45).
7 25 26, 27, 28, LNK, SPD Combo-nopTbl: cNOTbl ANA YCTAaHOBKM TPaHCMBEPOB 1000BASE—)v( Combo.
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX UHTEPDECOB .
8 T1 4 napbl BXOAHbIX CyXMX KOHTAKTOB.

BHewHMN BMAa nepeaHen naHenun yctponcts MES2424, MES2424B, MES2424P, MES2448 DC,
MES2448B, MES2448P, MES2411X noKasaH Ha pucyHKax 17-23.

PucyHok 17 — NepeaHAasa naHenb MES2424
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PucyHok 21 — MepeaHaa naHenb MES2448B
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PucyHok 23 — lNepeaHas naHenb MES2411X

B Tabavue 13 npuBeaeH nepeyeHb pasbemMoB, CBETOANOLHbIX MHAMKATOPOB M OPraHoB ynpaBaeHus,
PacnofoXKEeHHbIX Ha nepegHen naHenn KommyTtaTopos MES2424, MES2424B, MES2424P, MES2448 DC,

MES2448B,

MES2448P, MES2411X.
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Tabanua 13 — OnuncaHMe pasbemoB, MHAMKATOPOB U OPraHOB yNpaB/ieHna nepegHel NaHean KOMMYTaTo-
pos MES2424, MES2424B, MES2424P, MES2448 DC, MES2448B, MES2448P n MES2411X

No dnemeHT nepeaHen Onucanme
naHenm
1 ~110-250VAC, 60/50Hz max | Pasbem O/19 MOAKMOYEHUA K UCTOYHMKY 3/1EKTPOMUTaHUA MepemMeHHOro
1A TOKa.
1.1 | 12vDC max 2A Pazbem ons NogKAOUYEHUA K aKKYMYIATOPHOM 6aTapen.
Power NHAMKaTOp NUTAaHMA YCTPOMCTBA.
PS1 (pnsa MES2448P) NHAMKaTOp COCTOAHMA NepBoro 610Ka NUTaHuA.
PS2 (pnsa MES2448P) MHAMKATOP COCTOAHMUA BTOPOro 6,10Ka NUTaHuA.
2 Alarm MHanKaTop neperpesa.
Master NHAanKaTop pexxnma paboTbl ycTpoicTea (BeayLmii/seaombiii).
Battery (ana MES2424B, MHanKaTop paboTbl akKymynsaTopHoi b6aTapeun
MES2448B) Anrarop p yMynATop peu.
3 Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
KOHCONbHbIM NOPT ANA NOKANBbHOIO YNpaBAeHUA YCTPONCTBOM.
PacnvHoBKa pasbema ciegytoLlan:
1 Hewncnonb3yeTtcA
2 He ucnonb3syeTca
3 RX
4 GND
4 Console 5 GND
6 TX
7  He ncnonb3yeTcA
8 He ucnonbsyetca
9  He ucnonb3yetca
Pacnaiika KOHCcONbHOro Kabena npueeaeHa B NPUAOXKEHUM A,
®yHKUMOHaIbHaA KHOMKA ANA Nepes3arpy3Kku yCcTporncTea u copoca K 3aBoa-
CKMM HaCTpoMKam:
5 . - MPY HA*KaTMM Ha KHOMKY A/IMTEeNIbHOCTbIO MeHee 10 ¢ nponcxoanT nepesa-
rpy3Ka yCTPOWCTBa;
- NPW HaXXaTUM Ha KHOMKY AauTenbHocTbio 6onee 10 ¢ npoucxoamTt cbpoc
HaCTPOEeK YCTPOMCTBA 4,0 3aBOACKON KOHOUTypauuu.
6 [1-8], [1-24], [1-48] MopTbl 10/100/1000BASE-T (RJ-45).
7 [XG1 — XG4], [XG1 — XG11] CnoTbl ANA yCTaHOBKM TpaHcueepoB 1000BASE-X (SFP)/10GBASE-R (SFP+).

BHewWwHWI BUA nepegHel NnaHenn ycTpo

PucyHok 24 — lMepeaHasa naHenb MES2424FB
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Tabnvua 14 — OnucaHMe PasbemMoB, MHANKATOPOB M OPraHOB YrNpaBAeHUA NepeaHeil naHean KoOMMyTa-
Topa MES2424FB

dnemeHT nepeaHeit
naHenu

Ne OnucaHue

1 ~110-250V AC, 50-60 Hz Pasbem Ana nogKAYeHMA K UCTOYHWUKY 3/1IEKTPONUTAHMA NEepemeHHOro

TOKa

2 12v DC Pasbem gns NogKNOUYEHMA aKKyMyATOpPHOM 6aTapen 12V
Power MHAMKaTop NUTaHMA ycTpoicTBa
Alarm NHauKaTop aBapuu

3 Master MHAaMKaTop peskmma paboTbl yCTPoOCTBa (BeayLumit/Beaombiin)
Battery MHavKaTop paboTbl akkymynaTopHoi 6atapem

4 UnitID NHANKaTOp HOMepa YCTPOMCTBA B CTEKE

KoHCO/IbHbIM NOPT 415 IOKA/IbHOTO YNPaBAeHNA YCTPONCTBOM.
PacnuHoBKa pa3bema cnegyowan:
1 Hewucnonb3yetca
2 He ucnonb3yetca
3 RX
4 GND
5 Console 5 GND
6 TX
7  He ucnosb3yeTcA
8 Hewucnonbyetca
9 He ucnonb3yetca
Pacnaiika KoOHCcoNbHOTrO Kabena npueeAeHa B NPUAOKEHUM A,

dYHKLMOHaNbHAA KHOMKa ANA NepesarpysKku ycTpoicTea 1 cbpoca K 3aBo-
ACKUM HacTPOKam:
- NPW HaXXaTUW HA KHOMKY AMTeNbHOCTbIO MeHee 10 ¢ npoucxoauT nepe-

6 F
3arpysKa yCTpOKnCTBa;
- NPW HaXKaTUW Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxogut cbpoc
HACTPOEK YCTPOMCTBA [0 3aBOACKOM KOHOUIypaLmu.
CnoTbl ANA YCTAaHOBKM ONTUYECKUX TpaHcnesepos 100BASE-FX/1000BASE-X
7 [1-24]
(SFP)
8 [XG1-XG4] CnoTbl ana yctaHoBKKM TpaHcnsepos 1000BASE-X (SFP)/10GBASE-R (SFP+)
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BHelWwHMI BUA NnepegHer naHenn ycrponcrea cepmm MES3710P nokasaH Ha pucyHke 25.
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dveltex
MES3710P
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O rwr1
O PwWR2 4
O Alarm

QO Temp u

° )

Cansale

1.8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 25 — MNepepHaa naHens MES3710P

Tabnnuya 15 — OnucaHme pasbemoB, MHANKATOPOB M OPraHOB ynNpaBaeHus nepesaHen naHean MES3710P

Ne 7
dnemeHT nepeaHen Onncanme
naHenm
1 [1-8] Moptbl 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBanA MHAMKauUmMA PoE.
CnoTbl ANA YCTAaHOBKM ONTUYECKUX TPAHCUBEPOB
3 9, 10, 11, 12, LNK/SPD 100BASE-FX/1000BASE-X (SFP).
LNK/SPD — cBeTOBast MHAMKaLMNA COCTOAHUA ONTUHECKUX MHTEPENCOB.
PWR1, PWR2 MHAMKaTopbl MUTAHUA YCTPOMCTBA.
4 Alarm MHAuKaTop aBapuu.
Temp MHanKaTop TemnepaTypsl.
DyHKUMOHANbHAA KHOMKa A1A nepes3arpysku ycTpoiicTea u cbpoca K 3a-
BOACKMM HACTPOMKaM:
5 r - MPM HAXKATUM HA KHOMKY AMTeNbHOCTbIO MeHee 10 ¢. npoucxoauT ne-
pe3arpysKa ycTpoicTBa;
- NPU Ha¥aTUM Ha KHOMNKY AAuTenbHocTblo 6onee 10 c. npoucxoauT
cbpoC HacTpOEeK YCTPOMCTBA 4,0 3aBOACKON KOHUrypaumm.
6 Console KOHCONbHbIV NOPT AN5 NOKANbHOIO YNPaB/eHUA YCTPOUCTBOM.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES37xx
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1.4.2 3adHAana u eepxHAA naHenu ycmpoiicme

BHewHW BUA 3aaHen naHenn KommyTtaTopoB MES14xx n MES24x npmBeAeH Ha pUCYHKaX HUMKeE.

Q0000 Qo0
S R R S St | ez DS (B T A,
T S B e S PSP, | I | s e e T e e e S S R eaes
CEL00UUECULGeRTe0ee000800000RER0 X000 E eesassaseseeeegeseeeeeeees@@ee

PucyHok 26 — 3agHAa naHenb MES1428, MES2428, MES2428T, MES2428B, MES2408IP DC1, MES2408P,
MES2424 n MES2424B
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PucyHok 28 —3agHAaa naHenb MES2424P, MES2428P
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PucyHok 29 —3aaHAaa naHenb MES2448 DC
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L ® \S=) i £ E@ 1]
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2 1 1 3 4

PucyHok 30 —3agHAaa naHenb MES2448B
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W Sol) W

100-240 V AC 5060 Hz
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1 1 4
PucyHok 31 — 3agHaa naHenb MES2448P
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PucyHok 33 —3aaHAaa naHenb MES2424FB

B Tabnmnuax 16 n 17 npuBeneH nepeyeHb PasbeMOB, PACMOIOKEHHbIX Ha 3a4HEN NaHesn KOMMY-
TaToOpPOB.

Tabanuya 16 — OnucaHMe pasbemoB 3adHeN naHenn KommyTtatopoB MES1428, MES2428, MES2428T,
MES2428B, MES2408IP DC1, MES2408P, MES2424 n MES2424B

— o
1 Knemma 3aszemneHuna = Knemma gna 3azemneHuna ycTpomcrea.

Tabnnua 17 — OnucaHne pa3beMoB 3agHen naHenu KommyTtatopa MES2424FB, MES2424P, MES2428P,
MES2448 DC, MES2448B, MES2448P n MES2411X

1 BeHTMNATOPbI ANA OXNaXAEHUA YCTPOMCTBA.
— o
2 Knemma 3azemnenuns = Knemma pgna 3a3emneHuns ycTpoicTsea.
3 12VDC max 2A Pasbem gns NogKAtouYeHna K akKyMyIATOpPHOM 6aTapen.

4 ~110-250VAC, 60/50Hz max Pasbem Ana NOAKNOYEHUA K UCTOYHWUKY SNEKTPOMNUTAHMA MepemMeHHOro
1A TOKa.

BHelwHW BUA BepxHel naHenn kommyTtatopa MES3710P npuseaeH Ha pucyHKe 34.

69838 !
0958380!

59333 090!
19099369933302,

066660000000000
R L LG C L R Gt

390!
_338:

O
PWR1

NC-COM-NO)
Dry contact

PucyHok 34 — BepxHAaa naHenb MES3710P
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B Tabnvue 18 npuBeaeH nepedyeHb PasbemoB, PACcMO/IOKEHHbIX HA 3a4Hel NaHeau KommyTatopa
MES3710P.

Tabaunuya 18 — OnucaHune pa3bemMoB BepxHel naHenm kommytatopa MES3710P

Ne dnemeHT 3agHei naHenm OnucaHue

—_—i v
1 Knemma 3aszemneHuna = Knemma gna 3asemnieHuna ycTpomcTsa.

Pasbembl ANA NOAKNOYEHNA K UCTOYHUKAM S1EKTPONUTAHUA NOCTO-

2 48 (45~ 57) VDC
AHHOTIO TOKa.

3 12VDC max 5A PeneiHbiN Bbixo4 aBapuitHOW curHanmnsaumm: 1 A 24 V DC.

1.4.3 bokoevie naHenu ycmpolicmea

(
© S R S e S S
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PucyHok 35 — NpaBas 6oKoBan naHenb Ethernet-kommyTtatopos
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PucyHok 36 — JleBan 6oKoBas naHenb Ethernet-kommytatopos

Ha 60KOBbIX NaHeNAX yCTPOMCTBa PacMo/IOKeHbl BEHTUNALMOHHbIE PELIeTKM, KOTopble CayXaT ans
0TBOAA Tensaa. He 3akpblBaiTe BEHTUNALUMOHHbIE OTBEPCTMA MOCTOPOHHMMMK NpegmeTamu. ITO MOXKeT
NPUBECTM K NeperpeBy KOMMNOHEHTOB YCTPOMCTBA W BbI3BaTb HapylLeHWs B ero paboTte. PekomeHgauum no
YCTaHOBKE YCTPOICTBA Pacno/IoxKeHbl B pasaene «YCTaHOBKa M MOAKNIOUYEHMNEY.,

1.4.4 KoHcmpykmueHoe ucnosaHeHue Kommymamopa MES3708P

B naHHOM pa3aene onuMcaHo KOHCTPYKTUBHOE ncnonHeHme Ethernet-kommytatopa MES3708P.

YCTPOCTBO COCTOUT M3 OCHOBHOW NAaThl, NAaTbl 610Ka NUTaHKMA U moaynel 3awmTbl noptos Ethernet
10/100/1000BASE-T oT nepeHanpsxeHuii. MnaTbl pacnonosKeHbl B MeTa/IMHECKOM Kopryce.

[nAa KpenneHua YyCTPOMCTBA HA Kopnyce MpeayCMOTPEH MeTa//IMYecKuin KpioK. KpenneHue
NOABECHOE, Ha LTAHry TONLWMHON He 6onee 8 mm. MoAKNOUEHME MUTAHUS U CeTEBbIX MHTepdelicos
NpPOM3BOAMTCA K pa3bemMam, Pacno/ioXKeHHbIM BHYTPU Kopnyca. BbiBo4 NpoBoAOB Hapy»Ky BbINOAHAETCA
yepes npeAHa3HAYeHHbIe 415 3TOr0 OTBEPCTUS B Kopnyce.
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B Tabnnue 18 npnBeaeHO onncaHMe OCHOBHbIX KOMMNOHEHTOB U pa3bemos MES3708P.

Ha pucyHKe 37 noKa3aHbl OCHOBHbIE KOMMNOHEHTbI U pazbembl MES3708P.
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PucyHoK 37 — OCHOBHble KOMMNOHEHTbI U pasbembl MES3708P

Tabnnuya 19 — OnucaHme OCHOBHbIX KOMMNOHEHTOB M pasbemos MES3708P

Pasbembl A1 yCTaHOBKM ONTMYecKmx TpaHcneepos 100BASE-FX/1000BASE-X (SFP).

OcHoBHan niara yCTpoucTBa.

MnaTa 6/10Ka NUTaHMA.

Pasbem 414 nogKAoYEHUA K UCTOYHUKY 31eKTPONUTAaHNA NepemMeHHOro ToKa.

Paszbembl 414 nogxaodeHUa moaynei 3awmtbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpsAsKeHui.

Mogynum 3awmTbl nopTtos Ethernet 10/100/1000BASE-T oT nepeHanpsKeHui.

Knemma ana sasemnenHua yCTpOﬁCTBa.

0 | N[ |u bW |N|FL

Pasbembl AN NOAKNOUYEHUA YCTPOWCTB IoKanbHOM ceTn Ethernet.

Ethernet-kommymamopesi cepuli MES14xx, MES24xx, MES37xx
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9 lepmoBBo4 ANA Kabena 3/1eKTPONUTaHMA.

10 | TepmoBBOA ANt MEAHBIX M ONTUYECKUX Kabenel nokanbHon cetn Ethernet.

11 | Pa3bem Ans NOAKAOYEHUA K KOHCO/IM YCTPOCTBA Yepes uHTepdeiic RS-232.

1.4.5 Ceemoeasa uHoukayusa

CocrosaHue nHTepdeincos Ethernet nuHanumpyertca Asyma cBeToaMoAHbIMU MHANKaTOpamu, LINK/ACT
3eneHoro useta n SPEED aHTapHoro ugeTta. PacnonokeHne cBeToAN040B NOKa3aHO HA pUCYHKax 38, 39.

() LNK
() sPD

PucyHok 38 — BHewHMI BUA pasbema SFP

LINK/ACT SPEED

PucyHok 39 — BHewHMiM BMA pasbema RJ-45

Tabnuua 20 — CeeToBas MHAUKaLUMA cocToAaHna Ethernet-noptos 10/100/1000BASE-T

CsBeyeHue MHANKaTopa

CsBeyeHue nHANKaTopa

CocrosiHue uHTepodeiica Ethernet

100 M6wuT/c.

SPEED LINK/ACT
BbikntoueH BblkntoveH MopT BbIKAOYEH MAN COEANHEHNE HE YCTAaHOB/EHO.
YcTaHoBeHO coeanHeHue Ha ckopoctn 10 M6ut/c unm
BbikntoueH [opuT NnOCTOAHHO

rOpVIT NOCTOAHHO

rOpVIT NOCTOAHHO

YCTaHOB/IEHO coeanHeHme Ha ckopocTty 1000 M6uT/c.

X

Mwuranune

MaeT nepegaya AaHHbIX.

CuctemHble MHguKaTopbl (Power, Alarm) cnyxaT gns onpegeneHns CocTosiHuA paboTbl y3ioB
KommyTaTtopos cepum MES14xx, MES24xx.

Tabnvua 21 — CeeToBas UHAMKALMA CUCTEMHbIX MHANKATOPOB

HasBaHue DyHKUUA -
CocTrosHue HAMKaTopa CocTofHMe YCTPOMUCTBA
UHAWKaTopa UHAWKaTopa
BbikntoyeH MuUTaHWe BbIKNOYEHO.
CocTtoaHue . MuTaHWe BKNOYEHO, HOPMasibHanA
3eneHbl, ropuT NOCTOAHHO .
Power WUCTOYHMKOB paboTa ycTpoiicTBa.
nuTaHuA . CamoTecTMpoBaHMe yCTPOICTBA NpU
3eneHbIn, mepuaet
crapte (POST).
Al CoctosAHue He roput HopmanbHasa paboTa ycTpoiicTsa.
arm < -
ycTponcTea KpacHbIi1, ropuT NOCTOAHHO MNeperpes.
. MoakntoyeH notpebutens PoE (roput
NHankaTop 3eneHbln, ropuUT NOCTOAHHO N
WMHAMKATOP, COOTBETCTBYIOLWMIA NOPTY).
PoE coctoaHua PoE- "
nopTOB KpacHbIN, ropuT NOCTOAHHO OwwnbKa PoE Ha nopTy.
BbikntoueH MNotpebutens PoE He nogKntoyeH.
MpusHak . YCTPOMCTBO ABNAETCH «KMACTEPOM»
3eneHbli, ropuUT NOCTOAHHO
BeayLero Creka.
Master ycTpolicTea YCTPOICTBO He ABNAETCA «MacTepom» B
npu paboTe B BbIK/tOYeH CTEKe UMM He 3a[aH pexum
cTeke CTEKMPOBaHMA.
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WnamkaTop 3eneHsblit, ropuUT NOCTOAHHO? AKB nogkntoyeHa.
Battery COCTOAHMA KpacHbiii, ropuT NOCTOAHHO Hu3kmit yposeHb 3apaaa AKB.
AKKYMYATOPH
oit 6atapeun BbikoueH?! AKB oTKntoueHa.
/ Ecau nngukartop Alarm n ungukatop PoE ogHOBpeMeHHO ropAaT KpacHbIM LLBETOM, — 3TO
CUrHaNU3UpPyeT 0 KpUTUYeckoi owmnbke PoE.

1.5 KomnaeKT noctaBku

B 6a308BbIi KOMMIEKT MOCTAaBKU BXOAAT:

— Ethernet-kommyTaTtop;

— KomnnekKT Kpenexa B CTOMKY;
—  LUHyp nuTaHua EBposunka-C13, 1.8m (ana mogenei c AC-nutaHmem);
—  LWHyp nuTaHua MNBC 2x1.5, 2m (gns mogeneli c DC-nutaHuem);

— [lamATKa 0 AOKYMeHTauuu;

— CepTudukaT/geKknapaumsa COOTBETCTBUSA;
— MNacnopr.

Mo 3aKa3y NoKynaTenA B KOMMJ/IEKT NMOCTaBKMN OMNUMOHANbHO MOTYT 6biTb BK/IIOYEHDI:

—  SFP/SFP+ TpaHcuBepbl.

PykoBoacTBo no akcnayatauum Ha CD-gucke;

KOoHcobHbIN Kabenb;

! Mpu nogknoueHnn AKB BO3MOXHA 3a4epKa CMeHbl MHAMKaLUUN A0 5 MUHYT

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES37xx
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2 YCTAHOBKA U NOAKNIOYEHUE

B AaHHOM pa3gene onucaHbl NpoLeaypbl YCTaHOBKM 060pyA0BaHNA B CTOMKY M NOAKNOYEHUSA K NN-
Taloulen cetu.

2.1 KpenneHue KPOHWTENHOB

B KOMNNEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLITEVHbI 418 YCTAaHOBKM B CTOMKY M BUHTbI 4N Kpen-
JIeHWA KPOHLUTEMHOB K KOpNycy yCTPOWCTBa. N5 YCTaHOBKM KPOHLUTEMHOB:

PucyHok 40 — KpenneHne KpoHLWTENHOB

1. CoBmecTuTe YeTbipe OTBEPCTUA A/A BUHTOB Ha KPOHLUTEMHE C TAKMMU Ke OTBEPCTUAMM HA
6OKOBOIM NaHenun ycTpoMcTBa.

2. CnomolLLbto OTBEPTKU NPUKPENUTE KPOHLITEH BUHTAMM K KOPMYCY.

3. TlosTopuTe AeincTeua 1, 2 ANA BTOPOro KPOHLITEMHa.

2.2 YcTaHOBKa YCTPOICTBA B CTOMKY

[nA yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKnTe YCTPOMCTBO K BEPTUKA/IbHBIM HaNpPaBAAOLWMM CTONKMN.

2. CoBMecTUTe OTBEPCTUA KPOHLITEMHOB C OTBEPCTUAMM Ha HamnpaBAAOWMX CTOMKKU. Ucnosb-
3yilTe OTBEpPCTMSA B HAMPaBAAIOWMX Ha OLHOM YPOBHE C 06EUX CTOPOH CTOMKW, ANA TOro
4TOObI YCTPOWCTBO pacnonaraaocb ropM3oHTasbHO.

3. C nomoLLbio OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMMU.
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Ha pucyHKke 42 npuBeaeH Npumep pasmelleHns kommytatopoB MES14xx u MES24xx B cTOMKe.

[ OO000000000060886000000000/

MES14xx/MES24xx N1

(o]

KabenbHblin opraHainsep

MES14xx/MES24xx N2

o

KabenbHblin opraHansep

MES14xx/MES24xx N3

(o]

KabenbHbIA opraHainaep

MES14xx/MES24xx N4

(o}

KabenbHbIA opraHainaep

MES14xx/MES24xx N5

KabenbHbIn opraHainaep

e

PucyHoK 41 — YcTaHOBKa YCTPOICTBA B CTOMKY

PucyHok 42 — PaameleHne kommyTtatopoB MES14xx n MES24xx B cTolKe

’I He 3aKpbiBaiiTe BEHTUNALUOHHDbIE OTBEPCTUA, a TaK}Ke BEHTUNATOPbI, PACNo/IO}KEeHHbIe Ha
3aAHel naHeau, NOCTOPOHHUMU NpeameTamu Bo M3berkaHMe neperpeBa KOMMNOHEHTOB
KOMMYyTaTOpa M HapyLeHuA ero paboTbl.
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2.3 YcraHoBKa yctpoiicte MES3710P, MES3708P Ha DIN-peiiky

KommyTatop MES3710P, MES3708P ycTraHaBAMBaeTcA BEPTUKA/IbHO, TaK KaK 60KoBble na-
e Henmn obecneunBaloT TENJ0OTBOA,

Ons yctaHoBKM ycTpoiicTBa Ha DIN-peliky:

1. Mpunoxntb KpenneHue Ha 3agHel cTeHKe KommyTaTopa nosepx DIN-peiku.
2. [loTAHYTb KOMMYTaTOpP BHM3 A0 ynopa.
3. HapaBuTb Ha HUXKHIOK YacTb KOMMYTaTOpa A0 3alLeKMBAHUA.

2.4 TopKnouyeHne NUTaloLLein cetTu

1. Mpexae, Yyem K ycTpoictey Byaer noakntoudeHa nNUTaloWwan ceTb, HEOBX0AMMO 3a3eMINUTb
KOpMyC yCTpoWncTBa. 3asemneHne HeobxoanMMO BbINOAHATE M30JMPOBAHHbIM MHOTOXUb-
HbIM NPOBOAOM. YCTPOMCTBO 3a3eM/IEHMA U CEYEHME 3a3eMAIOLLENO NPOBOAA AO/KHbI CO-
OTBETCTBOBATbL TpeboBaHMaMM TY3.

' MoakntouyeHne J0MKHO OCYLLLeCTBAATbCA KBalWId)MLI,VIPOBaHHbIM cneyunanncrtom.

2. Ecnu npepnonaraetca NoAKAOYEHME KOMMbIOTEPA MW MHOTO 06OpPYA0BaHUA K KOHCO/b-
HOMY NOPTY KOMMYTaTOPa, 3TO 060PYA0BAHME TAKXKE AOKHO BbITb HAAEKHO 3a3EMIEHO.

3. TlogkniounTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBUCMMOCTM OT KOMMIEKTALLMKN YCTPOMCTBA,
NUTaHWE MOMKET OCYLLECTBAATLCA OT CETU MEePEMEHHOro ToKa, IM60 OT CeTM MOCTOAHHOrO
ToKa. Mpn NoAKNOYEeHNN CeTU NepeMeHHOro TOKa CaeayeT UCNob30BaTh Kabesb, BXoAALWMiA
B KOMMAEKT YCTPOICTBA. 1A NOAKAIOUYEHUA K CETM NOCTOAHHOIO TOKA MCMNONb3yNTe NPOBOA,
ceyeHnem He meHee 1 mm>.

Bo wu3be)kaHue BO3HUKHOBEHUA KOPOTKOrO 3aMbiKaHWA NpPU NOAKAIOYEHUN K CeTn
NOCTOAHHOrO TOKa PEKOMEHAYETCA NPOU3BECTU 3aUUCTKY NPOBOAA HA AJ/IMHY 9 MM.

.‘

Llenb nuTaHUA NOCTOAHHbIM TOKOM A0J/13KHA coaepKaTb ycrpoﬁcmo OTK/IIO4YEeHUA NUTaHNA C
¢M3M‘-IECKVIM pasbegnHeHnem coeguHeHuA (BbIKI'IIO‘-IaTEHb, pa3beém, KOHTAaKTOp, aBTOMATU-
YyecKuii BbiK/lOYaTe b U T.1.).

.‘

4. BKAOYMTE NMUTaHWeE YCTPOMCTBA 1 ybeanTecb B OTCYTCTBUM aBapuid MO COCTOSIHUIO MHAMKATO-
POB Ha NepeaHei naHeu.

/‘ Ona nogknoueHua K MES3708P nutalowieit ceT He06X0AMMO CHATb KPbILLKY YCTPOMCTBA,
OTKPYTMB OTBEPTKOI 18 BUHTOB, PACNO/IOXKEHHbIX N0 Kpasm.
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2.5 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

ﬂ YcTaHOBKa ONTUYECKUX MOAY/1eii MOXeT NPOU3BOAUTLCA KaK NPU BbIKAIOYEHHOM, TaK M Npu
- BK/IIOYEHHOM YCTPOIiCTBE.

ﬁ PekomeHpyeTca pasgenbHoe nogkntoueHne SFP-TpaHcMBepa M ONTUUYECKOro NaTy-Kkopaa B
b cnor.

1. BcraBbTe BepxHWMiM SFP-MoAy b B C/IOT OTKPbITOM YacTbio pa3bema BHU3, a HUKHWUI SFP-mo-

AY/1b OTKPbLITOM YacTblo pa3bema BBEpX.

PucyHok 43 — YcTtaHoBKa SFP-TpaHcmBepoB

2. Hapasute Ha mMmoaynb. Korpa oH BCTaHeT Ha MecTo, Bbl ycabiwunTe xapaKTepru‘/'l LLLETYOK.

PucyHok 44 —YcTtaHoBneHHble SFP-TpaHcuBepbl

Ona ypaneHua TpaHcueepa:

1. OTKpoiiTe 3aLeNKky mMoayns.

PucyHok 45 — OTKpbITHe 3awenku SFP-TpaHcmeepos

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES37xx 49



DELTEX

2. W3Bnekute moaynb 13 caoTa.

PucyHok 46 — N3BneveHune SFP-TpaHcuBepoB
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3 HAYAJNIbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CoueTaHue KnasuLl OnucaHue
Ctrl+A BepHyTbcA K HaYany CTPOKM.
Ctrl+E BepHyTbCA K KOHLLY CTPOKM.
Ctrl+F MpoaBMHYTLCA BNepea Ha O4MH CUMBOA.
Ctrl+B MpoaBuHYTLCA Ha3a4 Ha OAMH CUMBOI.
Ctrl+D YaanuTb AaHHbIN CUMBOJI.
Ctrl+U,X Yaanntb Ha4yano CTPOKM 40 CMMBOAA.
Ctrl+K Ypanutb KOHew, CTPOKKM NOc/ie CMMBOAA.
Ctrl+w Ypanutb npegblayliee cnoso.
Ctrl+T MepemecTuTb NpeablAyLNin CUMBO.
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UCTOPUM KOMaHA,
Ctrl+N MepenTn K ceayloLLei CTPOKE B UCTOPUMN KOMAHA.
Ctrl+Z BosspaT K KopHeBomy pexummy CLI.

3.2 HacrtpoWKka TepmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynauum tepmuHana (HyperTerminal, TeraTerm, Minicom)

M nponssectn cnegyrwouwme HaCTpOVIKMI

Bbl6paTb COOTBETCTBVIOLLI,MVI I'IOCI'Ieﬂ,OBaTe}'IbeIﬁ nopT;

—  YCTaHOBWUTb CKOPOCTb Nepeaaun aaHHbIX — 115200 604;

— 3apaTtb GpopMaT AaHHbIX: 8 BUT AaHHbIX, 1 cTONOBbIN BUT, 6e3 KOHTPOIA YETHOCTY;

—  OTK/JIKOYUTb annapaTHOe U NporpaMmmHoe ynpasaeHme NoTOKOM AaHHbIX;

— 334aTb pPeXxum smynauum TepmuHana VT100 (MHOrve TepmMHaAbHble MNPOrpPamMmbl
NCNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMUHAA B KAYECTBE PEKMMA MO YMONYAHUIO).

3.3 BKAlueHMe ycTpoiicTBa

YCTaHOBUTb COegUHEHNE KOHCONN KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenoBatesibHoOro
MHTepd>el7|ca KOMNbKOTEPQA, HA KOTOPOM YCTaHOB/ZIEHO NPOrpammHoe obecneyeHue IMYNAUNN TEPMUHANA.

BKAtOUNTb  yCTpOMCTBO. TpM  KakAOM  BKAHOYEHWMM KOMMyTaTopa

3anyCckaeTca npouecc

WHWUMANM3ALMM YCTPOWCTBA, NOC/NE KOTOpPOM HeobxoAMMO MNpoWTH npouesypy aBTopu3auuu gas

AanbHenwen paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: ***** (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Onsa Bxoda B 3arpy3o4yHoe MeHlo cneayeT NoAKAUUTLCS K YCTPOUCTBY Yepes uHTepdenc RS-232,
nepesarpysutb YCTPOMCTBO M BBECTM Maposib 4/1A 3arPy304YHOrO0 MEHK B TeyeHMe 3-Xx CeKyHa nocse
NoABJEHNA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

CPU:500MHz LXB:200MHz MEM:300MHz

DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)

hhkrAhkhkhk kA hkk A hhkhkhkhkrhkhkhkhhkhhkrhkhkhkhhkrhkhkhkhkrhkkhkrhkkhkhkhkhkxkkx

Now External 8218B

hhkrkhkhkhk kA hkk A hhkhkhkhkrhkhkhkhhkhhkrhkhkhhkrhkhkhkhkrhkkhkrhkkhkhhkhkxkk*x

Now Internal PHY

hhkrkhkhkhk kA hkk A hhkhkhhkrhkhkhkhhkhhkrhkhkhkhhkrhkhkhkhkrhkkhkrhkkhkhkkhkxkkx

Now External 8218B

Ak hkhkhkhkkhhhkhrkhkhhkhkhhhkhrkhkhkhkhkhkdhhkhhkrhkhkhrkhkhkhhkrhkhkhkhkhkdhkrkrkkhx
Now External 8214FC

Net: Net Initialization Skipped

Autobootin 3 seconds..

l I'Iaponb OT 3arpy3o4yHoOro MmeH nNo ymona4aHuio gna scex YCTpOﬁCTB «eltex».
tadRCl

Bua 3arpy3o4HOro meHio:

Startup Menu

[1] Restore Factory Defaults

[2] Boot password

[3] Password Recovery Procedure

[4] Image menu

[5] Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabnvua 22 — OyHKLMM UHTepdelica 3arpy304HOro MeHo

PyHKYuA OnucaHue
Restore Factory Defaults BocCTaHOBUTL 3aBOACKME HACTPOMKM.
Boot password MN3meHeHWe naponsa Ha 3arpy304HOE MEHIO.

Password Pecovery Procedure BocctaHoBNeHMe yTpayeHHoro napons. Mpu cnepyrowein 3a-
rpyske ocHosHoro MO nosb3oBaTesnb cpa3y NONALET B PEXUM
Privileged EXEC 6e3 BBOAa napons.

Image menu BblbpaTb aKTUBHbIN 06pa3 cuctemHoro MO. Ecav HOBbLIN 3arpy-
KeHHbI ¢ann cuctemHoro MO He BblIbpaH aKTUBHbLIM, TO
YCTPOWCTBO BbIMOJIHUT 3arpy3Ky C UCMO/b30BaHUEM TEKYLLEro
aKTMBHOro obpasa.

Image menu
[1] Show current image —npocmoTp aKTUBHOTO C0Ta C 06pasom
no;
[2] Set current image —BbI6Op aKTMBHOTO c/1I0Ta cucTemHoro Mo;
[3] Back.

Serial bandwidth Bbibop ckopocTu nocnenoBaTeNlbHOTO MHTepdeiica.

[ns BbIXxoAa M3 3arpy304HOro MeHI0 U NPOOJIKEHMA 3arpy3Kn ocHOBHOro obpasa MO Heobxoanmo
HaxkaTb <Esc>.

’ \ Ecnu B TedueHne 1 MUHYTbI He BbiIBpaH HM 0AWH U3 NYHKTOB MEHI0, 3arpy3Ka yCcTpoiicTBa npo-
i BONXNTCA.
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3.5 HacTpoiika ¢pyHKUMII KoOmMMmyTaTopa

PYHKUMM NO HaYaNbHOMY KOHPUIYPUPOBAHMIO YCTPOMCTBA MOXKHO Pa3gennTb Ha ABa TMNaA:

— basoBas HacTpoMKa — BK/OYaeT B ceba onpeaeneHne 6a3oBbix GYHKUUI KOHPUIypauum u
HACTPOMKY ANHAMMYeCKNX IP-agpecos.

— HacTtpoitka napameTpoB cuctembl 6€30MacCHOCTM — BKJ/IOYAET YNpaB/JeHWEe CUCTEMOW
6e30MacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/7 Mpu nepesarpyske yCcTPOMUCTBAa BCe HECOXPaAHEHHbIe AaHHble byayT yTepaHbl. s coxpaHe-
HUA N106bIX BHECEHHbIX U3MEHEHUI B HAaCTPOMKY KOMMYTaTopa UCMO/b3yeTca caeaytoLas
KomaHpa:

console# write startup-config

3.5.1 AsmomamuuecKkaa Hacmpolika napamempoe Kommymamopa
(Zero Touch Provisioning)
B uenax aBTOMAaTM3auUMKM yNpaBaeHUs KOMMYTaTOPOM Ha ycTpolcTBe nogaepaHa ¢yHKumsa ZTP
(Zero Touch Provisioning). JaHHaa GyHKUMA NO3BOASET NOAYYUTb HACTPOMKY HEKOTOPbIX onuuii ot DHCP-

cepBepa Ha 3Tane nogKk/al4YeHns ycTpoiictea. Mo ymonyaHuio ZTP BKAOYEH aBTOMATUYECKN.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHOUrypaumm:

console (config) #

Tabnnuya 23 — KomaHAabl pexkmma rnobanbHoM KoHpUrypaumm
Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
ztp enable BkntounTb paboty PyHKuMm ZTP.
V Mo ymonyaHuio ZTP noaaepuBaer nepeaayy on-
uumii 43, 66, 67. Nogonuuu ans 43 onuum:
-/BKAOYEHO, 3anycKaeTcs -1-image
BHayasie CTapTa NPOLUMBKM -2 —bootfile
- 3 — config-file
- 4 — tftpserver
ztp disable OTKNOUNTb paboTy dyHKumm ZTP.

3.5.2 bas3osasa Hacmpolika Kommymamopd

[na Hayana KOHPUrypaumm ycTpoicTea HeobXo4MMO NOAKAUMTL YCTPOMCTBO K KOMNbIOTEPY Yepes
nocaeaoBaTebHbIA NOPT. 3aNyCcTUTb HAa KOMMNbIOTEPE NPOrPaMmy SMyAALUN TEPMUHANA COTNIACHO MYHKTY
3.2 «HacTpoiika TepMUHaNa».

Bo BpemaA Haya/IbHOM HACTPOMKM MOXKHO onpenenntb MHTepdelic, KoTopbln byaeT MCNONb30BaTLCS
ANA NOAKAOYEHUA K YCTPOWUCTBY YAaeHHO.

basosan HaCTpOﬁKa BK/IlOYaeT cheaytoulee:

1. 3apaHue naposa ans nonbsosatens «adminy» (c yposHem npusunernii — 15).
2. Co3paHue HOBbIX NONb30BATENEN.

3. Hactpoiika ctaTuueckoro IP-agpeca, Macku NnogceTv U Wk03a No yMoa4aHuto.
4. HacTtpolika napameTpoB npoTtokosia SNMP.
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3.5.2.1 3adaHue naponsa 011 nonv3oeamensa «admin» u co30aHue HoabIxX Nnosb3zosamesneii

DOna obecneueHns 3alMLLEHHOrO BXO4a B cCUCTEMY HEOBX0AMMO Ha3HAUYMTb Napoab NPUBHU-
e nermposaHHOMY nonb3osartesnto «admin»,

Mmsa nonb3oBatens W Naposib BBOAUTCA MpPU  BXOAE B CUCTEMY BO BpPeMs CeaHCOB
aAMUHUCTPUPOBAHMA yCTponcTBa. [aa co34aHMsA HOBOMO MoJib30BaTesIn CUCTEMbI MW HACTPOMKK Ntoboro
M3 NapaMeTpPoB — UMEHW NO/Ib30BaTENS, MAP0A, YPOBHA NMPUBUIETUIN, UCNOb3YIOTCA KOMaHAbI:

console# configure terminal
console (config) # username name password password privilege {I1-15}

V YpoBeHb npuBuaeruii ¢ 1 no 14 paspeluaer goCTyn K YCTPOUCTBY, HO 3anpeLuaeT HaCTPOMKY.
YpoBeHb npuBuaeruii 15 paspeluaer Kak 40CTyn, TaK M HAaCTPOIKY yCTpoiicTBa.

Mpumep KoMaHA ANA 3a4aHKA Noab3osaTento «admin» napona «Eltex_1» 1 co3gaHma nonb3osatens
«operator» c naponem «Pass_2» u ypoBHem npusunernii 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config)# exit

console#
/‘ UHbopmMauma 0 NOKANbHBIX YYETHbIX 3anUcAX XPaHUTCA B JHEProHe3aBMCMMOM NamATU U
MOXeT bbITb ounLeHa KomaHaou 'delete startup-config'.
' ' Heobxogumo 6paTb B KaBblUKM MMEHA YUETHbIX 3anuceil U Napoan, cogeprKaline cnewcum-
N BOJIbI.

3.5.2.2 Hacmpoiika cmamuyeckozo IP-adpeca, macku nodcemu u Wwt03d 1o yMoa4YaHuro

Ona BO3MOMKHOCTU yNpaBAeHUs KOMMYTaTOPOM M3 CeTM HeobXxoaumo HasHauuTb ycTponctey |P-
afpec, MacKy noaceTu 1, B Cyvae ynpaBaeHWUA U3 APYron CeTu, W3 N0 yMonvaHuio. IP-agpec MoXKHO
Ha3HauuTb Atobomy uHtepdeicy — VLAN, dusmuyeckomy nopTy, rpynne noptoB (MO YMOAYaHUIO Ha
uHTepdelice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnio3a A0/KeH
nNpUHagAexKaTb K TON e NoaceTu, YTo U oAnH u3 IP-uHTepdeincos ycTponcTaa.

V IP-agpec 192.168.1.239 cywecTByeT A0 Tex Nop, NOKa Ha nobom MHTepdelice cTaTUUECKU
mnn no DHCP He co3paH apyroii IP-agpec. Mpu atom Ha interface vlan 1 agonxKeH 6bITb BKALO-
yeH dhcp-KnueHr.

V‘ Mpu ypaneHnm Bcex IP-agpecoB KommyTaTopa AOCTYN K Hemy 6yaeTt ocywectBnaTbea no IP-

agpecy 192.168.1.239/24. Mpu atom Ha interface vlan 1 gonxeH 6biTb BKAtoueH dhcp-knu-
€HT.

[Mpumep KomaHO HacmpolKu IP-adpeca 08 uHmepgpetica VLAN 1

MapameTpbl MHTEpdeEiica:

IP-adpec, HazHauyaemblil 019 uHmepgpetica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winto3a no-ymonyaHuro —192.168.1.1

console# configure terminal
console (config)# interface vlan I
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console (config-if)# ip address 192.168.16.144 255.255.255.0
console (config-if) # exit
console (config) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

[nsa Toro utobbl yoeanTsea, UTo agpec bbin HasHayeH UHTepdelicy, BBeAUTE KOMaHAY:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.5.2.3 Hacmpolika napamempos npomokosaa SNMP 0aa docmyna K ycmpolicmey

KommyTaTopbl NO3BONSAIOT HAaCTPOUTbL paboTy npotokona SNMP ana yaaneHHOro MOHUTOPUHIA U
yNpaB/iIEHNs YCTPOMCTBOM. YCTPOCTBO NOoAAEePKMBAET NPOTOKOobl Bepcuii SNMPv1, SNMPv2, SNMPv3.

Ona BO3MOXKHOCTU aAMUHUCTPUPOBAHKUA YCTPOMCTBa nocpeacTsom npotokona SNMP, Heobxogmmo
€034aTb X0TA 6bl 04HY CTPOKY coobLLecTBa.

B KayectBe npumepa byaem wmcnonb3osatb Bepcuto snmpv2c. Cosgaamm nosb3osaTens USER,
npuHagnexauwero rpynne GROUP. [aHHbIi nonb3oBaTesib JOMKEH MMETb BO3MOMKHOCTb MCMNOJ/b30BaTh
community NETMAN, Kotopol npucBoum uHaekc 1. Fpynne GROUP 6yaer paspeweH [ocTyn Ha
yTeHue/3anucb/nonyyeHne snmp-trap No obbeKTam, NpUHagNERaLLMM Viewiso. O6beKTbI, 41A KOTOPbIX
pa3pelleHa OTNpaBKa TPanoBs, AO/IKHbI MpUHaAiexaTb Ter-nucty TAG, oTnpaBAATbCA Ha TPynny aapecos
ADDR, B KoTOpYtO BXOAMUT IP-agpec 192.168.1.1. [NapameTpbl OTNPaBKM yKa3biBatoTcA B targetparam TRAPS,
onpegensaemom gna nonb3osatena USER.

console
console
console
console

config
config
config
config

#snmp user USER

#snmp community index I name NETMAN security USER

#snmp group GROUP user USER security-model vZ2c

#snmp access GROUP vZ2c read iso write iso notify iso
console (config) #snmp view iso 1 included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model vZc
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap

—~ o~ o~~~ o~
— — —— ~— ~— ~—

3.5.3 Hacmpolika napamempoe cucmemsl bezonacHocmu

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAb3yeTcs MexaHusm AAA  (ayTeHTUdUKaLms,
asTopu3aums, ydeT). Ana wmudpoBaHMA AaHHbIX UCNOb3YyeTca mexaHu3m SSH.

— Authentication (ayTeHTUdMKauusa) — conocTaBAeHME 3anpoca CyLecTByowen y4eTHOMU
3anucu B cucteme 6e30nacHOCTM.

— Authorization (aBTopu3aLMs, NPOBEPKa YPOBHA AOCTyNa) — COMNOCTaB/eHNE YYETHOM 3anucu
B cucTeme (npowealiein ayTeHTMOUKALMIO) U onpeaeéHHbIX NOJHOMOYUIA.

— Accounting (y4€T) — cnexeHue 3a noTpebaeHMemM pecypcos No/b30BaTeIeM.

HpI/I VMCIIOJIb3OBaAHMNM HACTPOEK yCTpOﬁICTBa II0 YMOJIWAHMK VMA II0JIB30BATEJIA — admin,

napoJyis — admin.
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/' Monb3osaTtenb no ymonuyaHuio (admin/admin) cywecteyeT A0 Tex nop, NOKa He CO34aH /io-
60i ppyroii nonb3oBateb C ypoBHeM Npusuneruin 15.

V Bceraa fo1KeH cyw,ecTBOBaTb N0/1b30BaTe b C YypOBHEM Npusuaeruin 15.

3.5.3.1 Hacmpoliika docmyna do cepeepoe RADIUS u TACACS+

Ons ncnonbsosaHus Radius u TACACS+ cepBepoB HEOHXOAMMO BbIMOIHUTL CleaytoLyne HacTpoM-
KM Ha KOMMmyTaTope:

— Hactpoutb IP-agpec cepsepa;

— HacTtpouTb Kto4 [0CTyna, 3aaHHbI 18 HacTpaeBaeMoro cepsepa (npu Haanumm).

[Mpumep KomaHO 018 Hacmpoliku RADIUS u TACACS+ cepsepos:

console# configure terminal
console (config)# radius-server host 192.168.16.3 key KEY
console (config) # tacacs-server host 192.168.16.3 key KEY

3.5.3.2 Hacmpoliika AAA 05 pa3HbIX MPOMOKO08 ynpaesneHus
HactpouTtb cnucok AAA no ymonyaHuto. Cnncok AAA No yMONYaHUIO NPUMEHAETCA KO BCEM IMHNAM

(console, telnet, SSH), ecan gna yKasaHHON AMHMM He yKa3aHO MHOrO. B npuBeaeHHOM Npumepe 4aa IUHUM
console goctyn 6ygeT ocywecTBAATLCA TONbKO Yepes NoKaAbHYH 6a3y AaHHbIX.

Mpumep KomaHO 0718 Hacmpoliku AAA:

console (config)# aaa authentication default radius tacacs local
console (config)# aaa authentication user-defined cons local
console (config)# line console

console (config-line)# aaa authentication login cons

console (config-line)# aaa authentication enable cons
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4 YNPABJIEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHAHOW CTPOKMU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJb3YETC HECKOIbKO PEXKUMOB. B KaXKa0oM pexxnme
OOCTyrneH onpeaeneHHbli CNMCOK KOMaHA. BBoa cMMBONA «?» CAYXKUT gns nNpocmoTpa Habopa KomaHg,
OOCTYMHbIX B KaXKA0M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoAb3ykTCA cneumanbHble KoMaHgbl. MepeyeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKUM:

KomaHOAHbili pexcum (EXEC), naHHbIV peXumM AOCTyrNeH cpasy Nnocse ycnewHom 3arpy3kn KommyTa-
TOpa 1 BBOAA MMEHM No/ib30BaTeNs 1 Napons (a8 HeNpPUBMUAErMPOBaHHOIO Nosib3osaTens). NpurnaweHune
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHM ycTpolicTBa (host name) u cumsona “>”.

console>

MpusuneaupoeaHHbIli KOMAHOHBIL pexcum (privileged EXEC), naHHbI pexKMM AOCTyNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHM MoJib30BaTenNn U napons. MpurnaleHne cuctemol B
3TOM peXkume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxnum npegHasHayYeH Anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexnma rnobanbHOM KOHGUTypaumm AOCTYNHbI U3 io-
60ro nogpexunuma KoHPUrypaumun. Bxog B perknm ocyLLecTBAfeTCcA KOMaHAON configure terminal.

console# configure terminal
console (config) #

Pexcum KoHgpuzypayuu mepmunHana (line configuration), paHHbIN pexxMm npeaHas3HaYeH A/1a KOH-
durypaumm, ceasaHHoOM ¢ paboTon TepmMUHaANa. Bxoa B perrMm OCYLLECTBAAETCA U3 PeXMMa r1obanbHoM
KOHUrypaumm KomaHaon line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnua 24 — ba3oBble KOMaHAbI, AOCTYMHble B pexume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
Mo ymon4aHuio
enable [priv] priv: (1..15)/15 MepekNoUnTLCS B NPUBUAETMPOBAHHDBIN PEXUM (€CN 3HaYEeHne
He yKa3aHo — TO YpoBeHb npusuneruit 15).
logout - 3aBeplueHuWe TeKyLLel CeCCMU U CMeHa NoNb30BaTeNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.
help 3anpoc cnpaBo4YHoOW MHPopmauum o paboTe mHTepdelica Ko-
i MaHAHOW CTPOKM
show privilege - Moka3aTb ypoBeHb NPUBUAETUIA TEKYLLETO NO/b30BaTENS.
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KomaHObi pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMeEET cneayoLmnii Bua,:

console#

Tabaunuya 25 — basoBble KOMaHAbI, A4OCTYNHbIe B perkmume Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHYTbCA B HOPMabHbIN PEXUM U3 MPUBUNETMPOBAHHOTO.

configure terminal

MNepeiTn B perKUm KOHOUTypaLmm.

KomaHObI, docmynHbie 80 8CexX PeXUMax KoOHgu2ypayuu

3anpoc KOMaHAHOM CTPOKM MMEET OAWH U3 CeAYIOLWNX BUAOB:

console#

console (config) #
console (config-line) #

Tabnunua 26 — basoBble KOMaHAbI, OCTYMHbIE BO BCEX PEXKMMAX KOHOUTYpauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymMoaA4YaHuto

exit i BbIliTM 13 ntoboro pexkmma KoHdUrypaLum Ha ypoBeHb Bbllle B
nepapxum komang, CLI.

end i BbIiTK 13 Nt06OTO peknma KoOHPUrypaumm B KOMaHAHbIN pexum
(Privileged EXEC).

do ) BbINO/MIHUTL KOMaHAY KoMmaHaHoro ypoBHA (EXEC) us noboro pe-
KUMa KOHPUrypaLumm.

help - BbiBecTv cnpaBKy MO UCMONb3yeMbIM KOMaHAaAM.

4.2 dunbTpauma coobweHM KOMaHAHOM CTPOKMU

dunbTpauma cooblLeHnit No3BoNseT yMmeHbWNUTb 06bem 0Tobparkaembix 4aHHbIX B OTBET Ha 3anpochl
no/sib3oBaTena U obaerymTb NOUCK HeobxoamMmol nHpopmauun. aa dunbTpauumn Tpebyerca Aob6aBuTb B
KOHeLl, KOMaHZHOIN CTPOKM CMMBOJ « |» M MCMONb30BaTb OAHY M3 ONUMIA GUABLTPALMK, NEPEUNCNEHHDBIX B
Tabanue 26. dunbtpauma paboTaeT ToNbKO ANs show-KomaHa.

KomaHObI pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKN UMeET CeayowWwnii BUA:

console#

Tabnunua 27 — basoBble KOMaHAbI, A4OCTYNHble B perkume Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

grep

BbiBecTn Bce CTPOKMU, coaepxauime WwabnoH.

grep-v

BbiBecTn Bce CTPOKU, He coaepXKalime WwabnoH.

grep -c "regexp"

BblBECTM BCe CTPOKM, COAEpPHKaLLMe PeryaspHble BblpaXKeHus:

. — COOTBETCTBYET JI06OMY OTAE/NbHOMY CUMBOJY;

* — npeaplayLmnin cumeon cootserctayet O uau 6onee pas;

A — cooTBeTcByeT Npobeny B Hauyane CTPoKM;

\b — cooTBeTtcTByeT Npobeny B KOHUE Cl0Ba;

[] — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPHKATCA CMMBOJIbI U3
KBaApaTHbIX CKOBOK;

\ — UrHOPUTYEeT CMMBOJ, CEAYIOLMIA 3a PerynspHbIM BbipaxKe-
Huem.
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4.3 HacTpoiika MaKpoOKOMaHA,

[aHHan GyHKLMA NO3BOIAET CO34aBaTb YHUDMLMPOBaAHHbIE HABOPbI KOMaHL — MaKpPOCbl, KOTOpble
MOKHO BMNOC/NeACTBUN MPUMEHATb B NpoLecce KOHPUrypaumm. MakcrumasnbHOe KOIMYecTBO MaKpoCoB —
15.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnuya 28 — KomaHabl pexkmma rnobanbHol KoHpUrypaumm

3Ha4yeHue/3HayeH
KomaHoa ue no Aelicmeue
YMOAYAHUIO
macro name word Co34aTb HOBbIN HAbop KOMaHA, eCN HABOP C TAKUM UMEHEM
cyliecTByeT — nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOXKHO C MOMOLLbI CMMBOAA
word: (1..32) “»
@”. MakcumanbHaa aaMHa makpoca — 510 cumBonos. B tene
cMmeonos MaKpOoCa MOXKHO WMCMO/b30BaTb 0 TPEX NEPEMEHHbIX B KOH-
burypauum.
no macro name word Y8anuTb yKasaHHbIA Makpoc.
macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, cocToAWMIN U3 06BABNEHUA, HAaNpUMep
value?] [pattern3 value3] CMMBOOB cumsona "%", n nepemeHHoM, HanmcaHHbIX CIMTHO;
- value — nepemeHHas KoHbUrypauuu.
macro trace word 0OTO06pa3sunTb NpoLLecc BbINOJHEHNA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — WwabnoH, cocToAWMIA U3 0OBABNEHUA, HAaNpUMep
value?] [pattern3 value3] CMMBO/10B cumsona "%", n nepemeHHOM, HanmcaHHbIX CIMTHO;
- value — nepemeHHas KoHbUrypauuu.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnunua 29 — KomaHabl pexkmuma EXEC

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
no ymMmoa4YaHuro

macro apply word MpUMEHUTb YKa3aHHbIM MaKpoC.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, cocToAMIA U3 06 BABNEHUA, HANPUMEP
value2] [pattern3 value3] CMMBO/1I0B cumsona "%", n nepemeHHOM, HanMcaHHbIX CIMTHO;

- value — nepemeHHas KOHGUrypauum.
macro trace word 0OT06pa3sunTbL NpoLecc BbINOJHEHNA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, cocToAWMI N3 06BABNEHUS, HANPUMEP
value2] [pattern3 value3] CMMBOOB cumsona "%", n nepemeHHOM, HanMcaHHbIX CIMTHO;

- value — nepemeHHas KOHGUrypauum.
show macro OTo6pasnTb nNapameTpbl HACTPOEHHbIX MaKpPOCOB Ha

) yCTpoWcTae.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKU perknuma KoHUrypaumnm nHtepoeiica:

console (config-if) #
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Tabnnua 30 — KomaHAabl perknuma KoHourypaumm nHtepdeiica

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro

macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALMMN U3 0OBABNEHUSA, HANPUMEP
value2] [pattern3 value3] CMMBO/IOB cumeona "%", U nepemeHHO, HanMUCcaHHbIX CIMTHO;

- value — nepemeHHas KoHbUrypauuu.
macro trace word OT06pasnTb NpoLLece BbINOJHEHUA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — WwabnoH, cocToAWMI U3 06BABNAEHMA, HANPUMEP
value2] [pattern3 value3] CMMBONIOB cumBona "%", M NepemeHHoI, HanMCcaHHbIX CNTHO;

- value — nepemeHHas KoHbUrypauuu.

lpumep UCNoaAb308AHUS MAKPOKOMAHO:

console (config) #fmacro name 1234

Enter macro commands, one per line. End with symbol '@'.
conf t

interface gi0/%1

switchport mode access

switchport access vlan %2

description %3

@

console#macro apply 1234 %1 6 %2 10 %3 "giO0/6"

4.4 KomaHpabl ynpaB/ieHUA CUCTEMOMN

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console>

Tabnunua 31 — KomaHAabl ynpaBneHus cuctemomn B pexkmme EXEC

Komanda 3Ha4yeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
ping [ip] {A.B.C.D | host} [size KomaHaa cnyxut ans nepegaum 3anpocos (ICMP Echo-Request)
size] [count count] [timeout npoTokona ICMP yKazaHHOMY y3/y CEeTH, a TaKXkKe A1 KOHTPoAs
timeout] host: (1..158) cumBonos; | noctynatowmx oteetos (ICMP Echo-Reply).
size: (36..2080)/64 6aiit; | - A.B.C.D — IPv4-agpec y3na cetu;

count: (0..10)/3; - host — pOMeHHOe MMA y3na ceTu;

timeout: (1..100) - Size — pa3mep NakeTa Ans OTNPAaBKKU, KOJIMYECTBO BanlT B NakeTe;

- count — KONMYECTBO MAKeTOB A/1a Nepeaayn;

- timeout — Bpema 0XnaaHusa oTBeTa Ha 3anpoc.
traceroute{A.B.C.D | ipv6 OnpepeneHve MmaplipyTa TpaduKa [0 y3na HasHayeHus.
AAAA::BBBB} [size size] [ttl - A.B.C.D — IPv4-agpec y3na cetu;
ttl] [count count] [timeout - AAAA::BBBB — IPv6-aapec y3na cetu
timeout] i . - host — poMeHHOe UMS y31a ceTu;

size: (64..1518)/64 6aiiT; . o .
- Size — pa3amep NakeTa AN OTNPABKKU, KOANYecTBO HaNT B nakeTe;
ttl: (1..255)/30; - tt/ — MaKcMManbHOE KOMYECTBO Y4acTKOB B MapLUpyTe;
.count: (1..10)/3; - count — KO/IMYECTBO MOMbLITOK Mepesayn MakeTa Ha Kaxkaom
timeout: (1..60)/3 c .
yyacTke;
- timeout — Bpema 0XXnaaHus oTBeTa Ha 3anpoc;
1 OnucaHue owM60K NpU BbINOIHEHUU KOMAHA, U pe3y/ib-
V TaToB NpMBeAeHO B Tabaunue 32.
show users OT06pasnTb MHGOPMaLMIO O NONb30BaATENAX, UCNONb3YIOWMX pe-
i CypcCbl yCTpoWicTBa.
show system information - BbiBOA crcTeMHOMN MHbOPMALMK.
show nvram OT06pasunTb nHdopmaumio 0b ycTponcTee B SHEProHe3aBUCUMOW
namaTw.
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show tech-support

BblBOZ KOMAHZAbI NpeacTaBaaeT coboi KombMHaLMIO BbIBOAOB
nepeYncaeHHbIX HUXKE KOMaHA:

- show clock

- show system information

- show bootvar

- show running-config

- show ip interface

- show ip route

- show ipv6 interface

- show spanning-tree

- show etherchannel summary

- show etherchannel load-balance
- show interfaces status

- show interfaces counters

- show interfaces utilization

- show interfaces

- show ip arp

- show env all

- show mac-address-table count summary
- show fiber-ports optical-transceiver
- show cpu rate limit

- show errdisable interfaces

- show vlan

- show ip igmp snooping groups

- show ip igmp snooping forward

- show ip igmp snooping mrouter
- show ipv6 mld snooping groups

- show ipv6 mld snooping forward
- show ipv6 mld snooping mrouter
- show logging

- show logging filename-one

- show logging filename-two

- show logging filename-three

- show users

- debug show tcam

KomaHOowbi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmii BuAa;

console#

Tabnunua 32 — KomaHabl ynpasieHua cuctemon B pexknume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

reload

KomaHgaa cny»KuT ona nepesanycka ycTponcTsa.

reload at hh:mm:ss [day month]

hh: (0..23);
mm:(0..59);

ss: (0..59);
day: (1...31);
month: (1..12)

YcTaHOBKa BpeMeHM nepesarpysku ycTpoincTea.

reload in {hours minutes}

hours: (0..168);
minutes: (0..59)

YcTaHOBKa BpeMEHM, Yepes KOTOPOe NPOn3oiaeT nepesarpyska
yCTpOMCTBA.

reload cancel

OTMeHa OTNIOXKEHHOM NepesarpysKku.

show reload - MpocmMoTp BpemeHK, Ha KOTOpoe Ha3HavYeHa nepesa-rpyskxa.
show env {CPU} - MOHUTOPUHT yTUAN3aumm CPU.

show env {tasks} - MoHUTOPUHT yTUAn3aumm CPU no npoueccam.

show env {RAM} - MOHUTOPUHT yTUAn3aumm RAM.

show env {temperature}

MOHUTOPUHT TepMOaTUMKa.

show env {flash}

MoHuTopuHr flash-namartu.

show env {power}

MOHWTOPUHT NUTaHUA n AKB.

show env {all}

MOHUTOPUHT BCEX NAapPaMeTPOB OKPYKEHUS.
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show env {dry-contacts}

MOHUTOPUHT TEKYLLLErO COCTOAHUA CYXUX KOHTAKTOB.

show env {fan}

MOHUTOPUHT COCTOAHMA BEHTUIATOPOB.

show env {fan thresholds}

OT106pasnTb TabamLy ¢ AONYCTUMBIMKU CKOPOCTAMM BPaLLEHUA
BEHTUNATOPOB.

telnet {A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-| name]

OTkpbiTve TELNET-ceccumn gns y3na cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

- interface - uHTepodeiic;

- name — Uma Nosib3oBaTens.

show telnet-client

OTo6pasunTb cTaTyc KAmeHTa Telnet M KOMYECTBO aKTUBHBIX cec-
cui.

ssh [@){A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-l name]
[-1]-2] [-C] [-v] [command]

OTKpbITMe SSH-ceccnmn gns y3na cetu.

- A.B.C.D — IPv4-appec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

- interface — nHTepdelic;

- name — UmA Nosb30BaTens;

- 1 —-wucnonb3oBaTb TONbKO SSH Bepcum 1;

- 2 —ncnonb30BaThb TONLKO SSH Bepcum 2;

- C—3anpocuTb CKaTue AaHHbIX;

-V —noapobHo oTobparkaTh NPoLLeCcC NOAKNOYEHUSA;

- command — KomaHZa, BbinoaHAeman Ha SSH-cepsepe.

show ssh-client

OTo6pa3nTb cTaTyc KAMeHTa SSH 1M Ko/iM4ecTBO aKTUBHBIX cec-
cUi.

create ssl crypto key rsa [1024 |
2048]

CreHepupoBaTb NPUBATHbIN KAtoY ana SSL-cepBepa Ha Kommy-
TaTope.

create ssl cert-req algo rsa sn
[string]

CreHepupoBaTb 3aMNpocC Ha cepTUPUKAT OT KOMMYTATOPa.

create ssl server-cert

BKAOUMNTL peXXMM BBOAA cepTUdMKaTa.

Mpw BbINOAHEHUN KOMAHAbl traceroute MOTYT I'IpOMBOﬁTM OUJM6KVI, onucaHue oWnboK npmneeaeHo

B Tabanue 33.

Tabnnua 33 — OWKBKKM NPU BbINONHEHUN KOMaHAbl traceroute

Cumeon owubku OnucaHue
* TalimayT npu NonbITKe Nepeaayn nakeTa.
? HewnssecTHbIV TMN NaKeTa.
A AZMWHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOANUT NpU BAOKMPOBAHUM UCXOLALLENO
TpaduKa no npasunam B Tabauue gocryna ACL.
F TpebyeTca pparmeHTauma n yctaHoBKa 6utos DF.
H Y3en ceTm HeQOCTyNeH.
N CeTb HeaoOCTYyMHa.
P MpoToKOAN HeJoCTyNeH.
Q NCTOYHMK NnoaaBieH.
R MUcTekno Bpemsa NOBTOPHOM cOopKku pparmeHTa.
S OwunbKa ncxogaLLero mapLpyTa.
U MopT HegocTyneH.

KomaHObI pexcuma 2106as1bHOU KOHpuU2ypayuu

3anpoc KoOMaHAHOM CTPOKM B peknume rnobasbHoM KOHOUrypaLmMm MMeeT ceayowmn BuAa,:

console (config) #

Tabnunua 34 — KomaHAabl ynpaBaeHUs CUCTEMON B pexXume r1obanbHOM KOHPUrypaumum

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

hostname name

KomaHaa CNYXUT ONA 3aaHNA CETEBONr0O UMEHU yCTpOﬁCTBa.
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no hostname name: (1..128) .
BepHyTb ceTeBOe MMsA YCTPOICTBA B 3HAYEHNE MO YMOHAHUIO.
CMMBOOB/-
system location name name:(1..255) .
3apaTb MHGOPMALMIO O MECTOMO/OKEHUN YCTPOWCTBA.
CMMBO/IOB
system contact name name:(1..255) 3afaTb KOHTaKTHY0 MHGOPMaLIMIO YCTPOICTBA
CMMBO/I0B A v pmaumio yctp '
system description name name:(1..255) .
3apaTb onucaHMe ycTpowcTea
CMMBO/I0B
cpu rate limit queue queue YCTaHOBUTb OrPaHUYEHNE CKOPOCTH BXOAALLMX KaapoB (frame) gna
maxrate pps onpeneneHHon oyepean
- pps — NAKeTOB B CEKYHAY.
V Peanusyet ¢pyHKuuio CoPP (Control plane protection).
queue: (1-8)

cpu-rate limit queue queue
maxrate 128

-pps: 1..2000/128

V PacnpepeneHue ouepegeii ana npuHuMmaemoro tpadpuka
Ha CPU npusepeHo B NMpunoxxeHue B. Ouepeau ansa npu-
Humaemoro Ha CPU Tpaduka.

BOCCTaHOBWTL 3Ha4YeHWe pps NO YMOAYAHUIO 418 ONpeaeseHHOM
oyepeam.

reset-button {enable | disable
| reset-only}

- enable — npun HaxkaTnm KHONKK F ganTtenbHocTbio meHee 10 ce-
KyHZ, MPOUCXOAMUT Nepesarpyska yCTponCTBa; Npu HaXKaTum Ha
KHOMKy 6onee 10 cekyHA, NpomcxoauT cbpoc yCcTpoiicTBa Ao 3a-

-/enable o
BOACKOW KOHbUTrypauuu;
- disable — KHonKa F oTKNto4eHa (He pearMpyeT Ha HaxkaTue);
- reset-only — TonbKO nepesarpyska.
set telnet-client enable Bkntounte paboty TELNET-knmeHTa.
- - -/BK/IIOYEHO
set telnet-client disable BbikntounTb paboty TELNET-KnuneHTa.
set ip http enable
phttp Bkntounts HTTP-cepBep Ha ycTpoicTse.
-/BKAtOYEHO
set ip http disable BbikntounTb HTTP-cepBep Ha ycTpolicTse.
HasHauuTb nopT, npocaywmsaembli HTTP-cepsepom.
ip http port port 80 Tpebyetca nepe3anyck HTTP-cepBepa Ana npumeHeHuUA
e Hactpoiiku.
set ssh-client enable BkntounTb paboTy SSH-KAneHTa.
-/BKAtOYEHO

set ssh-client disable

BbIkNtounTb paboty SSH-KknMeHTa.

env dying-gasp enable

env dying-gasp disable

-/BbIK/IIOYEHO

BKAtounTb O0TNpaBKy coobuieHnit dying gasp.
V TonbKo gna yctpoiictea MES2448B.

V Mpwu BKAKOYEHMM OTNPaBKKU cooblieHui dying-gasp BbiK-
nrovaerca moHutopuHr AKB.

BbIKNtOUMTL OTNPaBKy coobuieHnin dying gasp.

env battery monitor enable

env battery monitor disable

-/BKNOYEHO

Bkatountb moHMUTOPUHT AKB.
V TonbKo gna ycrpoiictea MES2448B.

Mpu BKkAOYeHUU moHuTopuHra AKB Bbikntovaertca ortn-
V paBKa coobweHuit dying-gasp.

BbIKNtOUNTb MOHUTOPUHT AKB.

env maximum CPU threshold

percentage:1-100/100

HaCTpOMTb nornmposaHMe O npesbllWeHUN 3a4aHHOrN0 B NPOLUEHTaXxX

percentage nopora ytunmsauum CPU.
env maximum RAM threshold percentage:1-100/100 HactpouTb norvposaHve o NpeBbileHMN 334aHHOrO B NPOLEeHTax
percentage nopora ytunusauum RAM.

env maximum flash threshold
percentage

percentage:1-100/100

HacTpouTtb N0rMpoBaHMe O MpeBbIEHUN 33aHHOTO B MPOLEHTaxX
nopora ytunusaumu flash.

banner exec [string]

no banner exec

-/BbIK/IIOYEHO

HacTpouTtb npuseTcTBME ANA HEABTOPU3OBAHHBIX MOJb30BaTeNeN
NPV NOAKIOYEHNN K KOMMYTaTOpPY.

string — TeKCT NpUBETCTBUA AANHON A0 256 cumBONOB.

Mpu BBOAE KOMaHAbl 6€3 mapameTpa string NpPUBETCTBUE MONKET
nmetb aavHy o 1023 cumsonos. BBog npmBeTcTBMA NpepbiBaeTca
C nomolbio cumsona "'@".

Ypanutb npuseTcTeme A/1Aa HeaBTOPMU30BaAHHbIX nosb3oBaTeneu.
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banner login [string]

no banner login

-/BbIK/IOYEHO

HacTpouTb npuseTcTBUE A4 NONb30BaTe/Iei Noc/e aBTopU3aL .

string — TEKCT NPUBETCTBUA AJ/IMHON A0 256 cMMBO/IOB.

Mpu BBOAE KOMaHAbl 6e3 napameTpa string NpPUBETCTBME MOXKET
nmeTb aanHy o 1023 cumeonos. BBog npuBeTcTBUA NpepbiBaeTca
C NOMOLLBIO cMmBOa "@".

Yaanute npuBeTCTBME 415 aBTOPU30BAHHBIX NO/Ib30BaTENEN.

logging events reload

no logging events reload

-/BKAOYEHO

BktOUNTb OTMpaBKy snmp TpanoBs 1 syslog coobueHnin npu nepe-
3arpysKe ycTpomncTea no KomaHae «reload» nav yepes SNMP.

BbIK/IIOYUMTbL OTNPABKY SNMp Tpanos U syslog coobuieHnii npu nepe-
3arpysKe ycTpouncTea No KomaHge «reload» nav yepes SNMP.

ip http secure server

no ip http secure server

-/BbIK/IOYEHO

BkntounTtb HTTPS-cepBep Ha ycTpoicTse.

OTkntounTb HTTPS-cepBep Ha ycTpoiicTBe.

Tabanua 35 — KomaHgb! pexknma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no yMmon4aHuo

Aelicmeue

clear cpu rate limit counters

OQuNCTUTbL cYeTUYUKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHne cyeTymKkos rate limit Ha CPU.

set cli pagination on

BKAOUYNTBL NOCTPAHWUYHBIN BbIBOA, KOHOUTYpaLuu.

set cli prompt off

— -/on .
set cli pagination off OTKAOUUTB NOCTPAHWUYHbIN BbIBOL KOHOUIYpaLnu.
. BKAOYNTL NOATBEPXKAEHME Mepes, BbIMOJAHEHNMEM HEKOTOPbIX KO-
set cli prompt on ATBEDMHA pea P
MaHa.
-/on

OTK/IOUYNUTb NOATBEPKAEHME Nepes, BbINOJIHEHMEM HEKOTOPbLIX KO-
MaHa,.

4.5 KomaHapl AnA HAaCTPOMKMU NapaMeTpoB ANA 3a4aHUA Naponen

JaHHbIN pasgen npegHasHayeH 41A HAaCTPOMKKM 3a4aHUA Naposielt ANnA Nonb3oBaTene.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pPeXKUME r106anbHOM KOHPUIYpaLMM MMEET CNeayoWwmnin BUA;:

console (config) #

Tabanua 36 — KomaHgbl ynpaBieHUa CUCTEMOW B pexkmnme rnobanbHon KoHoUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

password validate char
[lowercase | numbers |
symbols | uppercase]

no password validate

-/BbIKNIOYEHO

BKAOUMTb MEXaHM3M NPOBEPKM Naponei.

- lowercase — naponb f0MXKeEH COAEPHKaTb CUMBO/Ibl HUMKHETO peru-
CTpa;

- numbers — Naponb JOMKEH COAepKaTb XOTA 6bl 04HY LUdpYy;

- symbols — naponb f0NXKeH coXeprKaTb XoTs 6bl 0ANH CUMBOS;

- uppercase — Naposib AO/IKEH COAEPIKaTb CUMBO/IbI BEPXHEro pe-
rmcrpa.

OTKNOUUTL MEXaHWU3M NPOBEPKU Naponei.

password validate length
length

no password validate

length: (0..20)/0

3apgatb MUWHUMANbHYO A/INHY NaponA.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

3anpoc KomaHaHoOM cTpoku B pexmme Privileged EXEC nmeeT cneaytowmin sua;

console#

Tabnunua 37 — KomaHabl gns paboTbl ¢ pannamm B pexkmme Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

show password validate rules

MpocmoTp TeKyLel HaCTPOMKM MexaHM3Ma NPOBEPKM Naponei.
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4.6 Pab6orta c ¢painamm

4.6.1 OnucaHue ap2ymeHmMoe KOMaHO

Mpu ocyuwecTeneHmn onepaumin Hag dannamm, B KayecTBe apryMeHTOB KOMaHA, BbICTyMNatoT ajapeca

URL -

onpeaenuTeIn MeCTOHaxOXAeHna pecypca.

onepaumax, npuseaeHo B Tabauue 37.

OnucaHue KAn4veBbIX CNOB, NUCNONIb3yeMblX B

Tabnnua 38 — CNMCcoK KAtoYeBbIX CNOB U UX ONUCaHKNE

Knrouesoe cnoso

OnucaHue

flash://

McxopHbi agpec nam agpec mecta HasHayeHWA ANA SHepProHe3aBUCMMOW NamAaTU. dHeproHesaBu-
CcMMan NamATb UCMOb3YeTca No ymondaHuio, ecamn agpec URL onpeaeneH 6e3 npedukca (npedpuk-
camu asaatotcs: flash:, tftp:, scp:...).

running-config

Parin TekyLen KoHPUrypaumm.

startup-config

daiin nepBoHaYanbHOM KOHUTypaLum.

active-image

®aiin ¢ akTMBHbIM 06pasom.

inactive-image

dain c HeakTUBHbIM 06pa3om.

MUcxoaHbIM agpec nav agpec mecTta HasHaveHus ans TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory]/ filename.

tftp:// - host — IPv4-agpec unu ceteBoe MMsA yCTPOICTBA;
- directory — kaTanor;
- filename — ums daiina.

logging dainn c uctopumeit KomaHa,

4.6.2 KomaHObI s pabomeli ¢ paiinamu

3anpoc KomaHAHOM cTPoku B pexxunme Privileged EXEC nmeet cnegyownin Bua;:

console#

Tabnnua 39 — KomaHabl ans pabotbl ¢ dpaiinamm B pexkume Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

copy source_url
destination_url image

copy startup-config
destination_url

copy source_url boot

source_url: (1..160)
CUMBOJIOB;
destination_url: (1..160)
CMMBOJI0B

KonuposaHue daina n3 MectonosoxKeHnsa UCTOYHUKA B MeCTono-
NoXeHue HasHavyeHun.

- source_url — mecTtononoxeHue Konupyemoro ¢ana;

- destination_url —appec mecTa HasHayeHuUs, Kyaa dpaitn byaer cko-
nMpoBaH.

CoxpaHeHue nepBoHayYanbHOW KOHdUrypaLmm Ha cepsepe.

KonmposaHMe d)aﬁna Ha4a/IbHOro 3arpy34ymka n3 mectononoxeHua
UCTOYHUKa B CUCTEMY.

dir [flash:path | dir_name]

0OT06pa3nTb CNMCOK palinoB B yKazaHHOM KaTasiore.

more [flash:path | file_name]

OTobpasunTb coaepkmnmoe daina.

pwd

OT06pasnTb NyTb A0 TEKYLLEW AUPEKTOPUN.

cd [flash:path | dir_name]

M3MEHUTb AUPEKTOPUIO Ha YKa3aHHYHO.

mkdir [flash:path | dir_name]

Cos3patb ANPEKTOPUIO C YKa3aHHbIM Ha3sBaHUEM.

rmdir [flash:path | dir_name]

YaanuTb AUPEKTOPUIO € YKa3aHHbIM Ha3BaHMEM.

erase [flash_url]

Yaanute dann

erase startup-config

Ypanute daitn nepBoHa4yanbHOM KOHPUIypaLmm.

erase nvram:

CHpocuTh A0 AepONTHON IHEProHe3aBUCUMYIO NAMATD.

erase flash:/LogDir/filename

Ypanute dain 3anmcu aBapunHbIX M OTIa404HbIX COODLLEHNNA.

boot system inactive

3arpysmnTbcs C HeakTUBHOro obpasa MO.

boot system active

3arpysuTbca ¢ akTMBHOTo obpasa MNO.

delete startup-config

Ynanutb dpaiin nepBoHavabHON KOHOUIypaLMM BMECTE C O4MCTKOM
rno6anbHbIX HACTPOEK NVram U yaaneHWem nosb3oBaTtesei.
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show running-config OTob6pasuTb cogep:knumoe ¢aiia TeKywenh KoHourypaumm
[interface {fastethernet fa_port: (0/1..24); (running-config).
fa_port | gigabitethernet gi_port: (0/1..48); - interface — KoHOUrypauua nHTepdeicoB KommyTaTopa - dpusmue-
gi_port |tengigabitethernet te_port: (0/1..11); CKUX UHTepdelicos, rpynn uHtepdelicos (port-channel), VLAN-uH-
te_port | port-channel group group: (1..24); Tepdelicos, MHTepdeiica 3ambikaHUA Ha cebs;
| vlan vian_id][module] vlan: (2..4094); - igs —IGMP snooping;
module: (igs, la, stp..) - la —link-aggregation;
- stp — spanning-tree.
show startup-config OT06pasuTb cogepxumoe daiina nepBoHayvasbHON KoHoOUrypa-
) umn.
show bootvar MNMoKas3aTb aKTMBHbLIN dann cuctemHoro MO, KOTOPbIA YCTPOMCTBO
) 3arpy»Kaert npu 3anycke.
write {startup-config | url} CoxpaHuWTb TEKYLLYI KOHOUTYypauuto B ¢paii nepBoHaYabHOM KOH-
) durypauumn.
replace running-config 3ameHuTb running-config koHdurypauuei us daina.
[flash:path] )
clear running-config - OumnCTUTL TeKyLLYO KoHUrypaumto (running-config).
diff [flash:path] [flash:path] - CpaBHUTb ABe KoHOUTypauuu.

Cepsep TFTP He moKeT 6bITb agpecom UCTOYHUKOM U a4 pPecom HasHa4YeHUA aNA OaHOM
o KOMaH/Abl KONUPOBaHUA.

MpocMoTp aKTUBHOIO U HEAKTUBHOIO 0bpasa AocyTneH 13 u-boot. [1ns 3Toro B KOMaHAHOM CTPOKe U-
boot Heobxoanmo BBecTU:
MES2428# bootimg print
KomaHaa ans cmeHbl akTMBHOro obpasa us u-boot:

MES2428# bootimg inactive

KomaHga «bootimg inactive» npumeHsaeTtca 6e3 oXXxupaHua NoATBEpKAeHUA.

ey

Mpu 3arpyske ¢aiina KoHpUrypauum c yaaneHHoro cepsepa B «startup-config» B Hauane
daitna Heobxognmo [06aBUTb CTPOKY C CUMBOIOM «I»,
®aiin KoHpUrypaumm aonKeH umeTtb paclumpeHue «.conf».

ey

4.6.3 KomaHObI 0ns pe3epeupo8aHuUa KOHGuU2ypayuu

B gaHHOM pasgene onucaHbl KOMaHAbl, MO3BONAIOWME Pe3epPBUPOBaTL KOHOUIYpaLMIO Ha cepeep.
[na pe3epBnpoBaHnA KOHPUIYypaLMM HEOBXOAMMO YKa3aTb agpec cepsepa.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Buza 3anpoca KOMaHAHOWM CTPOKM B pexume rnobasibHon KoHOUrypaumm:
console (config) #

Tabnnua 40 — KomaHabl perknma rnobanbHo KoHpUrypaumm

3HavyeHue/3HavyeHue "
KomaHoa / Aeiicmeue
no ymMmoa4YaHuro
backup server dest_url YKasaTb agpec cepBepa, Ha KOTopbI byaeT NPpon3BOAUTLCS pe-
3epBupoBaHune KoHpurypaumm. CTpoka B popmare
- «tftp://XXX XXX XXX XXX ».
no backup server Ypanutb agpec cepsepa.
backup path path YKasaTtb NyTb pacnonoxkeHusa daina Ha cepsepe C NpedpuKcom
- mmeHu daiina. NMpu coxpaHeHUU K npeduKcy byaer nobasneHa Te-
Kyllan garta v Bpems B popmate rrrrmmagyummec.
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no backup path

YAanuTb NyTb ANA pe3epBUpoBaHUA.

backup auto

no backup auto

BK/OUMTL aBTOMATUYECKOE pe3epBupoBaHme KoHbUrypaumuu.

BbIK/IOYNTL aBTOMATUYECKOE pe3epBMpOBaHME KOHUTYpaLMU.

backup history enable

no backup history enable

BK/IlOUMTb COXpaHeHMe NCTOPUUN pe3epPBHbIX Konui.

BbIKNOYNTb COXpaHEHWe NCTOPUN pe3epBHbIX KOMWN.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 mu-

YKasaTb NMPOMENKYTOK BPEMEHW, NO UCTEYEHUWU KOTOporo byaer
OCYLLECTBNATLCA aBTOMATUUYECKOE pe3epBMpOBaHMe KOoHdUrypa-
Lmu.

HYT

YCTaHOBUTb 3HaYeHME N0 YMOIYAHMUIO.

backup write-memory

no backup write-memory

-/BbIK/IOYEHO

BK/IOYEHUE pe3epBUMPOBAHUA KOHOUIypauuM npu COXpaHeHWuu
nosibsoBatenem KoHdurypaumm Ha flash-Hakonutens.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHOb1 pexcuma Privileged EXEC

3anpoc KomaHgHOM cTpoKK B pexume Privileged EXEC nmeeT cneayrowmin ua;

console#

Tabnvua 41 — KomaHabl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

backup running-config

Co34aTb pe3epBHYH KOMUIO KOHGUIypaLMIo Ha cepBepe.

4.7 HacTpoiika CMUCTEeMHOro BpemeHu

/ Mo ymonuaHMI0O aBTOMaTUYECKUIA Nepexos Ha NeTHee BPpeMsa OCYLLEeCTBAAETCA B COOTBeT-
cTBUM co cTaHAapTamu CLUA u EBponbl. B KoHdUrypauum moryTt 6biTb 3aaaHbl Nto6ble gata
1 Bpema AN nepexoa Ha ieTHee Bpems U obpaTHo.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpPoku B pexxunme Privileged EXEC nmeet cnegyownin Bua;:

console#

Tabnnuya 42 — KomaHAabl HACTPOMKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymMmoa4aHuro
clock set hh:mm:ss day month hh: (0..23); PyyHasa ycTaHOBKa CWUCTEMHOrO BpPEMeHM (KoMaHaa [AOCTynHa
year mm: (0..59); TONIbKO ANA NPUBUIAETMPOBAHHOIO NOAb30BaTeNs).
ss: (0..59); - hh —4acbl, mm — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecau; year — rog.
month: (Jan..Dec);
year: (2000..2037)

KomaHObl pexcuma EXEC

3anpoc KomaHAHoOM CTPpoKM B pexkxnume EXEC nmeet cneaytowmin ua;

console#
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Tabnunua 43 — KomaHabl perkuma Privileged EXEC

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
no ymon4yaHuro
show clock - MoKas3aTb cUCTEMHOE Bpemsa 1 Aary.
show clock properties - OTo6pasnTb CBOKCTBA.

KomaHObI pexcuma 2106aabHOU KOHGPU2ypayuu

3anpoc KOMaHAHOW CTPOKM B PEXKMUME 1106aNbHON KOHPUTYpaLMM UMEET cieayowmnii Bua;

console (config) #

Tabnunua 44 — CNMCOK KOMaHA, A/1A HacTPOMKM CUCTEMHOIO BpeMEHU B peXkMme rnobasbHoli KoHoUrypa-

Yy

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock time source ntp

no clock time source

YCTaHOBUTL Sntp-cepBep WMCTOYHMKOM CUHXPOHM3ALMU BPeMeHU
ONA YyCTPOMUCTBa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBWTb YacoBOE CMeLLeHMe OTHOCUTENbHO HY/1eBOTO Mepuam-
aHa.

YCTaHOBUTb 3HAYEHME Mo YMO/T4aHUIO.

KomaHObI pexcuma KoHguaypauuu SNTP

[na nepexona B pexxunm KoHourypaumm SNTP Heob6XoAMMO UCNONb30BaTb KOMaHAY:

console (config) #sntp

3anpoc KOMaHAHOM CTPOKK B pexxmnme KoHdurypauum nHtepdeica umeeT cneayowmii Bua,:

console (config-sntp) #

Tabanua 45 — CNMCoK KOMaHA AN HAaCTPOMKM CUCTEMHOTO BPEMEHM B PEXKMME KOHUrypaLmmu sntp

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

-/disabled

BKNOUMTL aBTOMATMYECKMI NMOUCK sntp-cepBepa B pexume
unicast.

BbIK/NIHOYNTb aBTOMATUYECKMIA MOUCK Sntp-cepBepa B pexxume
unicast.

[version version] [port
udp_port]

set sntp unicast-server {ipv4 |
ipv6} ip_addr [priority priority]

no sntp unicast-server {ipv4 |
ipv6} ip_addr

MosKeT 6bITb 334aHO A0
4 cepBepoB
priority: (1..15);
port: (1025..36564);
version: (3..4)

YKasaTb ip-agpec SNTP-cepsepa.

Ypanutb ip-agpec SNTP-cepBepa.

set sntp client enable

set sntp client disable

-/disabled

BkntounTtb paboTy SNTP-KknmeHTa.

BbikntounTb paboty SNTP-kAneHTa.

set sntp client addressing-
mode unicast

-/unicast

YKa3zaTb pexxum pabotbl SNTP-KkameHTa.

key key md5 parametrs

set sntp client authentication-

key: (0..65535)

YCTaHOBUTb KAtoY ayTeHTUdMKaumm ana SNTP-kiveHTa.

set sntp client clock-format
{ampm | hours}

-/hours

YcTaHOBUTL popmart yacos gnst SNTP.

set sntp client port port_num

port_num: (123, 1025-
65535)

YcraHosuTb udp-nopT Ana sntp-KaneHTa.

set sntp client time-zone zone

zone: (+00:00 to
+14:00)

3a4aTtb 3HaYeHWe YacoBOro nonca.

set sntp client version version

version: (v1,,v4)

3afaTb Bepcuio NPOTOKoNa Ans paboTbl sntp-KAneHTa.
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Tabnuua 46 — KomaHabl pexkmma Privileged EXEC

KomaHda 3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

show sntp statistics -

MoKasaTtb cTaTUCTUKY NnpoToKona SNTP.

show sntp status -

MokasaTtb cTaTyc npoTokona SNTP.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

[Mpumep Hacmpoliku SNTP-kaueHma 011 cepsepa 192.168.1.1:

console (config)# sntp

(
console (config-sntp)# set sntp client enabled
console (config-sntp)# set sntp client addressing-mode unicast
console (config-sntp)# set sntp unicast-server ipv4 192.168.1.1
(
(

console (config-sntp)# exit
console (config) #clock time source ntp

4.8 KoHdurypaumusa nntepoeiicos n VLAN

4.8.1 [Mapamempeoi Ethernet-unmepdgelicos, Port-Channel u Loopback-unmepdgelicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos)

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port |tengigabitethernet te port | port-channel group | range {..} |

loopback Ioopback id }
console (config-if) #

[aHHbIA pexnm JOCTyneH U3 pexkuma KoHOUrypaumm 1 npefHasHavyeH Aaa 3afaHuA NapamMeTpos
KOHdUrypaumm uHTepdeiica (nopta KoMmyTaTtopa WAM Tpynnbl MOPTOB, paboTaloWuUx B pexume
pasaeneHus Harpysku) ainbo ananasoHa nHTepdencos.

Bblibop MHTepdeica ocyWwecTBASETCA NPU NOMOLLM KOMaHA NpUBeAEHHbIX B Tabanue 47:

Tabnunua 47 — KomaHabl Bbibopa uHTepdelica ana MES14xx, MES24xx, MES37xx

KomaHoa

Ha3HauyeHue

interface fastethernet fa_port

[na HacTpolikn nHtepdelicos Fast Ethernet.

interface gigabitethernet gi_port

[na HacTpoiikn 1G-uHTepdeiicos.

Interface tengigabitethernet te_port

[na HacTponikn 10G-nHTepdelicos.

interface port-channel group

[lna HacTpoiKu rpynn KaHanos.

interface loopback loopback_id

[lna HacTpoIKM BUPTYyanbHbIX UHTepdeincos.

roe:

— fa_port — nopaaxosbiit Homep 100MB-uHTepdeiica, 3apaetca 8 suge: 0/1;

— gi_port — nopaakosbliit Homep 1G-uHTepdeiica, 3agaertca 8 suae: 0/1;

— te_port — nopaakosbin Homep 10G-uHTepdeiica, 3agaetca 8 suae 0/1;

— group — nopsAKoBbIA HOMep rpynnbl, obLee KOAMYECTBO cornacHo Tabamue 9 (cTpoKa «Arperaums

KaHanos (LAG)»);

— loopback_id — nopaakoBbIi HOMep BUPTyanbHOro uHTepdelica, obee KOANYECTBO COrIAcCHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).
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KomaHgbl, BBeAeHHble B pexume KoHoUrypaumm wuHtepdeica, NPUMEHAIOTCA K BblbpaHHOMY
nHTepdelicy.

Tabnnua 48 — KomaHapl pexxmuma KoHourypaumnm nHtepoericos Ethernet n Port-Channel

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

shutdown

no shutdown

-/BKAOYEHO

BblkNtounTb  KoHOUTypupyembli  nHTepdeiic (Ethernet,

channel).

port-

BKNHOUMTL KOHPUTYPUPYEMbBIA MHTEPDENC.

description description

description: (1..128)

Oob6asutb onucaHme nHtepoeiica (Ethernet, port-channel).

— CUMBOJIOB/HET
no description onucanvs Yaanutb onuncaHue nHtepdeiica.
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepeaaun aaHHbIx (Ethernet).
no speed 10000) YCTaHOBUTb 3HAYEHME MO YMONHYAHMIO.
duplex mode 3afaTtb pexum ayniekca uHtepdelica (nonHoaynAeKcHoe coeau-
mode: (full, half)/full HeHue, NonyaynaekcHoe coeguHenue, Ethernet).
no duplex YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.

negotiation [capl
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f)

Y

BK/touaeT aBTOCOrnacoBaHWe ANA CKOPOCTU M AyNAeKca Ha HacT-
pavBaeMom uHTepoeice. MoOXKHO yKasaTb onpeaeneHHble COBMe-
CTMMOCTM NapameTpa aBToCoriacoBaHuA. Ecnm napameTpbl He 3a-
[aHbl, TO NOALEPKMBAIOTCA BCE COBMECTUMOCTH.
ABTOCOrNacoBaHWe HaCTPaMBaAETCA TONIbKO Ha UHTepdeit-
cax Ethernet.

BblKNtOYaeT aBTOCOr/IacCOBaHWE AN CKOPOCTM WM Aynaekca Ha
HacTpanBaemom MHTepoeiice.

flowcontrol on

flowcontrol off

mode: (on, off)/off

3agaTb pexum ynpasneHus notokom flowcontrol (BKatounTsb, OT-
KNOYUTb MK aBTOCOrNacoBaHue). AsTocornacosaHue flowcontrol
paboTaeT TONbKO B C/yyae, €C/M PEXMM aBTOCOr1acoBaHUA
negotiation BK/AOYeH Ha HacTpauaemom uHTepdeice (Ethernet,
port-channel).

OTKNIOUNTD pPeXunm ynpassieHUA NOTOKOM.

media-type { force-fiber |
force-copper | prefer-fiber }

-/prefer-fiber

Bbl6op TMNa KOMBO-MOpPTa B KA4eCTBE OCHOBHOMO HOCUTENA.

- force-fiber — pa3spelweHa aKTMBHOCTb TO/ILKO ONTMYECKOM YacTu
KOMbO-MopTa;

- force-cooper — paspelieHa aKTMBHOCTb TO/IbKO MeAHOM 4YacTu
KOMb0-MopTa;

- prefer-fiber — npenmyLLeCcTBO ONTUYECKOTO SINHKA.

mtu size

no mtu

size: (128..12288)/
12288 b6aiit

YCTaHOBWUTb 3HaYeHMe maximum transmission unit (MTU) gna vH-
Tepdelica
- size — pasmep nakema (Koauyecmeo 6alim 8 nakeme)
' KomaHpaa aocTynHa ToNbKo Ans ycTpoiicte MES2424,
e MES2424B, MES2424FB, MES2424P, MES2448, MES2448B,
MES2448P, MES2411X, MES3710P.

Ecnu Ethernet-uHtepdeiic Bxoaut 8 coctas Port-Channel,
TO HA HEM HeNb3A U3MEHATb 3HayeHne MTU.

® —y

' AedontHoe 3HaueHne MTU pna Ethernet u Port-Channel
H uHTepdeiicoB paBHO 3HAYEHUIO 33aAaHHOMY KOMAH-
BAoi1 system mtu B pexxume rno6anbHon KoHpuUrypaumm.

YCTaHOBUTb 3HaYeHMe N0 YMONHYAHWUIO.

hardware serdes rx leq value

no hardware serdes rx leq

value: 0-31/8

MapameTp HacTPOMKM ANA NAPAMETPOB rX-4acTu ONTUYECKUX UH-
Tepoericos.

! KomaHga goctynHa Tonbko gna ycrpoiicts MES2424.,

BepHyTb HAaCTPOMKM NO YMONYAHWIO NAaPaMeTPOB rx-4acTu onTuye-
CKUX UHTepdeincos.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUTypaLmm:

console (config) #

Tabnnua 49 — KomaHabl pexkmma rnobanbHol KoHpUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

errdisable recovery interval
interval

no errdisable recovery
interval

interval: (30..86400)/300

YCTaHOBWUTb BPEMEHHOM MHTEpBan AN aBTOMaTUYECKOro
NOBTOPHOro BKAlOYeHUA WHTepdelica. MNpu cmeHe UHTep-
Bana Tailimep o6HOBAseTCcA AnA Bcex 3ab6/0KMPOBaHHbLIX
MOPTOB, Ha KOTOPbIX BK/NOYEHO aBTOCOr/1acoBaHue.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

errdisable recovery cause
{storm-control|loopback-
detection | udid | port-se-
curity}

no errdisable recovery
cause {storm-control | loop-
back-detection | udid

| port-security}

-/3anpelueHo

BK/IOUMTL aBTOMATUYECKYHO aKTUBALMIO MHTepdelica nocne
€ro OTK/II0YEHUA B CIEAYIOLLMX CYYAnX:

- loopback-detection — o6Hapy:keHue netens;

- udld — akTMBaums 3awmTol UDLD;

- storm-control — WxpoKoBeLaTebHbIN WTOPM;

- port-security — HapyweHue 6e3onacHocTu gas port
security.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

system mtu size

no system mtu

size: (128..10000)/10000 6ait
size: (128..12288)/12288 6aiit
(Tonbko ana MES2424,
MES2424B, MES2424FB,
MES2424P, MES2448,
MES2448B, MES2448P,
MES2411X, MES3710P)

YCTaHOBWTb 3HaYeHWe CMCTEMHOro maximum transmission
unit (MTU)
- Size — pa3amep naketa (KoanMyecTBo 6alT B Nakere).

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

default interface [range]
{fastethernet fa_port | giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
port-channel group | vlan
vlan_id | loopback loop-
back_id }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
vlan_id: (1..4094);
loopback_id: (1..10)

Cbpoc HacTpoek uHTepdelica am rpynnsl MHTEPPENCOB Ha
3HaYeHuA, YCTaHOB/IEHHbIE MO YMONYAHMIO.
' Bo Bpems BbINONHEHUA KOMaHAbI MHTepdeiic by-
L AET OTK/IOYEH.

KomaHOwbi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:

console#

Tabanuya 50 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

clear counters

Cbpoc cTaTUCTUKKM aNna Bcex NHTepdelcos.

clear counters { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

C6poc CTaTUCTMKKN ANA MHTepdeiica.

show interfaces { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

MoKasaTb CBOAHYH MHOOPMALMIO O COCTOAHWUM, HAaCTPOKe U CTaTu-
CTUKe nopTa.

show interfaces status

MoKasaTb COCTOAHUE BCEX MHTEPdENCOoB.

show interfaces description

Moka3zaTb onncaHus Bcex UHTepdeiicos.
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show interfaces counters -

MoKasaTb CTaTUCTUKY ANA BCeX MHTepdecoB.

show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group | vlan
vlan_id }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24);
vlan: (1..4094)

MokasaTb cTaTUCTUKY Ans uHTepdelica.

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

MoKasaTb NPUYMHY OTK/IOUEHMA NOPTa, FPYNnbl NOPTOB, 3a6/10KU-
pOBaHHbIE MOPTHI.

show errdisable recovery

MoKa3aTb HaCTPOMKM A1A aBTOMATUYECKOM NOBTOPHOM aKTUBaL MK
nopra.

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

set interface active {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

AKTMBMpPOBaTb MHTepdelc nocne errdisable.

show interfaces utilization {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
{interval interval}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
interval: (5, 60, 300) cek

MoKasaTb CTaTUCTUKY NO HarpysKke ana nHtepoeiica.
- Interval — uHTepBan B cekyHAax.

4.8.2 Hacmpoiika VLAN u pexcumos kommymauyuu uHmepdgeiicos

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B PeXKMME rN06anbHOM KOHPUIypaLmm:

console (confiqg) #

Tabnunua 51 — KomaHabl perknma rnobanbHoM KoHGUrypauum

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
no ymoa4aHuro
vlan vian_id vlan_id: (2..4094) MepeiTn B pexnm KOHOUTypupoBaHUA yKasaHHoro VLAN

map protocol {ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol {ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HactpouTb rpynny npoToKosi0B, MO KOTOpbIM 6yaeT npou3so-
AnTbeA KnaccnduKauma Kagpos. B oaHy rpynny MoxHo obbean-
HUTb HECKOJIbKO MPOTOKO/I0B, YKa3blBaa AN HUX OAMH U TOT Xe
Group ID. Homep nNpoToKona MOXHO BblbpaTb U3 CNWUCKA Npesa-
YCTAaHOB/IEHHbIX 3HAYEHUI MK 334aTb BPYYHYIO Yepes napamerp
other B popmate XX:XX. PacnosokeHune nons ¢ HOMEPOM NPOTO-
KO/1a 3aBMCUT OT TMNa L2-3aronoBKa n nHKancyaauum:

- enet-v2 — Kagp c 3aronoskom Ethernet I, npoTtokon onpepens-
etca no nonto EtherType. Mpu Hanuumm VLAN-Teros Bbibupaetca
cambivt nocnegHuii EtherType, ¢ Hanbonbwmm odpdcetTom.

- licOther — kagp dopmata RFC1042 (IEEE 802). [Byx6aiTHbIA HO-
mep npoTokona cootsetcTByeT nonam DSAP:SSAP B LLC-3aro-
noBsKe.

- snap — Kaap ¢ LLC/SNAP-uHkancynaumeir. Homep npotokona co-
oTseTcTByeT noato Protocol ID 8 SNAP-3aronoBke.

Ypanset protocol-group ¢ KommyTaTopa.

map mac {host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HactpowuTb granasoH MAC-agpecos, No KOTopbim byaeT nponsso-
anTbeAa Knaccudukauma. Ona pasHbix MAC-agpecoB MOXKHO Bbl-
6paTb O4HY U Ty XKe rpynny.

no map mac {host | mac-ad-
dress}

Yaanutb ykasaHHbIn MAC-agpec U3 macs-group.
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shutdown garp OTKAouNTb paboTy mogyns GARP Ha ycTpoiicTBe.
' [OaHHas KomaHpaa oTKAwuaeT paboty moayna GARP ¢
H 6e3B03BpaTHbIM yAaNeHUEeM BCeX HacTpoeK 610Ka

-/BbIK/IIOYEHO GARP.
no shutdown garp BkaounTtb moaynb npotokona GARP.
DOna pa6otbl moayna GARP pesepsupyetca 15 M6aiit

. onepaTMBHOMN NAMATU.

gvrp enable BkatounTtb npoTtokon GVRP rnobanbHo.

- -/BbIK/IOYEHO
gvrp disable BbIkt0UNTL NpoToKoA GVRP rnobanbHo.

voice vlan id vian_id YctaHoBuTb aeHTuounkatop VLAN ana Voice VLAN
no voice vlan id Ypanute ngeHtnounkatop VLAN gns Voice VLAN
voice vlan oui-table {add PaspewunTb peaakTnposatb Tabauuy OUI.
. ) word:(1..32) . o
oui | remove oui} - oui — neps.ble 3 6aiiTa MAC-aapeca;
L. CMMBO/I0B .
[descriprion word] - word — onucaHue oui.

vlan_id:(1..4094)

KomaHObI pexcuma kKoHguaypauuu VLAN (QuanasoH VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabanua 52 — KomaHgb! pexkmma KoHourypauym VLAN

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuro
vlan active - AKkTMBMpOBaTb vlan nau rpynny vlan’os.
set unicast-mac learning BKAt0UNTL/BbIKAOUNTL U3ydeHne MAC-agpecos ans VLAN.
{enable | disable}
set unicast-mac learning - YCTaHOBWTb 3HaYeHME N0 YMOYAHUIO.
default

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | tengigabitethernet te port | port-channel group}

console (config-if) #

[aHHbIN pexXMm JOCTyneH U3 pexkuma KoHOUrypauum 1 npegHasHaveH A/a 3a4aHus NapameTpos
KoHdUrypaummn nutepodeica.

MopT MoXKeT paboTaTb B YETbIPEX PEXKMMAX:

— access — nHTepdeiic 4oCTyna — HeTerMpoBaHHbIN MHTepdeic gns ogHoro VLAN;

— trunk — nHTepdenc, NPUHUMaIOLWMIA TONbKO TErMPOBaHHbIM TPadUK, 33 UCKAOYEHMEM 04-
Horo VLAN, KOTOpbIi MOKeT bbiTb 406aBAEH C MOMOLbIO KOMaHAbl switchport trunk
native vlan,

— general — uHTepdeiic c nosHoM noaaepkoi 802.1q, NPUHMMAET KaK TETMPOBAHHbIN, TaK U
HeTermnpoBaHHbIN Tpaduk;

Tabnnua 53 — KomaHabl pexxmma KoHourypauum uHtepdelica Ethernet

3HavyeHue/3Ha4yeHue .
KomaHoa / Aeilicmeue
o yMOAYAHUIO
switchport mode {access 3apaTb pexkum paboTbl nopta B VLAN.
mode: (access, trunk,
|trunk | general}
- general)/general
no switchport mode YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
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switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

Oo6asutb VLAN ansa nHtepdeiica goctyna.
- vlan_id —vaeHTUGUKaLMOHHBI Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

switchport dotlq tunnel

MepesecTn NOpT pexkum paboTbl ¢ BHewHUM VLAN-Terom. KomaHga
ncnosb3yeTca ANnA HacTPOMKKU GpyHKkumum Q-in-Q.

switchport trunk native vlan
vian_id

no switchport trunk native
vian

vlan_id: (1..4094)/1

[ob6asutb Homep VLAN B KayectBe Default VLAN gns gaHHOro uH-
Tepdelica. Becb HeTermpoBaHHbIN TpaduK, NOCTYNAOWMI Ha AaH-
HbIW NOPT, onpeaenseTca B AaHHbIN VLAN.

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[o6asutb cnmcok VLAN gna nHitepdeiica.

- vlan_list — cnucok VLAN ID. inana3oH VLAN mMoKHO 3afaTb nepe-
yucneHMem yepes 3anATYIO WKW YKasaTb Haya/lbHOE U KOHeyHoe
3HauyeHua ananasoHa yepes geduc "-".

Yaanutb cnucok VLAN ans nHtepodelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
no YMO4aHUIo

[o6aButb uaeHTuoukatop VLAN nopta (PVID) ans 0OCHOBHOTO WH-
Tepdelica.
-vlan_id —vaeHTndunKaumoHHbii Homep VLAN noprTa.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

switchport ingress-filter

BKAOUNTE GUABTPALMIO BXOAALMX NAKETOB HAa OCHOBE MPUCBOEH-
Horo um 3HauyeHus VLAN ID. Echmn dunbTpaums BkAOYEHA, U NaKeT

|untaggedAndPrioritytagged}

-/dunbtpaums He BxoauT B rpynny VLAN c npucBOEHHbIM NakeTy 3HayeHnem VLAN
BK/IOYEHA ID, To naKkeT oTbpacbiBaeTcs.
no switchport ingress-filter BbIKNHOUNTL GUNBLTPALMIO BXOAALLMX NAKETOB Ha OCHOBE NPUCBOEH-
HOro um 3HayeHus VLAN ID.
switchport acceptable-frame- - untaggedAndPrioritytagged — Ha nopTy pa3peluaeTca npuem
type {tagged | all Jall TO/IbKO HETerMpoBaHHbIX Kaapos (frame);

- tagged — TO/IbKO TErMpPOBAHHbIX;
- all — nobbix Kagpos (frame).

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetuTb gobaBneHme ykazaHHomy VLAN-nopTy.

- vlan_list — cnucok VLAN ID. inana3oH VLAN moKHO 3aaath nepe-
yncaeHMem 4yepes 3anATyIO0 UAM YKa3aTb Haya/lbHOE M KOHeYHoe
3HaYyeHuna AuManasoHa Yepes gepuc "-".

PaspewwnTb fobaBneHne ykazaHHomy VLAN-noprty.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymonuyaHutio
YNeHCTBO B AedpOoNTHOM
VLAN paspelieHo

3anpetutb gobasneHune gedontHomy VLAN-nopTy.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport protected

no switchport protected

MepeBecTy NOPT B PEXKMM U30NALMUN BHYTPU TPYNMbl NOPTOB.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

Co3faTb UM NepesanmcaTth CyLWecTBYIOLLMIA CMCOK NOPTOB Ha YKa-
3aHHbIA HOBbIN.

port-isolation {add | remove} {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

[lo6aBWTb yKasaHHbIe NOPTbI K Y3Ke CYLLeCTBYIOLLEMY CMUCKY Uan
yZAanuUTb CNIUCOK.

switchport default-vlan tagged

no switchport default-vlan
tagged

YCTaHOBUTb NOPT KakK Ternpyowmii B gepontHomy VLAN.

YCTaHOBUTbL 3HaYeHuMe no YMONYaHUIO.

switchport map protocols-
group group-id vlan vian-id

no switchport map protocols-
group group-id

group_id:
(1..2147483647);
vlan_id: (1..4094)/no
ymonyaHuto PBV
BKJIIOYEH Ha BCeX
noprax

HasHauntb VLAN ID naketam, nonagatowmm B yKasaHHyto Group ID
Ha 3TOM nopTy. PasHble NOPTbI OAHOM M TOM e rpynmnbl MOryT COOT-
BeTCcTBOBaTb pa3Hbim VLAN.

Bbikntountb PBV Ha nopry.
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switchport map macs-group
group-id vlan vian-id

no switchport map macs-
group group-id

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcywectButbHasHaveHue vlan-id gna macs-group.

OTMeHUTb Ha3HauveHue vlan-id gns macs-group.

gvrp enable

gvrp disable

-/BbIKNOYEHO

BkntounTtb npotokon GVRP Ha nHTepdodeiice.

BbikntounTb NpoTokon GVRP Ha nHTepdeiice.

vlan restricted enable

vlan restricted disable

-/BbIK/IOYEHO

BK/tOUMTb 3anpeT Ha m3yyeHue vlan-aTpubyToB, NMOAYYEHHbIX OT
npotokona GVRP, Ha nHtepdeiice.

BbIKNOUMTL 3anpeT Ha M3yyeHue vlan-aTpubyToB, NOAYYEHHbIX OT
npotokona GVRP, Ha nHtepdeiice.

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
leaveall: msec/10000

YcTaHOBWTb 3HaYeHus TaimepoB GVRP Ha nHTepdeiice.

switchport unicast-mac
learning enable

BKkntounTb nsyyeHne MAC-agpecoB Ha MHTepdeiice.

- - -/BKNIOYEHO
switchport unicast-mac o
. X BbIkntounTb M3yyeHme MAC-agpecoB Ha nHTepdelice.

learning disable

switchport egress-filter BkAtoyaeT ¢unbTpaumio mcxoaawmx Kagpos (frame) Ha ocHoBse
npucBoeHHoro nm 3HadeHua VLAN ID. Eciv dunbTpaumsa BKAOYEH],
M NaKeT He BXOAMT B rpynny paspelleHHbix Ha nHtepdelice VLAN ID,

-/BKOUEHO TO NaKeT oTbpacbiBaeTcA.

no switchport egress-filter

BbIKNtoUnTL GpUAbTPaLMIo Ucxoaawmx kagpos (frame) Ha ocHoBe
npucsoeHHoro um 3HavyeHma VLAN ID.

switchport egress TPID-type
{portbased | vlanbased}

3apatb TPID gna ncxopAawmx Kaapos.

switchport voice vlan [vian_id]

no switchport voice vlan

vlan_id: (1..4094)

Bknatountb Voice VLAN gns noprta.
- vlan_id — ycTtaHoBUTb ngeHtuouKkatop VLAN gns nopra.

OtkntoumTb Voice VLAN pgna nopra.

voice vlan authentication
bypass

no voice vlan authentication
bypass

-/BbIKNIOYEHO

Paspewuntb Tpaduky Voice VLAN UrHopmpoBaTtb ayTeHTUMKALUIO
802.1x.

3anpetutb TpaduKky Voice VLAN UrHOpMpoBaTh ayTeHTUDUKALMIO
802.1x.

’ Mpu coBmecTHOM paboTe port-isolation u port-protected aonxkHo cobaoaatbca npasuno:

ANA 3aWMWEHHOrO ingress NopTa, B CNUCKe paspeLuéHHbIX, KOMaHAbl port-

isolation, He MOKeT 6bITb APYroro 3awWMLEHHOro NopTa. 3To NogpasymesaeT
BO3MOXHOCTb eNaTb 3alMLEHHBIMU egress NOPTbl B U30/ALUN UK ingress NopT, HO He
ingress u egress NopTbl 04HOBPEMEHHO.

Mpumep HacTpolikn Q-in-Q ¢ gobasneHnem meTkm 99 VLAN:

consolef#fconfigure terminal

console (config) # interface gi 0/1

console (config-if)# switchport mode access

console (config-if) # switchport access vlan 99
console (config-if) # switchport dotlg tunnel
(
(

console (config)# interface gi 0/2

console (config-if)# switchport mode trunk

’ KnueHTcKuii nopt gna pabotbl Q-in-Q 06a3aTenbHO A0MKEH ObiTb B peXume access.
L
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rn1obanbHOM KOHPUrypaLmm:

console (confiqg) #

Tabnunuya 54 — KomaHabl perkuma rnobanbHo KoHPUrypaumm

KomaHoa

3HayeHue/3HayeHue

no ymos4aHuro

Aelicmeue

mac-address-table static
unicast mac_add vlan vian_id
interface [fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port]
status [deleteOnReset |
deleteOnTimeout | perma-
nent | secure]

no mac-address-table static
unicast mac_add vlan vian_id

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

[o6asuTb ucxoaHbii MAC-agpec B Tabaunuy.

- Permanent — gaHHbIi MAC-agpec ocTaeTcs B Tabavue agpeca-
LMK nocne NnepeknoyeHuns ctaTyca nHTepdelica;

- Deleteonreset — gaHHbIM agpec yaanuTcsa nocne nepesarpysku
YCTPOWCTBA;

- Deleteontimeout — gaHHbIV agpec yaanutca no Tanm-ayry.

Yaanutb MAC-agpec 13 Tabaumubl.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 55 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show mac-address-table
address mac_addr [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MpocmoTp Bcen Tabamubl MAC-agpecos.

show mac-address-table count

MokasaTtb KonnyecTso 3anucet B Tabanue MAC-aapecos.

show mac-address-table count
summary

MoKa3aTb CYMMApHY CTaTUCTMKY no Tabanue MAC-agpecos.

show mac-address-table
dynamic unicast [vlan vian_id]
[address mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MoKa3saTb Tabanuy ¢ AMHamuyeckumm MAC-agpecamu.

clear mac-address-table
dynamic [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]
[vlan vian_id]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

YaanuTte AuHamudeckume 3anucu us tabanusl MAC-aapecos.

show mac-address-table
secure

MoKasaTb Tabauuy ¢ 3awuieHHbimM MAC-agpecamu.

show mac-address-table
secure recovery-file

XPaHAKOTCA NPU Nepesarpyske.

show mac-address-table
secure [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_portj]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

HOro uHTepodelica.
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show mac-address-table ad-
dress mac_add [interface
{fastethernet fa_port | giga-
bitethernet gi_port | tengiga-
bitethernet te_port}]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11

MokasaTb Tabanuy MAC-aspecoB 11 yKazaHHOIo MHTepdeica.

clear mac-address-table secure
[interface

{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port} ]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Yaanutb 3awwmuieHHble MAC-agpeca n3 Tabaunubl Ha MHTepdeiice.

show mac-address-table static
unicast [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MokasaTtb Tabanuy co ctatnyeckumn MAC-agpecamu.

show mac-address-table [vlan
vlan_id] [address mac_add]
[interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MokasaTtb Tabanuy MAC-agpecoB ana ykasaHHoro VLAN.

show garp timer [port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)
group: (1..24)

OT06pa3unTb 3HaYeHnna TalimepoB GVRP Ha nHTepdeiicax.

show gvrp statistics [port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel groupj]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11)
group: (1..24)

OT106pa3mnTb CTaTUCTUKY NpoToKoia GVRP.

clear garp counters{all | port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel groupj]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11)
group: (1..24)

O4YNCTUTL CTaTUCTUKY NpoTOKona GARP.

show vlan

Mokaszatb uHPopmauuio o Bcex VLAN.

show vlan id vian_id

vlan_id: (1..4094)

Moka3saTb HPopMaL Mo No KOHKpeTHomy VLAN.

show vlan protocols-group

MNMokasaTb MHGOPMALMIO O HACTPOEHHbIX FPYMMax U NPOTOKONAX.

show protocol-vlan

MokasaTb nHdopmaumio o VLAN, COOTBETCTBYIOLLMX Fpynnam npo-
TOKOJIOB Ha Pa3HbIX NOPTax.

KomaHObl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnuya 56 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue

no ymon4aHuro

Aelicmeue

show interfaces switchport {
fastethernet fa_port|
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MoKasaTb KOHOUIypaLuto NopTa, rPynnbl NOPTOB.
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4.9 Selective Q-in-Q

[daHHaa dyHKUMA NO3BOAIAET Ha OCHOBE CKOH(UIYPUPOBaHHbIX NPaBuA GUALTPALUK NO HOMepam
BHyTpeHHMX VLAN (Customer VLAN) npoussoauTtb gobasneHue BHewHero SPVLAN (Service Provider’s
VLAN), noameHsTb Customer VLAN.

[nAa ycTpoiicTBa co3aaeTca CNMCOK NPaBu, Ha OCHOBaHMM KOTopbix byaeT obpabaTbiBaTbea TpaduK.

Buz 3anpoca KoMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdeinca KoHduUrypaumm:

console# configure terminal
console (config) # interface{fastethernet fa port | gigabitethernet gi port | gi
tengigabitethernet te port| port-channel group|range{..}}

console (config-if) # N

Tabnunua 57 — KomaHabl perknuma KoHourypaumm nHtepdelica (ananasoHa nHtepoeiicos) Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

selective-qinq list ingress
override-vlan vian_id [ingress-
vlan ingress_vlan_id]

no selective-ginq list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094)
ingress_vlan_id:
(1..4094)

Co3pgaTb NPaBK/IO, Ha OCHOBAHWM KOTOPOTO BHELLHAA MeTKa
ingress_vlan_id BxogAauwero naketa byaeT 3ameHaTbcA Ha vlan_id.

YpanuTb yKasaHHoe npasBuso selective ging ana sxogawmx nake-
TOB.

selective-qinq list egress
override-vlan vian_id ingress-
vlan ingress_vlan_id

no selective-qginq list egress
[ingress-vlan vian_id]

vlan_id(1..4094);
ingress_vlan_id:
(1..4094)

Co34aTb NpaBWU/IO, Ha OCHOBaHMM KOTOPOrO BHELUHASA METKa
ingress_vlan_id ncxopauiero nakeTta byaet 3ameHsATbea Ha vlan_id.

YpanuTe cnucok npasua selective qing Ana ncxoaawmx nakeTos.

selective-qinq list ingress add-
vlan vian_id [ingress-vlan
ingress_vlan_id]

no selective-ginq list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094);

ingress_vlan_id:
(1..4094)

Co3paaTb NPaBWIO, HAa OCHOBAHMM KOTOPOro Ans TpaduKa ¢ BHeL-
Hel meTkoM ingress_vlan_id 6ypeT pnobasnaTbca meTka ¢ vlan_id.

YpanuTb yKasaHHoe npasBuo selective ging ana sxogawmx nake-
TOB.

selective-qinq list ingress
{deny | permit} [ingress-vlan
ingress_vlan_id]

no selective-qinq list ingress
[ingress-vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

Cosfatb NpaBuIo, Ha OCHOBAHMM KOTOPOTO TPAdUK C BHELLHEN meT-
KoM ingress_vlan_id nponyckaetcsa 6e3 nsmeHeHuit nam otobpacol-
BaeTcAa. Ecnv ingress_vlan_id He yKasaH, TO NponycKaTbCs uau oT-
bpacbiBaTbCs byaeT Becb TpaduK.

- deny — 3anpeLuaeT NPoxosKAeHMe NaKeToB C YKa3aHOoM BHeLWHel
METKOW;

- permit — paspeLlaeT NPOXoXKAeHNE NAKETOB C YKa3aHHOW BHeL-
Hel MeTKoW.

YpanuTb yKasaHHoe npasuio selective ging Ana BxoAAwWMX nake-
TOB.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnnua 58 — KomaHabl pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show selective-qing
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

OTobpasunTb cnMcok npasun selective sqing.
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4.10 Storm Control gna pasanyHoro Tpaduka (broadcast, multicast, unknown

unicast)

«lLTopm» BO3HMKaeT BC/AeACTBME Ype3MepHOro Kosaumdectsa broadcast-, multicast-, unknown
unicast-coobleHunit, 0 AHOBPEMEHHO NepeaaBaeMbixX N0 CETU Yepes 0AMH MOPT, YTO NPUBOAUT K Neperpyske
pecypcoB ceTn U NoABNEHUIO 3a4epKeK. «U.lTOpM)) MOXeT BO3HUKHYTb NPU HaTINMYUN «3aKO/IbLLOBAHHbIX»

cermeHTOB B ceTu Ethernet.

KommyTaTop n3mepAeT CKOPOCTb MNPUHMMaAeEMOro wnMpoKoBeLWaTesibHOro, MHOroagpecHoro wu
HEeN3BeCTHOro oaHoaapecHoro Tpacbm(a Ana nopTtoB C BKAKOYEHHbIM KOHTPOJIEM LLUMPOKOBELATE/IBHOTO
«wTopma» n OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbIWAET 3a4aHHOE MAaKCUMa/IbHOE 3HA4YEHUE.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUTypaLmm:

console (config) #

Tabanuya 59 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

storm-control mode {kbps |
pps}

-/pps

YCcTaHOBUTDL r106a/1bHO Kakue eauHULbl U3MepeHns HeobxogMmo
MCNONb30BaTh.

- pps — 06bem TpaduKa NaKeToB B CEKYHAY;

- kbps — 06bem Tpadurka KOUT B ceKyHAY.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHOHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, nHtepdeliica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 60 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

storm-control multicast level
{pps | kbps}

no storm-control multicast
level {pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/OYNTb KOHTPO/Ib MHOr0aApeCcHoOro TpaduKa:

- pps — 06bem TpaduKa NaKeToB B CEKYHAY;

- kbps — o6bem TpadurKa KGUT B cekyHAY.

Mpu 06HapyKeHUM MHOroaapecHoro Tpaduka HTepdeiic moxer
6bITb OTKNtOYEH (shutdown) nnu gobasneHa 3anuch B XKypHan co-
obueHni (trap).

BbIKNOUMTL KOHTPOJIb MHOTOAAPECHOro TpadumKa.

storm-control dif level {pps |
kbps}

no storm-control dif level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IHOYNTb KOHTPO/Ib HEM3BECTHOMO OZHOAAPECcHOro TpaduKa.

- pps — o6bem TpaduKa NAKETOB B CEKYHAY;

- kbps — ob6bem TpaduKa KOUT B cekyHAay.

Mpu 06HapyKeHUM HeEU3BECTHOrO OAHOAAPECHOTO TpaduKa UHTepP-
deic moxeT 6bITb OTKAOYeH (shutdown) nan nobasneHa 3anuch B
YKYypHan coobuueHwuii (trap).

BbIK/IIOYNTL KOHTPOIb 0AHOAZAPECHOTO TpaduKa.

storm-control broadcast level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BKHOUNTBL KOHTPO/Ib LUMPOKOBELLATENbHOrO TpaduKa.

- pps — ob6bem TpaduKa NaKeToB B CEKYHAY;

- kbps — o6bem TpadurKa KGUT B cekyHAY.

Mpu 06HapyKeHUM WMPOKOBeELLaTeIbHOro TpaduKa nHTepdeinc mo-
eT 6bITb oTKNto4eH (shutdown) nnu gobasneHa 3anuch B XKypHan
coobuieHuit (trap).
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no storm-control broadcast BbIKNOUMTb KOHTPOJIb LUIMPOKOBELWATENBHOIO TPadUKa.

level {pps | kbps}

storm-control {multicast | dif | OTKNOYNUTL UHTepdENC NPy 06HAPYKEHNN MHOTOAAPECHOTO, HEN3-

broadcast} action shutdown BECTHOMO OA4HOAAPECHOrO UM LIMPOKOBELLATEIbHOTO TpaduKa.

no storm-control {multicast | - OTMEHUTb OTK/OYeHUE UHTepdelica Npy 0bHapyKeHUU MHOroas-

dif | broadcast} action PECHOro, HeEM3BECTHOrO OAHOAAPECHOTO MW LUMPOKOBELLATENbHOMO
TpadwukKa.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnnua 61 — KomaHapl pexkuma EXEC

3HaveHue/3HayeHue .
KomaHoa / Aeiicmeue
no yMmoa4aHuo

show interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]
storm-control

MokazaTb KoHGUIrypauuio GYHKLMN KOHTPOAIA LUMPOKOBELLATENb-

fa_port: (0/1..24);
-P (o/ ) HOrO «LWITOPMa» ANA YKasaHHOro nopTa, IMbo BCcex NOPTOB.

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24)

show storm-control - OTobparkaeT TEKYLLYIO HAaCTPOMKY eANHUL, USMEPEHUSA.

4.11 lpynnbi arperauyumn KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl 0b6ecnednBaloT NOALEPKKY rpynn arperaumm KaHanos LAG B KOoAMYecTBe COrNacHo
Tabanue 9 (cTpoKa «Arperauna KaHanos (LAG)»). Kaxkaan rpynna nopToB A0KHA COCTOATb M3 MHTepdelicoB
Ethernet c oanHakoBoOW CKOPOCTbIO, paboTaloWwmx B AynaeKCHOM pexume. O6beanHeHMe NOPTOB B rpynny
yBE/IMYMBAET MPOMYCKHYIO CMNOCOBHOCTb KaHana MeXAay B3aMMOAEWCTBYIOWMMMU YCTPOMCTBAMMU U
MOBbILLAET OTKA30YCTOMYMBOCTb. [pynna NOpToB ABAAETCA A/ KOMMYTaTopa OAHMM JIOTMYECKUM MOPTOM.

YCTpOMCTBO NoaAep KMBaeT ABa pexmma paboTbl rpynnbl NOPTOB — CTaTMYECKad rpynna v rpynna,
paboTatowas no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYHOLLEM pasgene
KOHbUrypaumm.

/ Ecnam ana nntepdeiica npousseaeHbl HACTPOWKKU, TO ANA A06aBNeHUA ero B rpynny ciegyet
BEPHYTb HAaCTPOMKM N0 YMOIUYAHUIO.

[JobasneHune nHTepdelicos B rpynny arperauymn KaHaaoB AOCTYMHO TO/IbKO B PEXKMME KOHOUrypauum
uHTepdelica Ethernet.

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHdurypaumm nutepdeica Ethernet:

console (config-if) #
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Tabnmua 62 — KomaHabl pexkmuma KoHpurypaumm uHtepodeiica Ethernet

3HayeHue/3HayeHue
no yMmoA4aHuio

KomaHda

Aeiicmeue

channel-group group mode {on
| active | passive}

group: (1..24);
mode: (on, active,
passive)

no channel-group

[o6asutb Ethernet-uHtepdeiic B rpynny nopTos.

- On — po6aBuTb MHTEPEIC B CTAaTUHECKYIO FPYNMy NOPTOB;

- Active — o06aBuUTb MHTepdeEliC B rpynny NOpToB, paboTaroLLmx
no npotokony LACP, npu aTom otnpaska PDU ocywecTtBnaerca
BCeraa;

- Passive — no6aBuTb MHTepdeic B rpynny nopTos, paboTatoLmx
no npotokony LACP, npu atom oTnpaska PDU ocywectensaeTca
TO/IbKO B TOM C/ly4ae, ecam ycTpoictso nosyyaet PDU ot cocep-
Hero ycTpoWucTBa.

’ Ecnu 3HaueHne MTU pgnsa Ethernet n Port-Channel un-
H TepdeiicoB oTanyaloTca, To 406aBUTb AAHHbIM
Ethernet-uHtepdeiic B rpynny nopToB Henb3A.

Yaanutb Ethernet-nuntepdeiic n3 rpynnbl nopToB.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMmMa rnobanbHoOM KOHGUIypauum:

console# configure terminal
console (config) #

Tabnnuya 63 — KomaHabl pexkmuma rnobanbHo KoHPUrypaumnm

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aeiicmeue

shutdown port-channel

-/BKIOYEHO

no shutdown port-channel

OTKAOYUTL paboTy mogyna port-channel Ha ycTpolicTse.
’ [aHHaA KoMaHAa OTKAOYaeT paboTy moayna port-
- channel c 6e3Bo3BpaTHbIM yAaneHnem Bcex HacTPoeK
6n0Ka LAG.

BKkntounTb paboty moayna port-channel Ha ycTpoiicTee.

port-channel load-balance
{src-dest-mac-ip | src-dest-mac
| src-dest-ip |
src-dest-mac-ip-port |
dest-mac | dest-ip | src-mac |
src-ip}

-/src-dest-mac

3apaTb MexaHU3m 6anaHCMPOBKM HArpysku ans ctpaterun ECMP
W ANA TPYNNbl arpernpoBaHHbIX MOPTOB.

- src-dest-mac-ip — mexaHn3m 6anaHCMPOBKM OCHOBbIBAETCS Ha
MAC-agpece u IP-agpece UCTOUYHUKA U NONyYaTeNs;

- src-dest-mac — mexaH13m 6aNaHCUMPOBKM OCHOBbIBAETCA HA
MAC-agpece UCTOYHMKA U NoNyYaTens;

- src-dest-ip — mexaHn3m 6anaHCMpPOBKKN OCHOBbIBAeTcA Ha IP-ag-
pece UCTOYHWUKA M NoJlyyaTens;

- src-dest-mac-ip-port — mexaHvM3m 6anaHCMPOBKM OCHOBbLIBA-
etcAa Ha MAC-agpece, IP-agpece UCTOYHMKA M Nnoay4vaTens, a
Takxe TCP-nopTe Ha3HavyeHun;

- dest-mac — mexaH13m H6anaHcMpPOBKM OcHOBbIBaeTcA Ha MAC-
agpece nony4yarens;

- dest-ip — mexaHn3m 6anaHCMPOBKM OCHOBbLIBaeTcA Ha IP-aa-
pece nony4yartens;

- sSrc-mac — MexaHn3m 6anaHCcMpPOBKKU ocHOBbIBaeTcA Ha MAC-
agpece UCTOYHUKA;

- src-ip — mexaHu3m HanaHCMpPOBKM OCHOBbIBaeTcA Ha IP-agpece
MCTOYHMKA.

set port-channel enable

BkAtounTb paboTy LAG rnobanbHo Ha KoMmyTaTope.

set port-channel disable

BbIKNtoUnTb paboTy LAG rnobanbHO Ha KOMMmyTaTope.

set port-channel independent-

-/OTKNIOYEHO
mode enable

BK/tOUYNTL aBTOHOMHbIN pexxnm paboTbl LAG.

set port-channel independent-
mode disable

BbIKNOUMTb aBTOHOMHbIV pexmMm paboTbl LAG.
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Ha ycrpoicrsax MES2424 n MES2448 BbI6paHHbIN anroputm 6anaHCUPOBKU
6ypert pabotaTb TONbKO Ana TpaduKa c 06yyeHHbIM agpecom B MAC-Tabnuue.
Ecnn MAC-apgpec HasHauyeHuA TpaduKa oTCcyTCTBYeT B Tabaunue, 6anaHcuposka
6yAeT NpousBoAUTLCA NO METOAAM:

— L2-tpaduk — src-dest-mac;

— L3-tpadukK(IPv4/IPv6) — src-dest-ip.

.-

4.11.1 Cmamuyeckue 2pynnol azpe2ayuu KaHan0e

dyHKUMel cTaTndeckux rpynn LAG asnseTtca 06beAnHEHNE HECKOIbKMX GU3NYECKUX KaHA0B B OZINH,
YTO MO3BO/AET YBENNYUTL NPOMNYCKHYHO CNOCOBHOCTb KaHasna U NOBbICUTb €ro 0TKasoyCcToM4YMBOCTb. s
CTaTUYECKUX rPpynn NPUOPUTET UCNONb30BaHMA KaHaN0B B 06beAMHEHHOM MNy4YKe He 3a43aeTcA.

Ona BrknoueHua pabotbl MHTepdeiica B cocTaBe CTaTUYECKOM rPpynnbl UCNONb3YIiTe KoMaHay
channel-group {group} mode on B pexxume KoHdpUrypauum cooTeeTcTByIOWEro uHTEpdeiica.

4.11.2 lpomoKon azpez2ayuu KaHanoe LACP

dyHKumel npotoKkona Link Aggregation Control Protocol (LACP) sBnsieTca 06beAnHEHNE HECKONBKUX
bU3NYECKMX KaHaNoB B OAMH. ArperMpoBaHWe KaHaNoB MCMONb3YETCA ANA YBE/JMYEHUA NPOMNYCKHOM
CNOCOBHOCTM KaHana M MOoBbIWEHMA ero oTKkasoyctoumsoctn. LACP nossonseT nepeaasatb TpaduKk no
06beMHEHHbIM KaHanam B COOTBETCTBUM C 334aHHbIMU MPUOPUTETAMM.

V Ona BKAoyeHuA paboTbl MHTepdeiica no npotokony LACP wucnonb3yiiTe KomaHay
channel-group {group} mode active/passive B pexxume KOHPUrypaLmm COOTBETCTBYIOLLErO
uHTepdeiica.

KomaHObI pexcuma 2n10b6as1bHoU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM pexxnma riobanbHoM KoHbUrypauum:
console (config) #

Tabnvua 64 — KomaHabl pexxnma rnobanbHon KoOHPUrypawmm

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
no ymMoa4YaHuro
lacp system-priority value YCTaHOBWUTb NPUOPUTET CUCTEMBI.
— value: (0..65535)/1
no lacp system-priority YCTaHOBWUTb 3HAYEHME MO YMOMYAHMIO.
lacp system-identifier YcTaHoBUTb id yyacTHMKa lacp.
mac_addr -
no lacp system-identifier Ypanute id y4acTtHuKa lacp.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica Ethernet

Buz 3anpoca KoMaHAHOW CTPOKM B pexnume KoHdurypaumm nntepdeliica Ethernet:

console (config-if) #

Tabnunua 65 — KomaHabl perknuma KoHourypaumm nHtepdelica Ethernet

Komanda 3HaveHue/3HaveHue Leiicmeue
no ymoa4YaHuro
lacp timeout {long | short} YCTaHOBWUTb aAMMUHUCTPATMBHbIV TalimayT npoTokona LACP:
- long — pautenbHoe Bpems TalimayTa;
-/long - short — manoe Bpems TalimayTa.
no lacp timeout YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.
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lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHoBUTb NpuopuTeT nHTepdelica Ethernet.

YCTaHOBWUTb 3HAYeHUE NO YMOI4aHUIO.

KomaHOowb! pexcuma EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 66 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show lacp {port_chanel_id}
{neighbor [detail]| counters}

MokaszaTtb uHPopmauuio o npotokone LACP.

show etherchannel summary

MpocmoTp nHpopmauum o LAG.

show etherchannel detail

MpocmoTp noapobHoin nHdopmaumm o LAG.

show etherchannel load-
balance

MpocmoTp anroputma 6anaHcuposku LAG.

show etherchannel protocol

MpocmoTp npoToKona LAG.

show etherchannel port

MpocmoTp MHbopMauum o nopTax B cocTase LAG.

show etherchannel port-
channel

MpocmoTp nHpopmauum o LAG.

MNprmep HaCTPOMKMU:

console (config)# set port-channel enable
console (config) # interface port-channel I
console (config-if)# no shutdown

console (config) # interface range gi 0/1-2
console (config-if-range)# no shutdown

(
(
(
console (config-if) # exit
(
(
(

console (config-if-range) # channel-group 1 mode active

4.12 Hacrpoiika IPv4-apgpecauum

B paHHOM pa3pene onucaHbl KOMaHAbl AnA HaCTpOl‘;ﬂ(M CTaTUYeCcKMx napameTtpos IP-agpecauun,
TaKuX Kak IP-agpec, macka nogcetu, WAK3 N0 YMOIHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm nutepdeica VLAN:

console (config-if) #

Tabnnua 67 — KomaHabl pexkMma KoHourypauum nHtepdelica

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

ip address ip_address
{ip_mask

|prefix_length} [secondary
{ip_address {ip_mask
|prefix_length} }]

no ip address [ip_address]

HasHaueHue 3agaHHOMY UHTepdelicy IP-agpeca M Macku NoaceTy.
- secondary — no3BoAsAeT HaCTPOUTb AONONHUTENbHbIE IPV4-
appeca Ha Tekywmit interface vlan. [1na HacTpoiiku TpebyeTtca
Ha/Mume ocHoBHoro IPv4-aapeca Ha uHTepdelice.

Yaanexue IP-agpeca nntepdelica.
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ip management outer-vlan
vian_id

no ip management outer-vian

vlan_id: (1...4094)

BkntoueHne o0b6paboTkn QinQ-Tpadmka ynpasneHuns Ha CPU. MNapa-
meTp vlan-id Ha3HauvaeT BHewHui Ter 802.1Q.

' OnAa KoppeKTHOU paboTbl GyHKLMU HEO6X0AUMO Hanm-

- une akTMBHOro vlan_id Ha KommyTaTope. Mpu 3TOM one-
paTuBHoe coctoaHue interface vlan, Ha KoTopom HacTpauBaeTca
dYHKUMUA, AOMKHO 6bITb Up.

' JaHHble HACTPOWNKM BbIMONHAKOTCA Ha WHTepdeiice C-

. VLAN.

BbikntoyeHne obpaboTkmn QinQ-Tpadmka ynpasneHmsa Ha CPU.

ip address dhcp [client-id
{fastethernet fa_port |
gigabitethernet gi_port

vlan vian_id}] [hostname
name]

| tengigabitethernet te_port |

no ip address dhcp

vlan_id: (1-4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
name: (1..32) cumBona

MonyyeHwne IP-agpeca ot DHCP-cepBepa. YcTaHOBKa onumii 12 n
61.

3anpeT ncnonb3osaHnA npotokona DHCP ana nonyyeHuma IP-
agapeca ot DHCP-cepsepa.

ip dhcp client vendor-
specific string

no ip dhcp client vendor-
specific

string:(1..256)/moaens
KommyTaTopa

YCTaHOBUTb 3HauYeHue onumm 60.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

MNo-ymonuaHuto, uutepoeiicol Vlan HaxoaAatca B coctosHuu Admin down. MpusecTtu B co-
. crosaHne Admin Up ux moxkHo kKomaHaou no shutdown.

Mpumep HacTpolikn 06paboTku TpaduKa c S-vlan 10, C-vlan 20 Ha CPU:

console# !

console (confiqg) # interface wvlan 20
console (config-vlan)# ip management outer-vlan 10

KomaHOwbi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexxume privileged EXEC:

console#

Tabnvua 68 — KomaHabl pexxkmuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

renew dhcp vlan vian_id

vlan_id: (1..4094)

OTtnpasuTtb 3anpoc K DHCP-cepeepy Ha obHoBNeHMe IP-agpeca.

show ip interface vlan vian_id

vlan_id: (1..4094)

MoKasaTb KoH$Mrypaumio IP-agapecaumn ANs yKasaHHOIo MHTEp-
delica.

4.13 Hacrpoiika IPv6-agpecauum

4.13.1 lpomokon IPv6

KommyTtaTopbl noaaepxusatoT paboTy no npotokony IPv6, uto AsnaeTca 601blWLMM NPEUMYLLECTBOM,
T.K. npoTokon IPv6 paspaboTaH ans Toro, 4tobbl B HyayLiem NOAHOCTbIO 3aMEeHUTb agpecaLuio NPoToKoaa
IPv4. Mo cpaBHeHuto ¢ IPv4 npoTokon IPv6 nmeeT pacluMpeHHoe agpecHoe NpocTpPaHCcTBO — 128 6MT BMecTo
32. Agpec IPv6 npeactaBnnet cobolt 8 6/10KOB, pasAeNeHHbIX ABOETOYMEM, B KaxKgom 6soke 16 6ur,
3aMMCaHHbIX B BUAE YeTblpex WecTHaAUaTePUYHbIX Yncen.
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MomMMmO yBeNMYeHMA aApecHOro MNPOCTPaHCTBa MPOTOKOA IPV6 uMMeeT mMepapxXuMUecKyto cxemy
aapecaumn, obecrnedymBaeT arperauqio MaplUpyToB, ynpouwaet Tabavuy MapuwpytMsaumun, npu 3Tom
abdeKTMBHOCTb PaboTbl MapLIPYTU3aTOPa NOBbILIAETCA 33 CYET MeXaHM3Ma 0BHaPYKeHNA CoCeAHMX Y3/10B.

V Ecnu 3HaueHue rpynnbl UM HECKONIbKUX FPYNN NoApPAA B agpece npotokona IPv6 paBHO Hy o
— 0000, TO pMaHHble Trpynnbl MoOryT ObiTb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6bITb COKpawieH go FE40::AD21:FE43. Co-
KpalieHUto He MoryT 6bITb NoaBeprHyTbl 2 paspeneHHble HyleBble rpynnbl M3-3a BOSHUKHO-

BeHUA HeoAHO3HAYHOCTU. CoKpalaeTca camana 60nbluas HyneBas rpynna.

EUI-64 — 310 nageHtTudUKatop, co3aaHHbI Ha 6ase MAC-agpeca uHtepdeiica, apnawLwmiica
64 mnapgwumn 6utamu IPvb-agpeca. MAC-agpec pa3busaerca Ha ABe yactTu no 24 6ura,
meXay KoTopbimu aobasnserca KoHcTaHTa FFFE.

v

4.13.2 Hacmpoiiku npomokona IPv6

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabnnuya 69 — KomaHabl pexkmuma rnobanbHo KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 unicast-routing

no ipv6 unicast-routing

-/BKAKOYEHO

BK/IIOUMTL MapLLpyTU3aLMI0 MeXAY ipve-npedukcamm.

OTKNOUUTD MapLLPYTU3ALMIO MEXAY ipve-npedukcamm.

ipv6 neighbor ipv6_address
vlan vian_id MAC-address

no ipv6 neighbor ipv6_address
vlan vian_id MAC-address

ipv6_address:

XXXX::XXXX;
vlan_id: (0...4094);

MAC-address:

Co3aaTb cTaTMYeCKyto 3anuchb ipvb neighbor.

Y4anuTb CTaTMYEeCKyHo 3anuch ipv6 neighbor.

XX XX XX XX XX XX/ -
ipv6 route ipv6_address prefix- ipv6_address: HacTpouTb cTaTUYeCcKnin MapLupyT A0 YKasaHHoro ipv6-npedukca.
length {vlan vian_id | XXXX:XXXX;

next_hop_ipv6_address}
[administrative_distance]
[{unicast | anycast}] | next-
hop-ipv6-address}

no ipv6 route ipv6_address
prefix-length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[unicast | anycast]

prefix-length: (0-128);
vlan_id: (1..4094);
next_hop_ipv6_address:
XXXX:: XXXX:

administrative_distance:

(1-255)

YAanuTb cTaTUYecKunii MapLIpyT 40 yKasaHHoro npedukca.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B perxnume KoHdurypaumm nutepdeinca VLAN:

console (config-if) #

Tabnmua 70 — KomaHAabl pexkmuma KoHpurypaumm nHtepodeica

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmesue

ipv6 enable

no ipv6 enable

-/BbIKAtO4EHO

BkntounTb paboTy NnpoTokona IPv6 Ha nHTepdeiice. FeHepupyeT
ipv6 link-local agpec Ha saHHOM uHTepdelice.

OTKAtounTb paboTy NnpoTokona IPv6 Ha nHTepdelice.
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ipv6 address ipv6_address . YctaHoBuUTb ipv6 link-local agpec Ha aaHHOM mMHTepdeiice.
prefix-length link-local cga |;))(\;((§(_Xad):jxr;)s(s

no ipv6 address ipv6_address prefix—lenéth: (01128) Ypanute ipvé link-local agpec Ha gaHHOM MHTepdeiice.
prefix-length link-loca

ipv6 address ipv6_address HacTpouTb yKasaHHbIN ipvb-aapec Ha nHTepdelice.
prefix-length [unicast | - eui64 — ncnonb3osatb anroputm EUI-64 gna reHepaunu agpeca.

anycast | eui64] ipv6_address:

XXXX:: XXXX;

no ipv6 address ipv6_address prefix-length: (0-128)/-

prefix-length [unicast | anycast
| eui6d]

YpanuTb yKasaHHbIN agpec ¢ MHTepodeiica.

KomaHOwb! pexcuma EXEC

Buz 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnuya 71 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymoa4aHuio
show ipv6 interface [vlan ) OTo6pa3nTb cOCTOAHME U HAacTPOMKK IPv6-uHTEpdElicos.
vlan]
show ipv6 route OT1obpasunTb Tabnnuy mapwpytusaunm gna IPve.

[connected | static | -
summary | ipv6-prefix]

show ipv6 traffic [interface OT06pasnTb CTaTUCTUKY MO MPUHATBIM M OTMPABAEHHbIM
vlan {vian-id/vfi-id}] [hc] IPv6-nakeTam.

4.14 HacTtpoiika NnpoTOKON0B

4.14.1 Hacmpolika npomoKonaa ARP

ARP (Address Resolution Protocol — npoTokon paspelleHua agpecoB) — MPOTOKOJ KaHa/lbHOro

YPOBHA, BbINO/HAIWMIA PyHKUMIO onpeaeneHma MAC-agpeca Ha OCHOBaHMM COAEpPrKaLLerocs B 3anpoce
IP-agpeca.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMME rN06anbHOM KOHPUIypaLmm:

console (confiqg) #

Tabnunua 72 — KomaHabl perknuma rnobanbHoM KoHpUrypaumm

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymoa4YaHuro
arp ip_addr hw_addr [vlan [Jo6aBuTb cTaTnyeckyto 3anmcb cootseTcTeus IP- 1 MAC-agpecos
vlan_id] B Tabanuy ARP ansa ykasaHHol VLAN.

bopmar ip_addr: - ip_address — IP-agpec;

A.B.C.D;
bopmar hw_address: - hw_address — MAC-agpec.
- H.H.H
no arp ip_addr H:H:H:H:H:H Yaanutb cTaTMYecKkyto 3anucb cootsetcTaua IP- n MAC-agpecos
H-.H-.H-.H:H.-H- 13 Tabnnupsl ARP ana ykasaHHoro B komaHge IP-agpeca.

vlan_id: (1..4094)

arp gratuitous interval seconds seconds: YCTaHOBUTL MHTEPBAN MeX Ay OTNpaBKoi gratuitous arp coobLue-
(15..86400)/150 ceKkyHg, | HuA.
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no arp gratuitous interval

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.

arp timeout seconds

no arp timeout

seconds: (30..86400)
ceK

HacTpouTb Bpems *KU3HM gMHAMUYECKUX 3anucein B Tabamue ARP
(cek).

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnme KoHurypaumm nutepoeiica VLAN:

console (config-if)#

Tabnnua 73 — KomaHabl pexkmma KoHourypauum nHtepdelica

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip arp gratuitous periodic

no ip arp gratuitous periodic

-/BKNIOYEHO

BKkAtOUMTb OTNpPaBKy gratuitous arp-coobLLeHN .

BbIK/IOYMTL OTNPABKY gratuitous arp-coobLueHuii.

KomaHObl pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnuua 74 — KomaHabl pexkmma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmar ip_address:
A.B.C.D
dopmat mac_address:
H.H.H uan H:H:H:H:H:H
nnm H-H-H-H-H-H;
vlan: (1..4094)

MokasaTtb 3anucy ARP-Tabanubl: Bce 3anucu, dunbTp no IP-agpecy;
dunbTp No MAC-agpecy; dounbTp no nHTepdeicy.

- ip_address — |P-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

loKasaTb TeKyLLyo CTAaTUCTUKY NPOTOKOANA arp.

clearip arp

YpanuTb Bce guHamuuyeckue 3anmcu ns ARP-Tabanupl.

4.14.2 MexaHu3m obHapy»ceHusa nemens (loopback-detection)

[JaHHbIA MexaHM3M NO3BONAET YCTPOMCTBY OTC/IEXMBATb 3aKONbLLOBAHHbIE NOPTbI. [eTaa Ha nopTy
06HapyrKMBaeTca NYTEM OTCbIIKM KOMMYTaTOpPOM Kaapa (frame) c aapecom HasHa4YeHMs, COBNaZAoWMM C
oaHUM 13 MAC-agpecoB yCcTpOICTBa.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume rno6anbHon KoHGUrypaumm:

console (config) #
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Tabnunua 75 — KomaHabl perkuma rnobanbHoM KoHpUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/BKAOYEHO

OTKAounTbL paboTy mogyns loopback-detection Ha ycTpoiicTse.

' DaHHas KomaHga oTKA4YaeT paboty mogynsa loopback-

b detection c 6e3803BpaTHbIM yAaNeHMEM BCEX HAaCTPOeK
6n0Ka LBD.

BkntounTb paboty moayns loopback-detection Ha ycTpolicTse.

loopback-detection enable

loopback-detection disable

-/BbIK/IOYEHO

BKIOUNTL MEXaHU3M 06Hapy)KEHMH neTenb ANA KOMMYTaTOopa.

BoccTaHOBMTb 3HaYeHMe no YMONYaHULO.

loopback-detection interval
seconds

seconds: (1..60)/30

YcTaHOBUTbL MHTepBan mexay loopback-kagpamu.
- seconds — WHTepBan BpemeHn mexxay LBD-kagpamu.

mac_address

CEeKyH
no loopback-detection interval yha BoccTaHOBWTL 3HaYeHME N0 YMONYAHUIO.
loopback-detection Onpegenntb MAC-agpec HazHayeHus, yKasaHHbIN B LDB-Kkaape.
destination-address -[ff.£f.£ffFAFFF Mo ymonyanuio MAC-agpec HasHaYeHUA LWUPOKOBeLa-

Y

TeNbHbIN.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

¢elica epynnel nopmos

Bupa, 3anpoca KomaHAHOW CTPOKM B pexxume KoHourypaumm mHtepdeiica Ethernet, nnrepdeiica

rpynnbl NOPTOB:

console# configure terminal
console (config) # interface { fastethernet fa port | gigabitethernet

gi port |

console (config-if) #

tengigabitethernet te port | port-channel group}

Tabnuua 76 — KomaHabl pexkuma koHoburypaumm nHtepoeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

loopback-detection enable

loopback-detection disable

-/BbIKNIOYEHO

BKAOUNTL MeXaHM3M OBHapyKeHUA neTenb Ha NOpPTy.

BoccTaHOBUTL 3HaYeHMe N0 YMOYAHMUIO.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:

console#

Tabnnua 77 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

show loopback-detection
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
statistics]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

OTo6pasunTb cocTosHMe mexaHu3ma loopback-detection.

debug loopback-detection [all
| buffer-alloc | control |
critical | pkt-dump | pkt-flow ]

-/OTKNIOYEHO

BKOUYUTL OTNPaBKy coobLieHnit no cobbitnam loopback-detec-
tion.

4.14.3 Cemelicmeo npomoKosnoe STP (STP, RSTP, MSTP)

OcHoBHoOWM 3aaaveit npoTtokona STP (Spanning Tree Protocol) asnsetca npuseaeHue cetn Ethernet c
MHOXECTBEHHbIMW CBA3AMM K APEBOBMAHON TOMOAOMMKN, UCKNOYAIOWEN LMKAbI MaKeToB. KommyTaTopbl
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06MEeHMBAOTCA KOHPUrypaLMOHHbIMKM COOBLLEHNAMM, MCNOAb3yA Kagpbl cneuuanbHoro dopmara, U
BbIBOPOYHO BKAIOUAIOT M OTKAIOYAIOT Nepeaady Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) ABnsieTcs ycoBeplleHCTBOBAHMEM MpoTOKosa STP, xapaKkTepusyetca
MEHbLWMM BpeMeHemM MpuBELEHNA CeTU K LPEeBOBMAHOWM TOMONAOIMM U UMeeT 6osiee BbICOKYHO
YCTOMYNBOCTb.

MpoTtokon Multiple STP (MSTP) saBnaetcs Haubonee coBpemeHHoOM peanusaumen STP,
nogaeprkmpatoweit umcnonbzosaHne VLAN. MSTP npeanonaraer KoHourypauuio Heobxogmmoro
KOJIMYECTBA SK3EMNAAPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT umcna rpynn VLAN Ha
KommyTaTope. Kaxablii aK3eMniap MOKeT cogepkaTb HeckonbKo rpynn VLAN. HegoctaTkom npoToKona
MSTP aBnsieTcA TO, YTO Ha BCEX KOMMYyTaTopax, B3anmogencraytowmx no MSTP, onxHbl O6biTb 0AMHAKOBO
cKoHuUrypuposaHbl rpynnbl VLAN.

V MaKcmmanbHO aonycTtumoe Koam4yectso aksemnaapos MSTP — 64.

4.14.3.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 78 — KomaHapbl pexunma rnobanbHon KoHoUrypaumm

Komanda 3Ha4yeHue/3HayeHue leiicmeue
o yMOAYAaHUIO
shutdown spanning-tree OTKAtounTL paboTy moayns STP Ha ycTpolicTse.
JaHHasa KomaHAa oTKAloYaeT paboty mogynsa STP c 6es-
. BO3BPaTHbIM yAa/NeHUemM BCex HacTpoeK 6aoka STP.
-/BKAOYEHO " .
' Mogaynb STP BKAtloyaeTca KomaHAoM spanning-tree.
.
spanning-tree /BKnioueHO Pa3spelwmnTb MCNoib30BaHME KOMMYTATOPOM NpoTOKoNa STP.
no spanning-tree 3anpeTuTb UCNob30BaHNME KOMMYTaTOPOM NpoToKona STP.
spanning-tree mode { rst | YCTaHOBUTL pexkum paboTbl npoTokona STP:
mst} /MSTP - rst — |EEE 802.1W Rapid Spanning Tree Protocol;
- mst — |EEE 802.1S Multiple Spanning Tree Protocol.
no spanning-tree mode YCTaHOBWTb 3HAYEHWE MO YMONYAHUIO.
spanning-tree forward-time YCTaHOBWUTb MHTEPBAN BPeMEeHW, 3aTpauymMBaeMblil Ha NPOC/ayLWKBa-
seconds HUE W U3yYeHWe COCTOAHUIM nepen NepekNtovYeHnemM B COCTOAHMUE
seconds: (4..30)/15 cek nepeaayu.
no spanning-tree YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
forward-time
spanning-tree hello-time YCTaHOBWUTb MHTEPBaN BPpEMEHU MEXAY Nepesadyamm LWMPOKOoBeLLa-
seconds Te/IbHbIX coobLeHnl «Hello» K B3aMmogencTByOWMM KOMMYTaTO-
seconds: (1..2)/2 cek
pam.
no spanning-tree hello-time YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
spanning-tree max-age YCTaHOBUTL BpeMs ¥K13HU cBA3ytloLwero aepesa STP.
seconds seconds: (6..40)/20 cek
no spanning-tree max-age YCTaHOBWTb 3HAYEHWE MO YMONYAHUIO.
spanning-tree priority rior val: HacTpouTb npropuTeT yCTpolicTBa B cBA3ytlolem aepese STP.
prior_val 0 6p1440_)/32.768 3HayeHue npuopuTeTa A0MKHO 6bITb KpaTHO 4096.
no spanning-tree priority - YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
spanning-tree pathcost BKOYUTB AMHAMMYECKoe onpeaeneHme LeHHOCTU NyTu.
dynamic [lag-speed] /BbIKAOUEHO - lag-speed — onpegeneHve LEeHHOCTM NyTM OyAET BbIMMCAATLCA
npu M3meHeHumn ckopoctn LAG.
no spanning-tree pathcost YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
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spanning-tree pathcost
method {long|short}

YCTaHOBUTbL METOZ onpeaeneHusa LLeHHOCTHU NyTH.
- long — 3HayeHMe LeHHoCTM B AnanasoHe 1..200000000;

no spanning-tree
compatibility

-/long - short — 3HaueHue LeHHOCTM B AMana3oHe 1..65535.
no spanning-tree pathcost YCTaHOBMWTb 3HaYeHNe NO YMOIYAHUIO.
method
spanning-tree compatibility Bepcua coBmectumoctu STP.
mst | rst | st
{ I | stp} -/BKAOUEHO

YCTaHOBWTb 3HaYeHMe N0 YMOJHAHUIO.

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

MNoporosoe kKoanyecteo TCN BPDU, npu KoTopom 3anyckaeTcsa Tait-
Mep, KOTopbIl paBeH 3HaveHuto flush-interval.

YCTaHOBWTb 3HaYeHMe N0 YMOJHaHUIO.

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBUTb 3HAYeHMEe WHTepBasa, Mocie KOTOpPOro npousonaéT
ounctka MAC-Tabaumubl nocge nonyyvernsa TCN BPDU.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

spanning-tree transmit
hold-count count

no spanning-tree transmit
hold-count

count: (1..10)/6

IT0 3HaYeHue yKasblBaeT MAaKCMMa/ibHOE KOJIMYECTBO NaKeToB, KO-
TOpble MOTyT 6bITb OTNPaB/AEHbl B 33a4aHHbIN MHTEpBan BpemeHu
hello-time.

YCTaHOBWTb 3HaYe€HMe N0 YMOYAHMIO.

Mpu 3aaanum STP napameTpos forward-time, hello-time, max-age Heo6xoaumo BbinosHEHUE
ol | ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepdagelica Ethernet, uHmepagelica 2pynmnsi nopmos

Bua 3anpoca KOMaHAHOWM CTPOKU B pexume KoHourypauum uHtepdelica Ethernet, nntepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 79 — KomaHabl pexkuma kKoHourypaumm nHtepoeica Ethernet, rpynnel noptos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

spanning-tree disable

3anpetntb paboTy npoTtokona STP Ha KOHdUrypupyemom UHTEp-
delice.

. - -/paspelueHo
no spanning-tree disable /pasp Paspewwntb paboty npotokona STP Ha KOHOUTYypPUPyemMoM UHTep-
delice.
spanning-tree cost cost cost: YCTaHOBWUTb LLeHHOCTb NYTU Yepes AaHHbIN MHTepdeiic.
y - COSt — LLeHHOCTb NyTy.
i (1..200000000)/cm. 4 Y
no spanning-tree cost YCTaHOBWUTb 3HayeHue, onpefensieMoe Ha OCHOBAHUM CKOPOCTU
Tabnuuy 78

nopTa U MeToAa onpeaeneHns LeHHOCTM NyTH, cm.Tabanuy 78

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YCTaHOBWUTb NpUoOpUTET MHTEpdeiica B cBasylolem aepese STP.

V 3HauyeHuMe npuopuTeTa JO0MKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3Ha4YeHME N0 YMOJYAHMUIO.

spanning-tree portfast

no spanning-tree portfast

BK/OUMTb PEKUM, B KOTOPOM MOPT NPU NOAHATAM Ha HEM JIMHKA
Cpasy CTaHOBMUTCA B COCTOAHME Nepesayu, He AOXMAAACH UCTede-
HUA Talimepa.

BbIKNIOUNTD PeXXMM MOMEHTANbHOMO Nepexoia B COCTOAHME nepe-
Aa4n No NOAHATUIO KJIMHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpeueHo

Pa3spelwnTb Ha MHTepdeiice 4ONOAHUTENbHYIO 3aLLUTY OT neTens. B
cnyvae, ecnm nHTepdelic HaxoaMTCA B COCTOAHWUM, OT/IMHMHOM OT
Designated 1 npu aTom nepecTaer nony4yatb BPDU, nHtepdeic 610-
Kupyetca.

3al'lpeTVITb AONONHUTE/IbHYIO 3aLlLNTY OT BOSHUKHOBEHUA NEeTe Nb.
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spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/Mcnonb3oBaHue
rno6anbHOM HaCTPOMKK

BKtOUUTD 3aLLMTY KKOPHA» A5 BCEX CBA3YIOLWMX AepeBbeB STP Bbl-
6paHHOro nopra.

- root — 3anpeLaet uHTepoelicy 6bITb KOPHEBLIM MOPTOM KOMMY-
TaTopa;

- loop — BKAtOYaeT Ha MHTepdelice AONONHUTE/IbHYIO 3aLLMTY OT
netenb. B cnyyae, ecnv nHTepdeinc HaxoaUTCA B COCTOAHUN, OTANY-
Hom oT Designated u npu sTom nepecrtaet nony4yate BPDU, uHtep-
deiic bnokupyertcs;

- none — oTKAto4YaeT Bce Guard-oyHKUMKM Ha nHTepdeiice.

Mcnonb3oBath r106abHY0 HACTPOMKY.

spanning-tree bpduguard
{enable [admin-down |
disable-discarding] | disable |
none}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspewnTb 3aLWmMTy, BbIKAOYAOLWYH MHTEPdEC Npu Npuéme nake-
TOoB BPDU.

3anpeTuTtb 3aWUTY, BbIKAKOYAOLWYIO MHTEPdENC Npy Npuéme nake-
TOo8 BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/pna gynnekcHoro
nopTa «TOYKA-TOYKA»,
A4 NONyAYNAEKCHOro

— «pPa3BEeTB/IEHHbIN»

YctaHoBuTb NnpoTokon RSTP B nepepatowee coctoaHme n onpeae-
INTb TUN CBA3U ANA BblﬁpaHHOI’O nopTta:

- point-to-point — To4Ka-ToOuYKa;

- shared — pa3BeTBAEHHbI.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/OYEHO

3anpeTtutb npnem BPDU ¢ dpnarom TCN.

Paspewntb npuem BPDU ¢ pnarom TCN.

spanning-tree bpdufilter

3anpetutb/paspewntb nNpuém n nepegadyy STP BDPU Ha uHTep-

{disable | enable } -/disabled delice.
no spanning-tree bpdufilter YCTaHOBWTb 3HaYEHME N0 YMOYAHUIO.
spanning-tree auto-edge BK/IIOYMTb aBTOMATMYECKOE ONpeaeneHne KAMeHTCKUX NOPTOoB.
no spanning-tree auto-edge /Bnioqero BbIK/IOYMTb aBTOMATMYECKOE ONpeseneHne KAMEeHTCKMX NOPTOoB..
spanning-tree {bpdu-receive | BKIOUUTL peskum npuéma u/vuam nepesaum Ha uHtepodeiice.
bpdu-transmit} enable

-/BKAtOYEHO

spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIK/IOUNTL peXxnm npuéma u/vmav nepesayv Ha nHtepdeiice.

spanning-tree layer2-gateway-
port

no spanning-tree layer2-
gateway-port

-/BbIK/OYEHO

Ha3HauynTb NOPT KaK W03 2 YPOBHA.
/! Spanning-tree Ha faHHOM NOPTY AO/MKeH 6biTb B cocToA-

Huum disabled.
YCTaHOBWTb 3HaYEHME NO YMOIYAHMIO.

spanning-tree pseudoRootld
priority priority mac-address
mac_add

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTtpouTb npuoputet ana pseudoRoot Ha MHTepdeiice.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BKntounTb Ha MHTepdelice GyHKUMIO 3aLMTbI OT aTak.

OTKAOUUTL Ha HTepdelice GYHKLMIO 3aLLMTbI OT aTak.

Tabanua 80 — CToMMOCTb NyTH, YCTaHOBAEHHAA N0 YMOYaHUIO (spanning-tree cost)

Memoo onpedeneHus yeHHocmu nymu

Unmepdpedic Long Short
10M 2000000 100
100M 200000 19
1G 20000 4
10G 2000 2
LAG 10M 1999900 56
LAG 100M 199900 12
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LAG 1G 19900 3

LAG 10G 1900 2

/' CroumocTb NyTH ANA rpynnbl KaHanoB No meTtoAy long no ymonuaHuio onpeaensnerca
AeNleHnem CTOMMOCTU UHTepdeiica Ha KOAnYecTBO AMHKOB B rpynne -100. 3HaueHue
cost ana LAG npuBeAeHO € Y4ETOM UYieHCTBa B HEM 2 pusnuecknx uHrepdeiicos.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:
console#

Tabaunua 81 — KomaHabl perkmma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoa4YaHuto
show spanning-tree interface MoKasaTbcocToAHMe NpoToKona STP Ha nHTepodelice.
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
pojifhannelgroup} -perd fa_port: (0/1..24);
. gi_port: (0/1..48);
[bpduguard | cost | detail |
inconsistency | layer2- te_port: (0/1..11);
gateway-port | portfast | group: (1..24)
priority | restricted-role |
restricted-tcn | rootcost |
state | stats]
show spanning-tree detail MokaszaTb NoapobHY MHPOPMALLMIO O HACTPOIMKax NPOTOKOA
i STP.
show spanning-tree active MoKasaTb MHPOPMALMIO O COCTOAHMM O HacTpoliKax STP Ha aKTuB-
[detail] ) HbIX NMOPTax.
show spanning-tree bridge OTo6pa3unTb HacTponkn STP Ha bridge.
[address | detail | forward-
time| hello-time | id | max- )
age | priority | protocol]
show spanning-tree layer2- OT06pPa3nTb HACTPOMKM LLUIO3] 2 YPOBHSA.
gateway-port )
show spanning-tree pathcost 0OT06pa3nTb MHPOPMALMIO O METOAE ONpeaesieHNUA CTOMMOCTH
method i nyTu.
show spanning-tree root OT06pasnTb MHPOPMaLmio o root B Tononorum STP.
[address| cost | detail |
forward-time | id | max-ege | )
port | priority]
show spanning-tree summary ) 0OT06pa3nTb COCTOAHUE NPOTOKONA STP OTHOCUTENBbHO MHTEpdei-
coB.

4.14.3.2 Hacmpoiika npomokosaa MSTP

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM peXxxnma rinobanbHoM KoHbUrypauum:

console (config) #
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Tabnuua 82 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
no yMmoa4YaHuro
spanning-tree mst instance_id YCTaHOBUTb NPUOPUTET AR AAHHOrO KOMMYTaTopa nepes ocTab-
priority priority HbIMU, UCNOBb3YIOLWMMMK 06LWMIA 3K3emnaAap MSTP.
. . - instance_id — ak3emnnap MST;
instance_id: (1..63); riorit — npuoputeT KotF\)/\M TaTopa
priority: P y prop Y pa.
(0..61440)/32768 V 3HauyeHuMe NpUopUTETa A,O0/MKHO 6bITb KPaTHO 4096.
no spanning-tree mst YCTaHOBWTb 3HaYEHME N0 YMOYAHMIO.

instance_id priority

YctaHoBuTb noporosoe 3HavyeHne TCN BPDU ana aksemnnsapa MST,
npv KOTOPOM 3anycKaeTca Takimep.

spanning-tree mst instance_id
flush-indication-
threshold threshold

instance_id: (1..63);
threshold: (0..65535)/0

spanning-tree mst max-hops YCTaHOBUTb MaKCMMaibHOE KOIMYECTBO TPAH3UTHbIX Y4aCcTKOB AN
hop_count naketa BPDU, Heobxoanmbix ana GopMmnpoBaHMA AepeBa U yaep-
KaHUsA MHGOpPMaLMKM O ero CTpoeHMU. ECiv NakeT yxKe npoLlen mak-
CMManbHOE KONNYECTBO TPaH3UTHbIX YHaCTKOB, TO Ha creaylolem
hop_count: (6..40)/20 | y4yacTKe oH oTbpacbiBaeTcs.

- hop_count — mMaKcMManbHOE KOIMYECTBO TPAH3UTHbIX Y4aCTKOB
Ana naketa BPDU.

no spanning-tree mst YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.
max-hops
spanning-tree mst Bxog, B pexkum KoHdurypauum npotokona MSTP.

configuration

KomaHObI pexcuma KoHgu2ypayuu npomokxosaa MSTP

Bupg 3anpoca KOMaHAHOM CTPOKU B perxnume KoHdurypaumm npotokona MSTP:

console# configure terminal
console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnuua 83 — KomaHabl perkuma KoHoUrypaumm npotokona MSTP

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4yaHuro
instance instance_id vlan Co3paTb COOTBETCTBME MEXAY dK3emMnaapom npotokona MSTP u
vlan_range rpynnamum VLAN.
instance_id:(1..63); - instance-id — npeHTUdUKaTOpP 3K3emnApa NnpoTokona MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id vlan YAanutb COOTBETCTBUE MEXAY dK3eMNnnAapom npoTtokona MSTP un
vlan_range rpynnamm VLAN.
name string 3apatb UMa KoHurypauum MST.
string: (1..32) cumBona | - string — vmsa KoHdUrypauumn MST.
no name Yaanutb ums KoHourypaumm MST.
revision value 3apaTb HOMep peBu3un KoHoUrypaumm MST.
value: (0..65535)/0 - value — Homep peBun3nmn KoHduUrypaumm MST.
no revision YCTaHOBWTb 3HaYeHWe No ymondauuio (value).
exit Bbixoa v3 pexmma KoHdurypauum npotokona MSTP c coxpaHe-
i HUEeM KOHUrypaLmu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica 2pynnsl Mopmos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES37xx 93



HELTEX

Tabnnua 84 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnsi noptos

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4aHuro
spanning-tree guard root BKIOUMTD 3aLLUTY KKOPHA» ANA BCEX CBA3YOLWMX AepeBbeB STP BbI-
/3auuTa BbIKIOYEHa 6paHHOro nopra. [aHHaa 3awMmTa 3anpewaer uHTepdency bbiTb
KOPHEBbIM MOPTOM KOMMYyTaTOpA.
no spanning-tree guard YCTaHOBUTb 3Ha4YE€HWE NO YMONYAHUIO.
spanning-tree mst instance_id YCcTaHOBWUTb NpuopuTeT NHTEpdelica B ak3emnaape MSTP.
port-priority priority - instance-id — naeHTMdUKaTOP 3K3emnaapa npoTokona MSTP;
instance_id: (1..63); - priority — npuopuTeT MHTepdeiica.
priority: (0..240)/128 V 3HaueHue npuopuTeTa A0/IKHO 6bITb KPaTHO 16.
no spanning-tree mst YcTaHaBAMBaET 3HaYeHME N0 YMOYAHMIO.
instance_id port-priority
spanning-tree mst instance_id YCTaHOBUTb LLEHHOCTb NYTW Yepe3 BblOpaHHbIM WHTepdelnc anA
cost cost onpeaesieHHOro aksemnaAapa npoTokona MSTP.
instance_id: (1..63); - instance-id — naeHTUdUKATOP 3K3emnaapa NnpoTokona MSTP.
cost: (1..200000000) - COSt — LLeHHOCTb NyTW.
no spanning-tree mst YCTaHOBWUTb 3HauyeHue, onpegensiemoe Ha OCHOBAHWWM CKOPOCTU
instance_id cost nopTa U MeToAa onpeseneHnn LLeHHOCTU NyTH, CM. Tabauuy 78.
spanning-tree port-priority YCTaHOBUTbL NPUOPUTET UHTEpdENiCa B KOPHEBOM CBA3YHOLLEM Ae-
priority pese MSTP.
priority: (0..240)/128 V 3HaueHuMe NnpuopuTeTa A0MKHO BbITb KPaTHO 16.
no spanning-tree port-priority YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
spanning-tree mst instance_id YcTaHoBUTbL NpuopuTeT pseudoroot B aksemnaspe MSTP.
pseudoRootid priority priority instance_id: (1..63);
mac-address mac_add priority: (0..240)/128
no spanning-tree mst YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
instance_id pseudoRootid
spanning-tree mst instance_id instance_id: (1..63); BKAOYUTBL UM OTKAKOUUTL spanning-tree Root Guard B yKkazaHHOM
guard {root/none} -/none aKksemnnsape MST.

KomaHOwbi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxmnma Privileged EXEC:
console#

Tabnvua 85 — KomaHab! pexxkunma Privileged EXEC

KomaHoa 3HayeHue/3HaveHue no Aelicmeue
YMOAYAHUIO

show spanning-tree MokaszaTtb KoHOUrypaumo npoTokona STP.
interface {fastethernet fa_port |
gigabitethernet gi_port |

tengigabitethernet te_port fa_port: (0/1..24);
| port-channel group} gi_port: (0/1..48);
[bpduguard | cost | detail | te_port: (0/1..11);
inconsistency | layer2-gateway- group: (1..24)

port | portfast | priority |
restricted-role | restricted-tcn |
rootcost | state | stats]

f:how spar_ming-trfee mst instance._id: (1..63) I'onaaarb noapobHyo MHbopMaLmto o
instance_id [detail] HacTpolike npotokona STP.

show spanning-tree mst MokaszaTtb MHPOPMaLMIO O CKOHOUIYPUPOBAHHbIX
configuration i sKk3emnaapax MSTP.

clear spanning-tree mst OuuncTKa cyetumkos STP.

Instance_id: (1..63);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

group: (1..24)

instance_id counters {interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port| port-
channel group}}
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4.14.4 Hacmpoliika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKumMA Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckatb cyXebHble NakeTbl Pas3/IMyHbIX
L2-npoTokonos (PDU) yepes ceTb NpoBaiiaepa, YTo NO3BOASAET «MPO3PaYHO» CBA3ATb KIMEHTCKUE CErMEHTbI

cetn.

L2PT wuHkancyavpyetr PDU Ha rpaHMYHOM KOMMYyTaToOpe, nepefaeT MX Ha APYron rpaHU4HbIN
KOMMYTaTOp, KOTOPbIM OXKMAAET CreunanbHble MHKANCYIMPOBAHHbIE Kaapbl, @ 3aTeM AeKancympyeT ux,
YTO NO3BOAAET NONb30BaTENAM NepenaBaTb MHGOPMALMIO 2-T0 YPOBHA Yepes ceTb NpoBanaepa.

KomaHObI pexcuma 2a06ana6HolU KOHpu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabanuya 86 — KomaHAabl pexkmma rnobanbHoM KoHPUrypaumum

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

lacp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d4

YcTaHOBUTbL agpec Ha3dHa4vyeHnAa AnAa UHKanCyIMpPoOBaHHbIX
(frame) cooTBeTcTBYIOLLErO NPOTOKONA.

Kagpos

stp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d0

YCTaHOBUTb afpec HasHaYeHUsA 419 MHKaNCyIMPOBaHHbIX
(frame) cooTBeTCTBYIOWErO NPOTOKOAA.

Kagpos

lidp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d8

YCTaHOBUTb agpec HasHaYeHUsA 419 UHKaMNCyIMPOBaHHbIX
(frame) cooTBeTcTBYIOLLErO NPOTOKONA.

Kagpos

isis-l1-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dc

YcTaHOBUTbL agpec Ha3dHa4vyeHnAa AnAa UHKanCy/IMpoOBaHHbIX
(frame) cooTBeTcTBYIOLLErO NPOTOKONA.

Kagpos

isis-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dd

YCTaHOBWTb afpec HasHauYeHWUs A9 UHKaNCy/IMPOBaHHbIX
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

KazpoB

pvst-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:df

YCTaHOBUTb agpec HasHauYeHUsA 418 UHKaNCyIMpPOBaHHbIX
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

Kagpos

vtp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e0

YCTaHOBWTb aApec Ha3HaYeHUsA AN MHKaNCy/IMpPOBaHHbIX
(frame) cooTBeTcTBYIOLLErO NPOTOKONA.

Kagpos

ospf-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:el

YCTaHOBWTb aApeC Ha3HAYeHUs AS UHKANCY/MPOBaHHbIX
(frame) cooTBeTcTBYIOLLErO NPOTOKONA.

KazpoB

rip-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e2

YCTaHOBWTb afpec HasHauYeHWUs A9 UHKaNCyIMPOBaHHbIX
(frame) cooTBeTcTBYIOLLErO NPOTOKONA.

KazpoB

fctl-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:de

YCTaHOBUTb agpec HasHauYeHUsa 418 UHKaNCyIMpPOBaHHbIX
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

Kagpos

igmp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:db

YCTaHOBWTb afpec HasHauYeHUsA 419 UHKaNCyMPOBAHHbIX
(frame) cooTBeTCTBYIOWErO NPOTOKONA.

Kaapos

vrrp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e3

YCTaHOBWTb afpec Ha3HauYeHUsA 419 UHKaNCyMPOBAHHBbIX
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

Kaapos

KomaHObI pexcuma KoHguypayuu uHmepageticos Ethernet

BunAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHPurypaumnm nntepoericos Ethernet:

console (config-if)#

Tabnnua 87 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet

KomaHda

3HayeHue/3Ha4yeHue
10 yMoA4YaHuo

Aelicmeue

vrrp}

12protocol-tunnel {stp | lacp |
lidp | isis-I1 | isis-12 | fctl |
ospf | rip | vtp | pvst | igmp |

-/BbIK/IIOYEHO

BkaounTb pexxum nHkancynaumm PDU.
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no I2protocol-tunnel {stp |
lacp | lldp | isis-11 | isis-12 |
fctl | ospf | rip | vtp | pvst |
igmp | vrrp}

BbIKNtounTb pexkmm nHkancynauum PDU.

Mpu BKAlOYeHUM NHKacnynauuu gna VTP nHKancyaupoBsaTtbca byaeT Bca rpynna npoToKo-
. nos ¢ MAC-agpecamm HasHauyeHusa 01:00:0C:CC:CC:CC.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 88 — KomaHabl pexkmuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show I2protocol-tunnel
[interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port port-channel group}] |
[summary] | [vlan vian_id]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
vlan_id: (1..4094);
group: (1..24)

0OT06pa3nTb KoHoUrypaumio L2PT cymmMapHO M No OTAENbHbIM UH-
Tepdelicam.

show I2protocol tunnel-mac-
address

OT06pasnTb agpeca HasHauYeHWA ANA MHKaNCYIMPOBAHHbIX KaapoB
(frame).

4.14.5 Hacmpolika npomokKona LLDP

OcHoBHoW ¢yHKUMen npoTokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
CETEBLIMM YCTPOMCTBAMM O CBOEM COCTOAHUMN M XapaKTepuctukax. MHbopmaums, cobpaHHas nocpeacTsom
npoTtokona LLDP, HakanauBaeTcs B yCTPOMUCTBAX M MOKET ObITb 3aMpoLLeHa YNPaBAAOLWLMM KOMMNbIOTEPOM
no npotokony SNMP. Takum 06pa3som, Ha OCHOBaHUM COBpPaHHOM MHOPMALMM, HA YNPABAAIOLLEM
KOMMbIOTEPE MOXKET ObITb CMOAENNPOBAHA TOMNOIOMUSA CETH.

KommyTaTopbl noAfepXMBatoT nepefadvy Kak CTaHOAPTHbIX NapameTpoB, TaK M OMUMOHA/bHbIX,

TAaKUX KaK:

—  WMA YCTPOICTBA U €ro onucaHue;
—  MMA NOPTa U ero onucaHue;
—  unHpopmauma o MAC/PHY;

- UT. A

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOWM CTPOKM pexxnma rinobanbHoM KoHbUrypauum:

console (config) #

Tabnnua 89 — KomaHAabl perknma rinobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymoa4YaHuro

shutdown lidp

no shutdown lldp

-/BKAOYEHO

Aeilicmeue
OTKAounNTb paboTy moayns LLDP Ha ycTpolicTse.
l [aHHas KomaHAa oTKAYaeT paboty mogyns LLDP ¢
. 6e3B03BpaTHbIM yAa/leHMeM BCeX HacTpoek 610Ka
LLDP.

BkntounTb paboty moayna LLDP Ha ycTpoicTse.

set lidp enable

set lidp disable

-/BbIKNOYEHO

Paspewmntb KOMMyTaTOPYy MCNONb30BaHWE NPOTOKoAa LLDP.

3anpeTnTb KOMMYTATOPY UCMNOJIb30BaHKE NPOoTOKoAa LLDP.

set lldp version {v1 | v2}

-/vl

3aaatb Bepcuto npoToKkoa LLDP.
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lldp mac_address

YKkazatb MAC-agpec, Ha KoTopbi byayT oTcbigatees lldp-Kagpsbi.
lldp-Kagpbl Tak ke 6yayT Ay6AanpoBaTbcsa Ha cTaHAAPTHbIN MAC-ag-
pec.

lidp lldpdu flooding

lidp lldpdu filtering

-/filtering

YcTaHOBUTL pexum ¢unbTpaumm naketos LLDP BPDU.

YCTaHOBWUTb 3HAYeHME NO YMO/IYaHUIO.

lidp chassis-id-subtype

{chassis-comp string | if-alias |

if-name | local string | nw-
addr | port-comp string}

string: (1..255)
CUMBO/IOB;

lldp chassis-id-subtype mac-
addr

-/mac-address

3agatb chassis-id-subtype ans lldp-kagpa.

BepHYTb K 3HaYEHMIO MO YMOUYAHUIO.

lldp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBUTb 3a4epiKKy MOBTOPHOM MHULMANU3aumu (Bpems 3a-
OEPXKKU, BbiNosHAemoe LLDP ana noBTOpPHON MHUUMaANU3aLmm Ha
nobom nHTepdelice).

Y106bl OTMEHUTb HaCTPOiiKY Heob6XoAMMO BbICTAaBUTb
V 3HauyeHUe No yMOYaHUIO.

lldp transmit-interval interval

interval: (5-32768)/30

YcTaHOBUTbL MHTepBan nepeaauu lldp-kagpos.
/1 Y4t06bI OTMEHUTb HaCTPOVMKYy HeobXxoaMMO BbICTaBUTb
3HaYeHUe NO YMONUAHUIO.

lldp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBWTb MaKCMMasIbHYH CKOPOCTb Nepeaaun lldp-kagpos.
Seconds — neprog, BpeMeHn B TeYEHUWU KOTOPOFo YCTPOMCTBO MO-
YeT 0TNpaBuTb He 6osee ogHoro Kaapa (frame).
V Y106bI OTMEHUTb HACTPOMKY HEo6XoAMMO BbICTaBUTb
3HaYeHUe NO YMONUAHUIO.

lldp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMA/IbHYIO AJINTENbHOCTb 334EPXKKM, MeXay no-
cnepoBaTenbHbIMKU Kagpamu LLDP.
n UYTO6bl OTMEHUTb HACTPOIIKY HEeobXxoaMMO BbICTAaBUTb

lidp txCreditMax value

3Ha4YeHue No YMONMYAHUIO.
YcTaHoBWTb 3HaYeHue Credit Max (MaKCMMaﬂbHOG KO/n4ecTso no-

value: (1..10) cneposatenbHbix LLDPDU, KoTopble moryT 6biTb nepesaHbl B ato-
60e Bpems).
lldp txFastlnit value value: (1..8) YCTaHOBWTbL YMCNIO MaKeToB, KOTopoe ByayT OTNpaBAsTbCA B Ne-

puog, fast init.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelicos Ethernet:

console (config-if) #

Tabanua 90 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

lidp dest-mac mac_address

no lidp dest-mac
mac_address

-/BbIK/IOYEHO

3apatb MAC-agpec, Ha KoTopblli 6yayT oTtcbinatbes lldp-Kagpbl.

Ypanute MAC-agpec, Ha KoTopblit byayT oTcbinatees lldp-kaapsi.

lidp transmit [mac-address
mac_addr]

no lidp transmit [mac-
address mac_addr]

-/BKAIOYEHO

Paspelwaet nepegayy naketos no npotokosy LLDP Ha wuHTep-
deiice.

3anpeTnTb nepegayy naketos No npoTtokony LLDP Ha uHTep-
deiice.

lidp med-app-type type
{none | vlan {untagged |
vlan-id vian_id}} {priority
priority | dscp dscp}

no lidp med-app-type type

type: (guestVoice, guestVi-
oceSignaling, softPhone-
Voice, streamingVideo, vid-
eoconferencing, voice,
voiceSignaling);
vlan_id: (1..4094);
priority: (0-7);
dscp: (0-63)

HazHauutb npasuio network-policy saHHOMY UHTepdeiicy.

Yaanutb npasuno.
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lldp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lidp med-location {civic-
location | coordinate-
location | elin-location}

-/BbIK/IIOYEHO

3apaTb MEecToNnoI0XKeH e yCTPOWUCTBa Ans NpoTokona LLDP (3Ha-
YyeHune napameTtpa location npotokona LLDP MED).

- coordinate — agpec B cucTeme KOOpAMHaT;

- civic_address_data — agmMMHMUCTPaTMBHBIN aApec YCTPOMUCTBA;

- elin_data — agpec 8 bopmarte, onpegenerHom ANSI/TIA 1057.

Yaanutb MecTonoioXeHume.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIK/IIOYEHO

CroHurypmposaTb TLV LLDP-MED Ha aaHHOM nHTepdeiice.

Yaanutb Hactpoiky TLV LLDP-MED Ha uHTepdelice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lldp notification

BkAtounTb OTNpaBKy Tpanos no cobbiTnam LLDP.

OTKNOYNUTL OTNPABKY TPanos no cobbituam LLDP.

lidp port-id-subtype
{if-alias, if-name, mac-addr,

string: (1..255);

3apatb ID Port Subtype gns kagpa LLDP.

local string} -/ if-name
no lldp port-id-subtype YCTaHOBWTb 3HaYEHMNE N0 YMOAYAHUIO.
lidp receive [mac-address PaspewnTtb UHTepdericy NnpuHMMaTb Kagpbl LLDP.
mac_addr]
-/BKIOYEHO

no lldp receive [mac-address
mac_addr]

3anpetuTb nHTEpdelicy NPUHMMaTL Kaapbl LLDP.

lidp tlv-select basic-tlv tiv_list

no lldp tlv-select basic-tlv

tiv_list: (port-descr, sys-
capab, sys-descr, sys-name)

Onpepenntb Kakne 6asoBble onuumoHanbHble TLV-nons 6yayt
BKNIOYEHbI YCTPOMCTBOM B Nepesasaemblii LLDP-naker.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHMUIO.

lidp tiv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |
dot3tlv}

tlv_list: (link-aggregation,
macphy-config, max-
framesize)

OnpeaennTb Kakue cneumnasnbHble onunoHanbHble TLV-nons by-
OYT BKJIIOYEHbI YCTPOMUCTBOM B Nepenasaembiit LLDP-naker.

YCTaHOBUTb 3HAYEHME MO YMONHYAHMIO.

Y
Y

nopT rpynnbl.

KomaHObI pexcuma Privileged EXEC

MakeTtbl LLDP, npuHATble Yyepes3 rpynny nNopTos, 3anOMMUHAIOTCA UHAMBUAYA/NIBHO NOpPTaMu
rpynnbl, NPUHABWMMU cooblieHus. LLDP otnpaBasAeT pas/iMyHbie cOObLeHNA HAa KaxKAabli

Pabota npoToKona LLDP He 3aBUCUT OT COCTOAHUA NpoToKona STP Ha nopTy, naketbl LLDP oT-
NpPaBAAIOTCA U NPUHUMALIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKONOM STP-nopTax.

Bupa 3anpoca KomaHAHOM CTPoKM pexkmma Privileged EXEC:

console#

Tabnunua 91 — KomaHabl pexkmuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

show lidp local
[gigabitethernet gi_port |
tengigabitethernet te_port]
[mgmt-addr]

Mokasatb LLDP-nH$popmaLmio, KOTOPYIO aHOHCUPYIOT MOPTbI.

show lldp neighbors [detail]

Moka3aTb MHGOPMALMIO O COCeAHMUX YCTPOWCTBAX, Ha KOTOPbIX pa-
6oTaet npoTokon LLDP.
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| show lldp statistics

MokasaTtb cTaTUCTUKy LLDP.

Tabanuya 92 — OnucaHWe pe3ynbTaTos

Mone OnucaHue
Timer OnpepaenseT, Kak 4acTo yCTpoicTBO wiet LLDP-o6HoBAEHMA.
Onpeaenset BeanunHy spemenu (TTL, Time-To-Live) ans npuHMMatoLLero ycTponcTea,
Hold Multiplier B TEYEHME KOTOPOTO HY}KHO YAEPKMBATb NPpMHMMaAeEMble nakeTbl LLDP nepepg, nx cbpo-
com: TTL = Timer * Hold Multiplier.
Reinit dela Onpepenser MMHUMa/IbHOE BPEMSA, B TEYEHME KOTOPOro NopT byaeT oxuaaTb nepes,
¥ nocbinkol cneaytowero LLDP-coobuieHus.
Tx dela Onpepenset 3a4eprKKy mexay nocinegyrowmmmn nepegadyamu LLDP-Kagpos, MHULUK-
¥ POBaHHbIX U3MEHEHUAMM 3HAYEHWUN IMbO cTaTyca.
Port Homep nopta.
State Pexunm paboTbl nopTa 4na npotokona LLDP.

Optional TLVs

TLV-onuuu, KoTopble nepeaatoTca
Bo3MmoXKHble 3HaYeHus:

PD — Onucanue nopta;

SN — CuctemHoe nms;

SD — OnuncaHune cuctemsl;

SC — BO3MOHOCTHK CUCTEMBI.

Address

Apapec ycTpoiicTBa, KoTopbiii nepegaetca B LLDP-coobuieHusx.

Notifications

YKa3blBaeT, paspeLleHbl nau 3anpeweHbl ysegomnenma LLDP.

_|

abnnua 93 — OnuncaHue pesynbTaTos
Mone OnucaHue
Port Homep nopra.
Device ID Umsa nan MAC-agpec cocefHero ycTpomncrea.
Port ID NaeHTuduKaTop nopTta coceHero ycTpomncrea.

System name

CucTeMHOe MMA YCTPOWCTBa.

Capabilities

[aHHoe none onucbiBaeT TUN YCTPOCTBA:

B — MocrT (Bridge);

R — MapuwpyTtusaTop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-yctpoticteo (DOCSIS cable device);
H — CeTeBoe ycTpolictBo (Host);

r — MosTopuTenb (Repeater);

O — Tun HeunssecteH (Other).

System description

OnucaHune coceaHero ycTpoiicTea.

Port description

OnucaHWe NopTa cocesHero ycTponcTaa.

Management address

Appec ynpaBneHus yCTpoMCcTBOM.

Auto-negotiation support

Onpegenset, NOALEPKUBAETCA /I aBTOMaTMUYECKOE OnpeaesieHne pexnma nopra.

Auto-negotiation status

OnpepenseT, BKAOYEHA I NOAAEPKKA aBTOMATUUECKOTO onpesesieHns pexmnma
nopra.

Auto-negotiation
Advertised Capabilities

OnpeaenseT pexxnmbl, noagepxunsaemble pyHKUMEN aBTOMATUYECKOrO onpeaeneHus
nopTa.

Operational MAU type

Pabounin MAU-TUN ycTpoicTaa.
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Mpumep HacTponku TLV-onumii Ha HTepdelice Gigabitethernet 0/1:

console (config) # set 1lldp enable

console (config) # interface gigabitethernet 0/1

console (config-if) # 1lldp tlv-select basic-tlv port-descr

console (config-if) # 1lldp tlv-select basic-tlv sys-name

console (config-if)# 1lldp tlv-select basic-tlv sys-descr

console (config-if) # 1lldp tlv-select basic-tlv sys-capab

console (config-if) # 1lldp tlv-select basic-tlv mgmt-addr ipv4 10.0.0.1
console (config-if) # 1lldp tlv-select dotltlv port-vlan-id

console (config-if) # 1lldp tlv-select dotltlv protocol-vlan-id all
console (config-if) # 1lldp tlv-select dot3tlv macphy-config
console (config-if) # 1lldp tlv-select dot3tlv link-aggregation
console (config-if)# 1lldp tlv-select dot3tlv max-framesize

4.14.6 Hacmpolika npomokKona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npegHasHayeH Ana NOBbILWEHMA YCTONYMBOCTH
W HaOEXHOCTU CeTu nepefayun AaHHbIX, UMetoLWen KOJbLEBYO TOMO/IOTUIO, 3@ CHET CHUMKEHWUA BPEMEHM
BOCCTAaHOB/IEHMA CETU B C/y4ae aBapuun. Bpemsa BOCCTaHOB/EHMA He npeBbiwaeT 1 CeKyHAbl, YTO Cylue-
CTBEHHO MEeHbLUEe BPeMEeHM NepecTpomKmM ceTh Npu NCMOJIb30BaHNN NPOTOKOJIOB CEMeNCTBa spanning tree.

V ERPS noaaep:kaH TonbKo Ha mogenax MES2424, MES2448.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoM KoOHbUrypaumm:

console (config) #

Tabnvua 94 — KomaHabl pexxnma rnobanbHon KoHPUrypaumm

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

shutdown aps ring

no shutdown aps ring

-/BbIK/OYEHO

OTkAtounTbL paboty moayna ERPS Ha ycTpoit-
cTBe.
[aHHaa KomaHAa oTKAYaeT paboty
,’ mopayna ERPS c 6e3Bo3BpaTHbIM yaa-
NeHnem Bcex HacTpoeK 6noka ERPS.

Paspewuntb paboty moayna ERPS Ha yctpoit-
cTBe.

aps ring enable

no aps ring enable

PaspewunTb paboTy npoTtokona ERPS.

-/BbIK/IOYEHO

3anpetutb paboTy npoTokosa ERPS.

aps ring vlan-group-manager {erps |
mstp}

-/mstp

Bbibop MeHeaKepa rpynnupoBKK vian.

aps ring group ring_id

no aps ring group ring_id

Cospatb ERPS-KonbLO.

ring_id: (1..4294967295)

Ypanute ERPS-KonbLO.

aps group name name ring group
ring_id

name: (1..35) cumBonoB
ring_id: (1..4294967295)

3a4aTb MMA KOAbLy.

aps ring notification enable

no aps ring notification enable

BKAtOUNTL COBbITMA paboTbl KonbLa ERPS.

-/BKNIOYEHO

OTKAtOYMTb cobbITMA paboTbl Konbua ERPS.

aps ring map vlan-group vian-group-id
{add | remove} vian_list

no aps ring vlan-group vian-group-id

vlan-group-id: (0..64)

Cosgatb vlan-rpynny c so6asneHune nnu yaane-
Huem vlan.

vlan_list: (1..4094)

Ypanute vlan-rpynny.

aps ring proprietaryClearFS {enable |
disable}

-/BKIOYEHO

MN3MeHUTb pesknm BOCCTaHOB/IEHWA KO/bLLa MpK
ounctke forced switch.
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KomaHObI pexcuma KoHgu2ypayuu npomokosad ERPS

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHPuUrypaumm konbua ERPS:

console# configure terminal
console (config)# aps ring group 1

console (config-ring)#

Tabanuya 95 — KomaHabl pexkMma KoHourypaumm Konbua ERPS:

3HayeHue/3Ha4yeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
aps clear Yaanutb HacTpoiku force/manual switch.
! TonbKo ana sepcum v2.
aps compatible version {v1 | v2} A2 Bblbop peuma COBMECTMMOCTM C ApYrMmu

BepcuammM npotokona G.8032.

aps force {gigabitethernet gi_port |
tengigabitethernet te_port | port-
channel po}

no aps force

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
-/BbIK/IOYEH

Bkntounte pexum force switch ¢ 6nokmposkoi
yKasaHHoro nopra.

OTKAtounTb pexkum force switch.

! Tonbko ana sepcum v1.

aps manual {gigabitethernet gi_port |
tengigabitethernet te_port | port-
channel po}

no aps manual

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
/BblKNIOYEH

BkntounTb pexknum manual switch ¢ 6n10kmposkoi
YKasaHHoro nopra.

Bbikntountb pexkum manual switch ¢ 6nokunpos-
KOM YKa3aHHOro nopra.

! TonbKo ana sepcun vi.

aps main ring id ring-id

ring-id: (1..4294967295)

YKa3aTb OCHOBHOE KO/IbLO AN A3HHOrO Moj-
Ko/bLa.

aps map vlan-group vian-group-id

vlan-group-id: (0..64)

MpwnBasaTb vlan-rpynny K KonbLy.

' TonbKo gna pexkuma service-based.
o

aps neighbor {gigabitethernet gi_port
| tengigabitethernet te_port | port-
channel po}

no aps neighbor

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
/OTKNIOYEHO

Hactpouts posb coceaa ana rpl-nopra.

CbpocuTtb ponb rpl-nopra.

aps owner {gigabitethernet gi_port |
tengigabitethernet te_port | port-
channel po}

no aps owner

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
/OTKAOYEHO

Hactpouts posb Bnagenbua rpl-nopra.

C6pocuTb ponb rpl-nopTa.

aps propagate-tc [status {enable |
disable} | ring-ids ring_id]

no aps propagate-tc

ring_id: (1..4294967295)
/OTKAOYEHO

BkaounMTb OTNpaBKy curHana oumctkm MAC-
Tab/MLpbl B OCHOBHOE KOJIbLLO NPU NepecTpoeHnm
noAKonbLa.

OTKNIOYUTL OTNPaBKY curHana oumctkm MAC-
TabAMLpbl B OCHOBHOE KOJ/IbLLO NPU NepecTpoeHnm
noAKonbLa.

aps protection-type {port-based |
service-based}

-/port-based

MN3MeHWTb TN 3aWuTbl KONbLA

- port-based — PaboTaeT ToNbKO C HyneBow
vlan-rpynnoi;

- service-based — Mcnonb3yertca ¢ KOHKPETHbIMMU
vlan-rpynnamm.

aps revert Bbibop perkrMma paboTbl KobLa.
-/BKIOYEHO
no aps revert
aps subring-without-virtualchannel . OTrAtounTb virtualchannel 8 paboTe ¢ sub-ring.
A -/disable
{enable | disable}
aps group active AKTUBaLMA KOAbLA.
no aps group active -/OTKNOYEHO OTKAlOYEHME KOAbLa.
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aps timers guard value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHa, /500 mc

YcTaHoBKa Taimepa 610KMpYIoLLEero ycTapesLlumne
R-APS coobuieHus.

aps timers hold-off value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHa, /0 mc

YcTaHOBKa Talimepa 3afepKKM pPeakuuu Kom-
MyTaToOpa Ha U3MEHeHMWe B COCTOAHMUMN.

aps timers periodic value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cerkyHa /5000 mc

YcTaHOBKa MHTepBana nepegaum RAPS pdu.

aps timers wtb value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muuyT
(0..86400) cekyHa /5500 mc

YcTaHOBKa TaliMepa 3a4epiKKM Moc/ie OYUCTKU
cocrosaHua force/manual switch.

aps timers wtr value {hours |
milliseconds | minutes | seconds}

Value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cexkyHz /300 ¢

YcTaHOBKa Tavimepa, KOTOPbIM 3amnycKaeTcs Ha
RPL Owner kommyTaTope B revertive-pexxmme.
Ucnonb3yetca AnAa npepoTBpalLeHUsA  4acTbixX
3alUMTHBIX MEepeKItoYeHUn Uu3-3a CUrHaNoB O
HEeMCnpPaBHOCTAX.

aps working level /evel

no aps working level

level: (0..7)/0

HacTpolika ypoeHs Maintenance domain (MD).

Ypanutb gomeH Maintenance domain (MD).

aps working west {gigabitethernet
gi_port | tengigabitethernet te_port |
port-channel po} east {gigabitethernet
gi_port | tengigabitethernet te_port |
port-channel po} vlan vian-id

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
vlan-id: (1..4094)

HacTpoiika west, east NopToB C YyKasaHMeM
cnyxkebHoro vlan (R-APS VLAN). B nepsyto
o4yepenb 3agaeTca west-noprt, 3aTem east-nopr.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnvua 96 — KomaHabl pexxknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

show aps ring

BbiBog, MHbOpMmaLmm 06 obuem coctosaHun ERPS
N COCTOAHWM BCEX HAaCTPOEHHbIX KOJleLl,.

show aps ring configuration

BbiBoA MHGOPMaUMKM O KOHOUIPYyaLIMK KoAbLLa.

show aps ring global info

BbiBOA MHPOPMaUMM 0 cocToAaHUM moayna ERPS.

show aps ring group ring id

id: (1..4294967295)

BbiBOA, MHOOPMALMU O COCTOAHWUM KOHKPETHOrO
KoNbLa.

show aps ring statistics

BbIBOA, CTAaTUCTUKM /1A BCEX KOJIbLEBbIX MOPTOB.

show aps ring timers

BbiBOoA MHOOPMauum o Bcex Taimepax ERPS.

show aps ring vlan-group {vian-group-
id}

vlan-group-id: (0..64)

BbiBog MHGOpMauuum o vian B vlan-rpynne.

[Mpumep Hacmpoliku ERPS

HacTtpouTb KonbLo € naeHTUdMKaTopoM 1. [1nA NpoXoKAeHNA CAyKebHOoro erps-TpaduKa B KONbLE UCNOSb-
syetca vlan 1000 (r-aps vlan), vlan 1-999 saumuieHHsble (protected) ao6asnersi 8 1 vlan-rpynny. MNoptte0/1
AsnAeTca west-noprtom, east-nopt te0/2, rpl-owner te0/1.

console
console
console
console
console
console

config) #vlan 2-1000

config-vlan) #vlan active

config-vlan) #fexit

config) #no shutdown aps ring

config) #aps ring enable

config) #aps ring vlan-group-manager erps

~ o~ o~~~ —~
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[O0JIKHbI noaaep*knBatb ctaHaapT IEEE 802.3ah.

console

(config) #aps ring map vlan-group 1 add 1-1000
console (config) #aps ring group 1

console (config-ring) #aps working west tengigabitethernet 0/1 east

tengigabitethernet 0/2 vlan 1000

console (config-ring) #aps owner tengigabitethernet 0/1
console (config-ring) #aps protection-type service-based

(
console (config-ring
(

)
)
)

#aps map vlan-group 1

console (config-ring) #aps group active

4.15 HacTtpoiika npotoKkona OAM

Ethernet OAM (Operation, Administration and Maintenance), |IEEE 802.3ah — ¢yHKUUN YpPOBHS
KaHana nepefayuv AaHHbIX MPeACTaBAAOT cobOW NMPOTOKOA MOHMTOPWHIA COCTOAHMA KaHana. B atom
NpoToKoNe ana nepeaayun MHGOPMaLMM O COCTOAHUM KaHana MeXay HenocpeacTBEHHO NOAKNOUYEHHbIMM
ycTpoiicteBamu Ethernet mcnonbaytotca 610KkM gaHHbIX npotokona OAM (OAMPDU). O6a ycTpoiictsa

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

y

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nntepoericos Ethernet:

console (config-if)#

Hacrtpoiika Ethernet OAM Tpebyetca ana otnpasku snmp-trap no cobbiTuio Dying Gasp.

Tabnunua 97 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown ethernet-oam

OTKntountb paboty mopyna Ethernet OAM Ha ycTpoiicTse.
[aHHaa KomaHaa oTKAlouaeT paboty mogyna Ethernet

-/BKAOYEHO ! OAM c 6e3B03BpaTHbIM YyAaneHUEM BCeX HaCTPOeK
6noka OAM.
no shutdown ethernet-oam BkntounTb paboty moayna Ethernet OAM Ha ycTpoiicTse.
shutdown fault-management OTKAtounTb paboty moayns Fault-management Ha ycTpoiicTse.
[aHHaa KomaHAa OTKAouyaeT pabotry moayna Fault-
' management ¢ 6e3803BpaTHbIM yAaneHMem BCeX Hac-
-/BKIOYEHO .

no shutdown fault-
management

TpoeK 6noka Fault-management.

BkntoumTb paboty moayna Fault-management Ha ycTpoiicTee.

ethernet-oam enable

ethernet-oam disable

-/BbIK/IOYEHO

PaspewunTb paboTty OAM.

3anpetutb paboty OAM.

ethernet oam link-monitor
frame threshold count

no ethernet-oam link-monitor
frame threshold

count: (1..900)/1

YCTaHOBUTbL MOPOr KOAMYECTBAa OLMBOK 3a yKasaHHbIM nepuog,
(nepnog, ycraHaBanBaeTca KomaHgo ethernet oam link-monitor
frame window).

BoccTaHOBUTL 3HaYeHWe N0 YMOHYAHWUIO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBWUTbL BPEMEHHOW MPOMENKYTOK A/1A MoACYETa KOMYecTsa
oWwnbOoK.

BoccTaHOBUTL 3HaYeHWe N0 YMOHYAHMUIO.

ethernet-oam link-monitor
frame-period threshold count

no ethernet-oam link-monitor
frame-period threshold

count: (1..900)/1

YcTaHoBWUTb nopor gasa cobbitna «frame-period» (nepuog, ycra-
HaBnuBaetca KomaHgol ethernet-oam link-monitor frame-pe-
riod window).

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

ethernet-oam link-monitor
frame-period window window

no ethernet-oam link-monitor
frame-period window

window:
(Oxffff../123456..)

YCTaHOBWUTb BpPEMEHHOM NPOMENKYTOK Ana cobbitna «frame-
period».

BocctaHOBUTL 3HaYeHMe no YMONYaHUIO.
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ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YcTaHoBUTb Mopor ans cobbitua «frame-sec-summary» (nepuog,
ycTaHaBAusaeTca KomaHgol Ethernet-oam link-monitor frame-
sec-summary window), B cekyHzax.

BoccTaHOBUTL 3HaYeHWe NO YMOHAHMUIO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YCTaHOBWUTbL BPEMEHHOM NPOMEXYTOK Ana cobbitua «frame-sec-
summary».

no ethernet-oam link-monitor me BoCCTaHOBUTb 3HAYEHWE MO YMONYAHUIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTb peMm paboTbl npoTokona OAM:
{active|passive} Jactive - active — KommyTaTOp NOCToAHHO oTnpasaseTr OAM PDU;

- passive — KOMMyTaToOp HaunHaeT oTnpasaATb OAM PDU TonbKo
npu Haanuum OAM PDU co BCTpeYHOM CTOPOHDI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIK/IIOYEHO

KomaHza ans ynpasneHua noanepKKon GyHKLMM 3aBOpoTa Tpa-
duKa.

- deny — urHopupyet KomaHapl loopback;

- disable — 6nokupyet loopback;

- enable — BkntoyaeT KoHTpob Ana loopback;

- permit — BKAtoyaeT 06paboTky loopback.

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIKNOYEHO

BkntounTtb GyHKUMIO OBHapyKeHWA OfHOHANpPaBAEeHHbIX CBA3el
Ha 6a3e npoToKona Ethernet OAM.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHUIO.

ethernet-oam uni-directional
detection action
{log| errdisable}

no ethernet-oam
uni-directional detection
action

-/log

OnpeaennTc PeakumMto KOMMYTaTopa Ha OAHOHaNpaB/eHHYo
CBA3b:

- log — 3anuchb B }KypHan;

- errdisable — nepesog, nopTa B coctosaHue «error-disable», 3a-
nucb B XXypHan u otnpaska SNMP trap.

BocctaHOBUTL 3HaYeHMe no YMOANYaHULO.

ethernet-oam uni-directional
detection agressive

no ethernet-oam
uni-directional detection
aggressive

-/BbIKNIOYEHO

BKNIOYMTD arpeccuBHbI pexXum onpeaeneHnsa ogHOHanpaBAeH-
HOM cBA3K. Eciv OT coceiHero yCcTpoircTBa nepecTtatoT NpuxoanTb
Ethernet OAM-coobLeHMA — IMHK NOMeYaeTcs Kak 0 HOHanpas-
NIEHHbIN.

BoccTaHOBUTb 3HaYeHMe N0 YMONYAHUIO.

ethernet oam uni-directional
detection discovery-time time

no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBWUTb BPEMEHHOM MHTEPBAN ANA ONpeaeeHUs TUna cBasu
Ha noprTy.

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

KomaHObI pexcuma 210banbHol KoHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxnma rnobanbHoM KoHPUrypaumu:

console (config) #

Tabnnua 98 — KomaHabl perkmma rnobanbHol KoHpurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

set ethernet-oam
{enable|disable}

-/disable

BkatounTb/BbIKNOYNTE OAM B cucteme.

set ethernet-oam oui oui

oui: (aa:aa:aa)

3agatb OUI gna OAM.
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KomaHOwbi pexcuma Privileged EXEC

Bce KOMaHAb! AOCTYMHbI ANA NPUBUAEIMPOBAHHOIO Noab3oBaTens. Bug 3anpoca KOMaHAHOM CTPOKM
perknma Privileged EXEC:

console#

Tabnnua 99 — KomaHabl pexkmma Privileged EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymosn4aHurw
show port ethernet-oam - OT106pasnTb MHGOPMALIMIO O TEKYLLEM COCTOSHUMU 0am.
show port ethernet- fa_port: (0/1..24); 0OT06pasnTb MHGOPMALMIO O TEKYLLEM COCTOSHUM 0am ANS KOH-
oam({fastethernet fa_port | gi_port: (0/1..48); KpeTHoro nHTepdeiica.
gigabitethernet gi_port te_port: (0/1..11).

| tengigabitethernet te_port}

show port ethernet-
oam(fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port]
neighbor

fa_port: (0/1..24); OTO6pPa3nTb COCTOAHME COCEACTBYOWEN KOHPUTYpaLmum.

gi_port: (0/1..48);
te_port: (0/1..11).

OT1o6pa3snTb ctatuctuky OAM ans uHTepdeincos/KOHKPETHOro MH-
Tepdelica.

show port ethernet-
oam(fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port]
statistics

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11).

show port ethernet-oam({ OTo6pa3nutb OAM HacTpolikK nopTa.
fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port }

event-notifications

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11).

show ethernet-oam global OT06pasunTb rnobanbHbie HACTPONKKM 6aoKa OAM.
information

Mpumep HacTpoliku Ethernet OAM:

console (config) # set ethernet-oam enable
console (config) # interface gigabitethernet 0/1
console (config-if)# ethernet-oam enable

4.16 Npynnosas agpecaums

4.16.1 dyHKYus nocpedHuka npomokona IGMP (IGMP Snooping)

®dyHKUMA IGMP Snooping Mcnonb3yeTcs B CeTAX rpynnoBoi paccbliku. OcHoBHOM 3agadveit IGMP
Snooping ABnAeTcA NpefoCTaB/NeHMe MHOroagpecHoro TpaduKa TOMbKO AAA Tex NOpTOoB, KOTopble
3anpocuaum ero.

« MoapeprkuBalTca Bepcuun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.
’ | ®dyHKuma rpynnosoii punbrpauum «bridge multicast filtering» BknoueHa no ymonuaHuio.
-

PacnosHaBaHMe NOPTOB, K KOTOPbIM NOAKAOUYEHbI MHOTOaApECHbIe MapLIPYTU3aTOPbl, OCHOBAHO Ha
cneayowmx cobbITUsX:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— nakeTbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— MaKeTbl NPOTOKO/la MHOroaapecHoi mapwpyTtnsaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha nopTy;

— naketbl npoTokona MRDISC npuHATbI Ha NoOpTY;
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— naketbl NpoToKosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NopTy.

KomaHObI pexcuma 2n0bas1bHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabanuya 100 — KomaHabl pexkmma rnobanbHoi KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

shutdown snooping

no shutdown snooping

-/BKAOYEHO

OTKAtouNTbL paboTy moayns IGMP/MLD Snooping Ha ycTpoicTse.

' [aHHaa KomaHaa oTkAloyaeT pabory moayna

b IGMP/MLD Snooping c 6e3B03BpaTHbIM yAaneHuem
Bcex HacTpoek 6a10ka IGMP/MLD Snooping.

Bratoumntb paboty moayns IGMP/MLD Snooping Ha ycTpoiicTae.

ip igmp snooping

no ip igmp snooping

-/BbIK/NOYEHO

PaspewunTb ucnosnb3osaHme ¢pyHKuumn IGMP Snooping KommyTa-
TOpOM.

3anpeTnTb ncnosnb3oBaHue GyHKLUUKM IGMP Snooping kommyTaTo-
pom.

ip igmp snooping vlan vian_id

no ip igmp snooping vian
vlan_id

vlan_id: (1..4094)/BbI-
KNIOYEHO

PaspewwnTb ncnonb3osaHme dyHkUuun IGMP Snooping KommyTa-
TOPOM AN AaHHOro uHTepderica VLAN.
- vlan_id — vaeHTudUKaumoHHbIi Homep VLAN.

3anpeTuTb Ucnosib3osaHue ¢pyHKUMM IGMP Snooping KommyTaTo-
pom ansa gaHHoro nHTepdeinca VLAN.

snooping authentication

no snooping authentication

-/BbIKNIOYEHO

BKkntoumTb aBTOpM3aumto IGMP join rnobansHo.

BbIkntounTb asTopmsaumto IGMP join rnobanbHo.

snooping authentication
cache-time timeout

no snooping authentication
cache-time

timeout: (20-10000)
/600

HacTtpouTb TaimayT ansa cache-tabanupl IGMP-aBTopUsaymm.

BepHyTb 3Ha4YeHne No ymoa4aHuio.

ip igmp snooping vlan vian_id
mrouter {fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

no ip igmp snooping vian
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24);

Onpegenntb NOPT, K KOTOPOMY MOAK/OYEH MapLipyTU3aTop
MHOroaZpecHom paccbliku gna 3agaHHoro VLAN.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

YKas3aTb, YTO K MNOPTY HE MOAK/IYEH MapLWpPyTU3aTOP MHOroaa-
PECHOM PacCbINKK.

ip igmp snooping vlan vian_id
fast-leave

no ip igmp snooping vlan
vlan_id fast-leave

vlan_id: (1..4094);
-/BbIK/IOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywiel
VLAN. O3HayaerT, 4To NOPT AO/IKEH ObITb HEMeANEHHO yaaneH n3
rpynnbl IGMP nocne nonyyeHus coobuieHmsa IGMP leave.

OTkntounTb Npouecc IGMP Snooping Immediate-Leave Ha Teky-
wen VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_addr

vlan_id: (1..4094)/8bI-

BKOUNTL MOAMEHY KOMMYTAaTOPOM aJpeca UCTOYHWMKA Ha 3a4aH-
HbIl IP-agpec B nakeTax IGMP-report B ykazaHHom VLAN.
- ip_addr — IP-agpec, KoTopblit ByaeT ncnonb3osaTbes 414 NoA-
MeHbI.

MoameHa Ha 3apaHHbIA agpec ANA TPAH3UTHOTO Tpa-

! ¢pMKa NPOMCXOAUT NPU BKAKYEHHOM ip igmp snooping.

KoteHo MoameHa Ha 3agaHHbIA agpec ana Tpaduka, ucxopa-
wero ¢ CPU kommyTaTopa, — Npu BKJIIOYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping vlan BbIKNOUNTL NOAMEHY KOMMYTAaTOPOM agpeca MCTOYHMKA Ha 3a-
vlan_id replace source-ip OaHHbIN IP-agpec B nakeTax IGMP-report.
ip igmp snooping group-query- value: (2..5) YCTaHOBWUTb MHTEpBan BPemMeHW B CEeKyHZaX, Nnocie KOToporo

interval value

YCTPOMCTBO OTNPABAAET group-query Ha mrouter.
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ip igmp snooping group-query-
interval

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTb MHTEPBaN BPEMEHU B CEKYHAAX, MO UCTEYEHMU KOTO-
poro mrouter yaanaetcs, ecam He nony4vaet IGMP reports.

OTKNOYUTD HaCTPOIKY.

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

-/non-router

BK/1lOUMTL OTNPABKY query BO BCe NOPTbI.

BK/IlOUMTb OTNPABKY query B non-router-nopTbl.

ip igmp snooping report-
suppression-interval value

no ip igmp snooping report-
suppression-interval

value: (1..25)/5

3apaTb UHTEpBan (B cekyHAaax), ana koToporo IGMPv2 report gns
OZLHOW U1 TOM *Ke rpynnbl He byayT nepeHanpaseHbl.

YCTaHOBWUTb 3HAYeHME No YMOI4aHUIO.

ip igmp snooping retry-count
value

no ip igmp snooping retry-
count

value: (1..5)

MaKkcumanbHoe KOAM4ecTBO query, OTHOCALLMXCA K rpynne, oT-
npaB/aeHHbIX Ha mrouter.

OTKNOUNUTL HACTPOMKY.

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

Pa3pewnTb Nnepegayy query-nakeTos Ha yCTPOMCTBE.

3anpeTuTb Nepegayy query-naketTos Ha YCTPOMCTBE.

ip igmp snooping source-only
learning age-timer interval

no ip igmp snooping source-
only learning age-timer

interval: (130..1225)

YCcTaHOBUTb MHTEPBA (B CEKYHAAX), NOCaAe KOTOPOro nopT yaana-
etca, ecnn IGMP reports He nonyyeHbl.

OTKAOUUTL TaliMmep.

ip igmp snooping filter

no ip igmp snooping filter

-/BbIK/IIOYEHO

Pa3pewntb ucnosb3oBaHme GyHKUMN dunbtpaumm IGMP Ha UH-
Tepdelicax.

3anpeTntb UcnonbsoBaHne GyHKUMM dunbtTpaummn IGMP Ha UH-
Tepoericax.

KomaHObI pexcuma koHguaypauuu VLAN (QuanasoH VLAN o)

console# configure terminal

console

(config)# vlan 1,3,7

console (config-vlan-range) #

Tabnunua 101 — KomaHapl pexkuma KoHpurypaumm VLAN

KomaHoa

3HayeHue/3HayeHue
no yMmoa4YaHuo

Aeiicmeue

ip igmp snooping replace
source-ip ip_addr

BKAOUMTL NogMeHy KOMMYTaTOpOM agpeca UCTOYHWMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report.
-ip_addr — IP-agpec, KoTopbiit byaeT Mcnonb3oBaTbCa AN NOA-
MEHbI
MoameHa Ha 3aAaHHbINA agpec ANA TPAH3UTHOrO Tpa-
! ¢$UKa npoucxoautT MNpU  BKAOYEHHOM ip igmp
snooping. NMogmeHa Ha 3aAaHHbIA agpec AnA Tpa-
¢uKa, ucxogawero c CPU kommyratopa, — npm BK/IIO-
YeHHOM ip igmp snooping u ip igmp snooping proxy-
reporting.

no ip igmp snooping replace
source-ip

BbIKNOYMTE MOAMEHY KOMMYTATOPOM aZpeca MCTOYHMKA Ha 3a-
AaHHbIN IP-agpec B naketax IGMP-report.

ip igmp snooping cos cos

YcTaHOBWTb 3HauyeHue 802.1p gns IGMP-nakeToB, KoTopble by-
AYT MCNo/b30BaTbCA KOMMYTAaTOPOM Ha MHTepdeice VLAN.

no ip igmp snooping cos cos: (0..7)/- Yaanset 3HaueHne metkn 802.1p gna IGMP-nakeToB Ha UHTEp-
deiice VLAN.

ip igmp snooping version {vl | YcTaHoBUTbL Bepcuto npoTokoaa IGMP B VLAN.

v2 | v3} -/v3

ip igmp snooping

YCTaHOBUTb 3HAYeHUe no YMO/I4aHUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIK/IOYEHO

BkntoyaeT pyHKumio fast-leave ans VLAN.

Bbikntoyaet dpyHKumio fast-leave ana VLAN.
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ip igmp snooping max-
response-code value

no ip igmp snooping max-
response-code

value: (0..255)

YCTaHOBWUTb MaKCMMaNbHOE BPEMA OTBETA Ha 3anpoc, 3ajatoLe-
eca B KoAe, rae ofHa egMHMLA Kofa paBHa OAHOM AecATou ce-
KYHAbI.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}
[time-out time]

no ip igmp snooping mrouter-
port {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
time: (60..600)

CTaTMyecKkn HaCcTpouTb NOPTbl MapLpyTusatopa ana VLAN.
- time-out — nHTEpPBaN 0XMAAHNA A0 OYMCTKM NOPTa MAPLLPYTH-
3aTopa gns uHtepderica VLAN.

YaanuTb yKaszaHHble NOpTbl mapLpytusatopa ana VLAN.

ip igmp snooping mrouter-port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
version {v1 | v2 | v3}

no ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}
version

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

HacTtpoutb Bepcuio IGMP ana nopta mapwpyTtmsatopa ana VLAN.
-v1l — IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.

YCTaHOBUTb BEPCUIO MO YMOJTHAHWIO.

ip igmp snooping multicast-vlan
profile index

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MpueAsaTb multicast-npodunb ¢ 3agaHHbIM MHAEKCOM K VLAN.

Ypanutb npusasky K VLAN.

ip igmp snooping querier

no ip igmp snooping querier

-/BbIK/IIOYEHO

BKAOUMTL NOAAEPXKKY BblAauM 3aNpocoB igmp-gquery KOMmyTa-
Topom 8O VLAN.

BbIKNOUNTL NOAAEPIKKY BblAauYM 3aNPOCOB igMp-query KommyTa-
Topom BO VLAN.

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIKNtO4EHO

YCTaHOBUTb TaliMayT, N0 KOTOPOMY CMCTEMA OTMPaB/IAET OCHOB-
Hble 3anpoCbl BCEM yYaCTHMKAM rpynmnbl MHOroaApecHon nepe-
Aa4n AnA NPOBEPKM UX aKTUBHOCTHU.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIK/AOYEHO

BkAounTb pexmm ¢uabTpaumn He3apermcTpMpoBaHHOIO Tpa-
¢duka B VLAN.

OTKAIOUUTDL perUM GUABTPALMU He3aperncTpMpPoBaHHOMoO Tpa-
¢duka B VLAN.

ip igmp snooping static-group
ip_addr [ports ports]

no ip igmp snooping static-
group ip_addr

Cos3patb CTaTUYECKYIO 3anNUCb B Ta6/w1u,e I'pyI'II'IOBOﬁ aapecauun.

YAanuTb cTaTMyeckyto 3anucb U3 Tabauubl rpynnosoi agpeca-
Lun.

ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

no ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24);

Bkatountb oTbpacbiBaHne Query Ha uHTepbelice.

BbIkntountb oT6pacbiBaHne Query Ha nHTepbelice.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm nHtepdelica:

console (config-if)#

Tabanuya 102 — KomaHgb! pexkuma KoHpurypaumnm nHtepoeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aeiicmeue

switchport multicast-tv vlan
vlan_id [tagged]

no switchport multicast-tv vian

vlan_id: (1..4094)

Bkntountb nepeHanpasneHne IGMP-3anpocoB M3 KAWEHTCKUX
Vlan 8 Multicast Vlan u mynbTukactosoro Tpadmka B KIMEHTCKUE
Vlan B HeTerMpoBaHHOM BuAe.

- tagged — BkntounTb nepeHanpasneHme IGMP-3anpocoB 13 Kau-
eHTcKkumx Vlan B Multicast Vlan u mynbTukactosoro Tpadmka B Kam-
eHTckue Vlan ana nHtepdeiica B TermpoBaHHOM BUAe.

BbikntounTb nepeHanpasneHne |IGMP-3anpocoB C KAMEHTCKUX
Vlan 8 Multicast Vlan u mynbTukactoBoro TpadmKka B KIMEHTCKUNE
Vlan gna nutepdeiica B pexxmme «access».

ip igmp snooping limit groups

limit

no ip igmp snooping limit

-/BbIKNOYEHO

YCTaHOBWTb OrpaHUYeHWe NO KOAMYECTBY rpynn Ha uHTepdelice.
Ona pabotbl TpebyercA KomaHga ip igmp snooping
e filter.

CHATb OrpaHNYeHne Ha KOAMYecTBOo rpynn.

ip igmp snooping filter-
profileld filter-id

no ip igmp snooping filter-
profileld

-/BbIK/NOYEHO

BKkatounTb punbTpaumto no filter-id Ha nHtepdelice.

OTkntounTb dunbTpaumto no filter-id Ha nHTepderice.

ip igmp snooping leavemode
{exp-hosttrack | fastleave |
normalleave}

-/normalleave

YcTaHOBUTL pexkum leave Ha nHTepdeiice.

- exp-hosttrack — c otcnexxusaeHne xoctos;

- fastleave — ynaneHue cpasy nocne nonyyeHue leave;

- normalleave — peXXum no ymonyaHuio.

[na paboTtbl TpebyeTca KomaHaa snooping leave-process config-
level port.

ip igmp snooping trusted

no ip igmp snooping trusted

-/BbIKNIOYEHO

BkntounTb perkum gosepusa IGMP Snooping Ha uHTepdeiice.

Ha poBepeHHbIn MHTepdeic He pacnpocTpaHaeTca AencTeue Ko-
MaHg, ip igmp snooping proxy-reporting v ip igmp snooping
replace source-ip.

BbIK/IOUNTbL peXUM 40BepUA Ha MHTepdeiice.

ip igmp snooping authentica-
tion radius [required]

no ip igmp snooping
authentication

-/BbIKNIOYEHO

BkntounTb IGMP-aBTOpU3aumio Ha nHTepdeiice.
- required — 3anpeTuTb 06paboTKy IGMP join npu HegoCTyNHO-
ctn RADIUS-cepsepa.

BepHyTb 3HaYeHWe No yMmoa4YaHuo.

ip igmp snooping
authentication forward-first

no ip igmp snooping
authentication forward-first

-/BbIKNIOYEHO

Bkatountb onumto forward-first, npu kotopoii IGMP join 6yayT 06-
pabaTbiBaTbCA NEpes, Mx aBTopu3aLLmeit Ha cepeepe.

BepHyTb 3HaYeHWe No YMONYaHUIO.

ip igmp sn authentication
exception mcast profile profile

no ip igmp sn authentication
exception mcast profile

Mpueasatb multicast-npodunb ana IGMP-agTopusaunm Ha WH-
Tepdelic.

BepHyTb 3HaUYeHMe Mo YMONYaHUIO.

[Mpumep HaCMpPOUKU NOGMNUCKU Ha cmamu4eckue 2pynbl

console# configure terminal
console (config) # vlan 10

console
console
console
console

— e~ o~ —~

config-vlan)# wvlan active

config-vlan)# ip igmp snooping static-group 232.0.0.1
config)# ip igmp snooping

config)# ip igmp snooping proxy-reporting
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Mpumep Hacmpoliku MVR

B npumepe gigabitethernet 0/1 - mrouter-port, fastethernet 0/1 - KAneHTCKKit NopT

console
console
console
console
console
console
console
console
console
console
console
console
console
console
console
console
console
console
console

config)# vlan 10,100

config-vlan) # vlan active

config-vlan) # exit

config)# ip mcast profile 1

config-profile)# permit

config-profile)# range 232.0.0.1 232.0.0.5
config-profile) # profile active
config-profile)# exit

config)# snooping multicast-forwarding-mode ip
config)# ip igmp snooping

config)# ip igmp snooping vlan 100

config)# ip igmp snooping multicast-vlan enable
config)# wvlan 100

config-vlan)# ip igmp snooping multicast-vlan profile I
config)# interface gigabitethernet 0/1I
config-if)# switchport mode trunk

config-if)# exit

config)# interface fastethernet 0/1

config-if)# switchport mode access

. o o e ~ —  ~ ~ —~ —~

console (config-if) # switchport access vlan 10
console (config-if)# switchport multicast-tv vlan 100
console (config-if) # exit

KomaHOwb! pexcuma EXEC

Bce kKomaHAabl AOCTYNHbI TONBKO ANA NPUBUIETMPOBaHHOIO NO/1b30BaTeNA.

Bupa 3anpoca KOMaHAHOM CTPOKM pexkmuma EXEC:
console#

Tabnunua 103 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

KomaHda Aelicmeue
no ymoa4YaHuro
show ip igmp snooping mrouter MNokasaTtb nHpopmaumto 06 nsyyer-
- HbIX MHOTOAAPeCcHbIX MapLpyTH3a-
Topax B yKasaHHo# rpynne VLAN.
show ip igmp snooping groups MNokasaTtb nHpopmaLmto 06 n3yyeH-

HbIX ~ MHOrOaApecHbIX  rpynnax,
yyacTBylOWMX B rPynnoBoW pac-
CblNIKe.

Ounctute Tabauuy rpynn nosHo-
CTblO MK B YKa3zaHHOM VLAN.

clear ip igmp snooping groups [vlan vian-id] vian_id: (1..4094)

show ip igmp snooping authentication cache fa_port: (0/1..24); MNpocmotp cache-tabaunupl IGMP-
[interface {fastethernet_fa_port_| gigabitethernet gi_port | gi_port: (0/1..48); aBTOPM3aLMUM.
tengigabitethernet te_port | port-channel group}] te_port: (0/1..11);

group: (1..24)

4.16.2 lMpaesuna 2pynnosoli adpecayuu (multicast addressing)

[aHHbIN Knacc KomaHa, npefHasHayeH AaAa 3afaHuA Npasua FPynnoBoOl ajpecauuu B CeTU Ha
KaHa/IbHOM 1 ceTeBOM YpoBHAX moaenu OSI.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnnua 104 — KomaHabl pexuma rnobanbHoM KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip igmp snooping multicast-
vlan enable

ip igmp snooping multicast-
vlan disable

-/BbIKNOYEHO

BkntounTb GyHKLUMIO rpynnoBon GuabTpaumm.

BbIK/MOUNTb GYHKLMIO FPYNNOBOM GUAbTpaLUN.

snooping multicast-
forwarding-mode ip

HacTtpausaeT pexkum 06paboTkmn multicast-tpadumka no IP-agpecy.
’ B AaHHOM pexxume yacTb multicast-tpaduka nepexsarbl-

snooping leave-process config-
level vlan

-/mac H BaeTca ycTpoicTBom Ha CPU.
snooping multicast- HacTpaunBaeT pexum obpaboTkn multicast-tpadmka no MAC-aa-
forwarding-mode mac pecy.
snooping leave-process config- OnpegenseTt ypoBeHb KOHPUTypaLMm mexaHM3MoB 06paboTKuM OT-
level port _Man nycka (KoHourypauum Ha ocHose VLAN nam Ha oCHOBe nopTa).

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

snooping report-process
config-level all-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKa3blBaeT Ha Kakux noptax obpabatbiBaloTca nosyyeHHble IGMP
report oT xocta. IGMP report moryT o6pabaTbiBaTbCcA Ha BCeX Nop-
Tax UM Ha NOPTaX, KOTOPble He ABAAKOTCA mrouter-nopTamu.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

4.16.3 MLD snooping — npomoKos1 KOHMPOoAa MHO20a0pecHo20 mpaguKa 8 IPve

MLD snooping — MexaHM3M MHOroaApecHON PaccbiIKM COODLLEHNI, NO3BONAOWMIA MUHUMU-
3MpOBaTb MHOroaApPecHbI TpadukK B IPv6-ceTax.

v/

KomaHObI pexcuma 2a06an6Hol KoOHguU2ypayuu

B TeKyweii Bepcum NO He nogaepusaetca Ha moaenax MES2448B, MES2411X, MES3710P.

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnuya 105 — KomaHgb! rnobanbHOro permma KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ipvé mld snooping

no ipv6 mid snooping

-/BbIK/IOYEHO

BkatounTtb MLD snooping.

OTkAtoumTb MLD snooping.

ipvé mld snooping group-
query-interval interval

no ipv6 mid snooping group-
query-interval

interval: (2..5)/2

YCTaHOBWTb TaliMayT, MO KOTOPOMY CMCTEMA OTMNPaB/IAET OCHOBHbIE
query-3anpochi.

YCTaHOBUTb 3HaYeHue no YMO/I4aHUIO.

ipvé mld snooping mrouter-
time-out time

YCTaHOBUTb BpPeMA OXWAAHMA OYMCTKM MOpPTa OTC/EeXMBAlOLLEro
mapuwpyTtusatopa MLD, nocne KOTOporo nopT yaanaerca, ecan He

interval interval

(130..1225)/260

time: (60..600) nony4eHbl controlpackets mapwpyrtmusatopom MLD.
no ipvé mid snooping mrouter- YCTaHOBWTb 3Ha4YE€HNE NO YMOAYaHUIO.
time-out
ipvé mid snooping port-purge- interval: 3aaaTb MHTEepBaa BpeMeHN O4YUCTKM NopTa oTcnexunsanma MLD, no-

c/le KoToporo NopT yaansaetcs, ecan MLD-reports He nNosyyeHbl.
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no ipvé mld snooping port-
purge-interval

YCTaHOBUTb 3Ha4YeHME N0 YMOIHYAHMUIO.

ipvé mld snooping proxy-
reporting

no ipvé mld snooping proxy-
reporting

-/BbIK/IIOYEHO

BKAOUNTL GYHKLMIO proxy-report Ha ycTpoiicTae.

BbIKNOUNTL GYHKLMIO proxy-report Ha ycTpoicTBe.

ipvé mid snooping report-
forward {all-ports | router-
ports}

no ipv6 mld snooping report-
forward

-/router-ports

YKasaTb HanpasneHue IGMP report: Bo Bce noptbl VLAN wau
TO/IbKO Ha MOPTbI poyTepa.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

ipvé mid snooping report-
suppression-interval interval

no ipvé mld snooping report-
suppression-interval

interval: (1..25)

YCTaHOBUTbL BpEMEHHOW MHTepBas 3anpeTa nepegayn MLDvSnoop-
ing-reports, B TeueHne KoToporo coobueHma otyetos MLDv1 He 6y-
AYT NepeHanpaBAATbCA Ha MOPTbI MapLIpyTU3aTopa ANA TOW ke
rpynnel.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 mld snooping retry-count
interval

count

no ipvé mld snooping retry-

interval: (1..5)/2

YCTaHOBUTb MaKCMMaibHOE KOJIMYECTBO rPYMnnoBbIX 3aMpocos, OT-
npaB/iAeMbIX Ha NOPT NpU NosydeHumn coobuweHns MLDv.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

enable

ipvé mld snooping send-query

ipv6 mld snooping send-query
disable

-/disable

BKAOUMTb PYHKLMIO Nepeaayn 3anpocos MLD npu M3ameHeHUn To-
nonorunu.

Bbikntountb dyHKUMIO nepesayun 3anpocos MLD npu nameHeHuu
TOMONOTUW.

KomaHOb! pexcuma koHpuaypauuu VLAN (OuanasoH VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnvua 106 — KomaHapl pexkuma koHourypaumm VLAN

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

No ipv6 mld snooping mrouter

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MpunBA3aTb NOPT OTCAEKMBAKOLWLEro MmappyTnusatopa MLD k VLAN.

Yaanutb NnopT oTCaexKmnsatowero mapwpyrtmsatopa MLD n3 VLAN.

ipvé mid snooping version {v1
| v2}

ipv6 mld snooping version

-/v2

HacTtpoutb Bepcuto otcnexknsanuna MLD B VLAN.
-vl — MLD snooping Version 1;
-v2 — MLD snooping Version 2.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

KomaHObI pexcuma EXEC

Bce KOmaHAbl AOCTYMNHbI TOAILKO 419 NPUBUAETMPOBAHHOIO NO/Ib30BaTeNA.

Bua 3anpoca KomaHAHOM cTPOKKM pexnma EXEC:

console#
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Tabnuua 107 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
no yMmoA4aHuio

KomaHda

Aeiicmeue

show ipv6 mld snooping global

OT106pasunTb rnobanbHblie HacTpoku MLD.

show ipv6 mld snooping vlan
vlan_id

0OT06pazunTb MHPOpMaLMIo 0 KoOHbUrypaumn MSD-snooping ana
paHHou VLAN.

4.16.4 ®yHKyuu o2paHu4eHusa multicast-mpaduka

PyHKUMM orpaHuveHma multicast-tpadumka unc

nosb3yrTcA A yAobHOM HACTPOMKM OrpaHMYeHun

NPOCMOTPA ONpeAeNeHHbIX FPyNn MHOroaAapecHOM PaccbUIKK.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnnua 108 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHoa

Aelicmeue

index: (1..4294967295);
description: (1..128)
CMMBO/IOB

ip mcast profile index
[description]
no ip mcast profile index

Co3pgatb multicast-npodunb U NepenTn B pernm ero KoHoU-
rypMpoBaHus.

YpanuTb multicast-npodunb.

KomaHObI pexcuma KoHgu2ypayuu multicast-npoguns

Bupg 3anpoca KOMaHAHOﬁ CTPOKU B pexXXnme Ko

console (config-profile) #

Hourypaumm multicast-npodpuns:

Tabnnua 109 — KomaHabl pexkuma KoHdurypaumm multicast-npodunsa

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

OnucaHue

range first_group_ip
last_group_ip

3apaTb AMana3oH aapecoB-UcTo4HMKOB multicast-Tpaduka.
Ecnu 3apaTh TONBKO OAMH afipec, OH CTaHeT eAUHCTBEHHbIM UC-
TOYHMKOM MY/IbTMKACTa.

no range first_group_ip
last_group_ip

YaanuTb AManasoH aapecoB-UcToYHMKoB multicast-tpadmka.

permit
-/deny

B cnyyae HecooTBeTCTBMA OAHOMY M3 3aAaHHbIX AMAMNA30HOB,
IGMP-report 6yayT nponyckaTbcs.

deny

B cnyyae HecooTBETCTBMA OAHOMY M3 334aHHbIX AMaMNa3’oHOB,
IGMP-report 6yayT oTbpacbiBaTbCA.

profile active

AKTMBMpOBaTL paboTty npoduns.

no profile active

[eakTnBmpoBaTtb paboTy npodpuns.

KomaHObI pexcuma KoHgpuaypayuu VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm VLAN:

console (config-vlan) #

Tabnmua 110 — KomaHabl pexuma KoHpurypaumm V

LAN

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda

OnucaHue

ip igmp snooping multicast-

vlan profile profile index: (1.. 4294967295)

MpuBA3aTh YKaszaHHbIM npoduab K VLAN.
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4.16.5 KoHgpuzypayus IGMP proxy

dyHKUMA MHoroagpecHoi mapwpytusaumm IGMP Proxy npegHasHauyeHa Ana peanunsaumu
YMNPOLLEHHOM MapLPYTM3aLMM MHOTOALPECHBIX AAHHbIX MEXAY CETAMM, YNpaBaseMoi Ha OCHOBAHMMU
npotokona IGMP. C nomouwpto IGMP Proxy ycTponctBa, He Haxogswmeca B O4HOW CETU C CepBEpPOM
MHOTF0a4peCHOM PACChIIKK, MMEIOT BO3MOXKHOCTb MOAKAOYATLCA K MHOTOaApeCHbIM rpymnmnam.

MapLlpyT13aumns OCyLLEeCTBAsSIeTCA MeXKay WHTepdeincom BblwecToawen cetn (uplink) u
nHTepdelricamm Huxkectosawmx ceten (downlink). Mpu atom Ha uplink-MHTEepdece KommyTaTop BegeT
cebs Kak 0bbluHbIM Nony4YaTeslb MHOroagpecHoro Tpaduka (multicast client) u popmupyet cobcTBeHHbIE
coobueHuns npotokona IGMP. Ha untepdeiicax downlink kKommyTaTop BbiCTynaeT B KayecTBe cepBepa
MHOroaApecHOM paccblsikn M obpabaTtbiBaeT coobLieHna npoTokoaa IGMP oT ycTponcTs, NoAKAOYEHHbIX
K 3TUM uHTepdelicam.

l DyHKLMA NoaaepKUBaAETCA TONbKO Ha moaenax MES2424, MES2424B, MES2424FB, MES2424P,
N MES2448, MES2448B, MES2448P, MES2411X, MES3710P.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KoOHPUrypaumu:

console (config) #

Tabnunua 111 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

set ip igmp enable BkatounTtb moaynb IGMP rnobansHo.

-/BbIKNIOYEHO

set ip igmp disable Bbikntountb moayns IGMP rnobansHo.

ip igmp proxy-service Bkntountb dyHKLMIO IGMP proxy rnobanbHo.

-/BbIKNIOYEHO

no ip igmp proxy-service BbIkntounTb GpyHKUMIO IGMP proxy rnobanbHo.

KomaHObI pexcuma KoHgpuaypayuu uHmepgeticos VLAN

Buz 3anpoca KoMaHAHOM CTPOKM B pexnme KoHdurypaumm nutepoeicos VLAN:

console (config-if) #

Tabnunua 112 — KomaHabl pexkmma KoHpurypauum nHtepdericos VLAN

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

KomaHoa Aelicmeue

set ip igmp enable

-/BbIK/OYEHO

set ip igmp disable

Bkatounte moaynb IGMP Ha mHTepdeiice. UHTepdeiic
nony4yaet ponb Downstream ana ¢yHKkuumn IGMP proxy.

Bbikntountb moaynb IGMP Ha nHTepdeiice.

ip igmp-proxy mrouter

-/BbIK/IIOYEHO

no ip igmp-proxy mrouter

Onpegenntb ponb Upstream ana uHtepdeiica IGMP
proxy.

Y6patb posnb Upstream ¢ nHtepdelica.

ip igmp-proxy mrouter-version
version

version (1..3)/3

YcTaHoBUTb Bepcuto IGMP Ha Upstream-untepdelice.

ip igmp-proxy mrouter-time-out
timeout

timeout (60...600)c/125

YcTaHOBUTL Taimep mrouter purge, Nocne UCTedeHus
KoToporo Bepcusa IGMP Ha Upstream-nHtepdelice cme-
HUTCA Ha CKOHOUIYpPUPOBaHHYID KOMAHZOM ip igmp-
proxy mrouter-version. Tailmep nepesanyckaeTcsa Kax-
Obli pa3 nocne nonydvenma Query Ha Upstream-
NHTepdeiic.

ip igmp immediate-leave

-/BbIK/IIOYEHO

Bkatountb PpyHKuMto IGMP fast-leave Ha Downstream-
uHTepdelice.
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no Ip igmp immediate-leave

BbIkntounTb PyHKuMto IGMP fast-leave Ha Downstream-
MHTepodeiice.

ip igmp explicit-tracking

no ip igmp explicit-tracking

-/BblKOYEHO

BKkNtoUNTL  YHKLMIO OTCNEKMBAHUA KAMEHTOB AnA
6bICTPOro yaaneHus NoAnuCcKM npu nonydeHunn IGMP
leave Ha Downstream-uHTepodeiice.

BbIKNOUNTE PYHKLUMIO OTCNEKMBAHUA KAMEHTOB ANA
6bICTPOro yaaneHus NoAnucKM npu nonydeHunn IGMP
leave Ha Downstream-uHTepodeiice.

Ip igmp query-interval interval

no Ip igmp query-interval

interval (30...31744)c/125c

YcTaHOBUTL MHTepBan otnpasku IGMP General Query
Ha Downstream-uHTepodeiice.

BepHyTb nHTepBan otnpasku IGMP General Query Ha
Downstream-uHTepdeice No ymonyaHuto.

ip igmp last-member-query-
interval value

no ip igmp last-member-query-
interval

value (1-255)mc/10mc

YcTaHOBUTb 3HayeHue B mc last-member-query-interval
B coobueHuax IGMP group specific query.

BepHyTb 3HauyeHue last-member-query-interval B coob-
weHuax IGMP group specific query no ymonvanuto.

ip igmp query-max-response-time
value

no ip igmp query-max-response-
time

value (1-255)mc/100mc

YCcTaHOBUTbL 3HauYeHMe max-response-time B coob0Le-
Huax IGMP general query.

BepHyTb 3HauyeHWe max-response-time B coobLieHNAX
IGMP general query no ymon4anuio.

ip igmp robustness robustness

no ip igmp robustness

robustness (2..7)/2

YCcTaHOBWTb 3HaYeHWe napameTa ycrtoiumsoctn IGMP.

BepHyTb 3HaueHwme yctonumsoctn IGMP no ymonyaHuio.

KomaHOwbI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 113 — KomaHgb! pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ip igmp-proxy mrouter [vlan
vlan-id ]

vlan-id: (1..4094)/-

MNpocmoTp nHpopmaumm 06 Uplink-nHtepdeicax.

show ip igmp-proxy forwarding-
database [vlanvian-id | group

vlan-id: (1..4094)
group-ip: multicast ip-

MpocmoTp MHPOpPMaUMKM O MONyY4aeMbiX rpynnax u
Ha/IMYNM NOAMMUCOK A5 HUX.

group-ip | source source-ip] address
source-ip: unicast ip-
address/-
show ip igmp global-config MpocmoTp MHPOpMaLUK 0 rNobanbHOM COCTOSHUU MO-
i ayna IGMP un dyHkumnm IGMP proxy.
show ip igmp groups - MpocmoTp MHPopmaunm 06 akTUBHBIX MOANMCKAX Ha

rpynnbl.

show ip igmp interface [vlan vian-
id]

vlan-id: (1..4094)/-

MpocmoTp MHopmaLmm o cocToaHnn moaynsa IGMP Ha
MHTepdercax.

show ip igmp statistics [vlan vian-
id]

vlan-id: (1..4094)/-

MpocmoTp cTatnuctukm moayna IGMP Ha nHtepdeliicax.

4.17 ®yHKUMM ynpaBneHUa

4.17.1 MexaHu3m AAA

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAb3yeTcA MexaHusm AAA (ayTeHTMdMKauMs,

aBTopu3aums, yder).

— Authentication (ayTeHTUdUKaLMA) — conocTaBneHne 3anpoca CyL,ecTByoLeln yYETHON 3a-
nucu B cucteme 6e30MacHoCTM.
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— Authorization (aBTopuM3auus, NpoBepKa YpoBHA A0CTyNa) — CONocTaBNeHue YYETHOM 3anucu
B cucteme (npotluealiel ayTeHTUGUKaLUIO) U onpeaenéHHbIX NOJHOMOUYMUNA.
— Accounting (y4€T) — cnexxeHue 3a noTpebaeHnem pecypcoB nosb3oBaTesem.

Ona wnudpoBaHMA AaHHbIX UCMOb3yeTCcA MexaHu3m SSH.

KomaHObI pexcuma 2a06anab6HolU KOHu2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM pexxnma rinobanbHOM KoOHGUrypauum:

console (confiqg) #

Tabanua 114 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue o

no enable [level /evel]
password

KomaHda Aeiicmeue
YMOAYAHUIO
enable password [level YCTaHOBWTbL Napo/ib 417 KOHTPOAA U3MEHEHMUA NPUBUAETUI A0-
level] password CTyna nonb3oBaTenen.
- level — ypoBeHb npusunernis;
level: (1..15)/1;
- password — naposb.
password: (5..20) .
BKntouatowmii B ce6a cneucMmeonbl Nnaponb Tpebyetca
CUMBO/I0B

L YKa3blBaTb B KaBbl4KaXxX.

Y4anuTb Naposb A8 COOTBETCTBYIOLLETO YPOBHA NPUBUAETUIA.

username name password

password [privilege level]
name: (1..20) cumBoNOB;

password: (5..20)
CUMBO/I0B;
level: (1..15)

Nno username name

[06aB1Tb N0/sIb30BaTENA B /IOKA/IbHYIO 633y AaHHbIX.
- level — ypoBeHb npusunernis;
- password — naposnb;
BKntouatowmii B ceba cneucMmBosbl naponab Tpebyerca
e YKa3blBaTb B KaBbluKax.
- name — ¥MA NoNb30BaTeNs.

YAanuTb Nonb30BaTeNA U3 IOKaIbHOW 6asbl AaHHbIX.

aaa authorization
command /evel tacacs
[local]

level: (1..15)/BbIkNtO4EHO

no aaa authorization
command /evel

PaspelunTtb aBTOPM3aLIMIO KOMAHA NONb30BaTENEN.
- level — yposeHb Npusuieruii nonbsosateneu.
V B TeKyuei Bepcum MO npm N0KaNbHOM aBTOpU3aL MU
paspelueHbl Bce KOMaHAbI.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

aaa authentication mode
{chain | break}

YCTaHOBUTb aNIFOPUTM AENACTBUI NPU HEBO3MOKHOCTU ayTEHTU-
du1Kaumm Ha cepsepe.
- break — nepexog K cnesytouiemy B Cnvcke cepsepy Npomncxo-

nonel}

/break [T TONBKO NpY HEAOCTYMHOCTM NpeablayLLero cepeepa.
- chain — nepexop K cneaytoliemy cepsepy BO3MOXKEH Npu He-
[OCTYNHOCTU CepBepa UK NpuU OTKase B ayTeHTUdUKaLMK.
aaa authentication default HactpouTb uenesble cepeepbl AAA ans cnncKa ayTeHTUdMKaLMK
{[local | radius | tacacs | -/local M0 YMONYaHMUIO.

aaa authentication user-
defined list {[local | radius
| default | none]}

no aaa authentication list
list

list: (3..32) cumsonos/-

HacTpouTb N0oNb30BaTENbCKUI CMNCOK CEPBEPOB A/1A ayTEHTU-
duKaumm.

Y4anunTb NONb30BaTEbCKUIA CMIMCOK CEPBEPOB A1 ayTEHTUDU-
Kauun. CNnCoK Henb3sA yaanuTb, eCav OH NPUBA3aH K TepMU-
Hany.

ip http authentication

login list
ogin /is list: (3..32)

cumsonos/default

no ip http authentication
login

3afaTh CMMCOK C MeTo4aMM ayTeHTUdMKaLUM Npu Bxoae yepes
web.

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.

aaa authentication dot1x
default {group radius |

YcTaHoBUTb 633y AaHHbIX, K KOTOPOI HYXKHO obpallaTbca Npu
ayTeHTUOMKauum kameHTa dotlx.

local} -/local
no aaa authentication YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.
dotlx default
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Tabnnua 115 — AtpumbyTbl coobLLieHn BeaeHUA yyeTa npoTokosaa RADIUS ans ceccuih ynpasneHus

Haau4ue Hanau4ue
ampubyma e | ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.
IP-agpec KOommyTaTopa, KOTOPbIA WMCMO/b3yeTcs
NAS-IP-Address (4) EcTb Ectb AP o y- P P y
ana ceccuin ¢ Radius-cepsepom.
Mpoun3BOAbHOE 3HAaYEHWNE, BK/IIOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
obLLeHNa yyeTa ceccui.
. IP-agpec KommyTaTopa, UCNONb3YEMbI ANA cec-
Called-Station-ID (30) EcTb EcTb “,qp Y P ¥ A
CUI ynpaBaeHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KJAMEHT A0/IKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUOULMPOBAH.
. . MoKkasblBaeT, Kak A0Aro nonb3osaTtens Hbia noa-
Acct-Session-Time (46) Het EcTb A A
KJIIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpunyYmMHa 3aKpbITUA ceccuu.

Tabnunua 116 — ATpnbyThl

coobLeHn BeaeHUA yyeta npoTokosa RADIUS gns ceccuin 802.1x

Haau4ue Hanu4ue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOpPbIA MCNOAb3yeTcA
NAS-IP-Address (4) EcTb EcTb AP . y. P P y
ana ceccunin ¢ Radius-cepsepom.
MopT KoMmyTaTOpa, Ha KOTOPOM MOAKAKOYUACA
NAS-Port (5) Ectb Ectb P y P P A
nosab3oBaTenb.
Mpoun3BonbHOE 3Ha4YeHMe, BKIOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
06ueHnnA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) Ectb EcTb IP-agpec nonb3oBatens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbI MAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeToa, N0 KOTOPOMY KAUEHT A0JIXKeEH
Acct-Authentic (45) Ectb Ectb A pomy A
6bITb ayTEHTUPULMPOBAH.
. . MoKa3biBaeT, KaKk A0Aro nosb3osBaTtenb Hbia Noa-
Acct-Session-Time (46) Het EcTb BIBACT, KaK AQATO non TeAb DB NoA
K/IIOYEH K cucteme.
Acct-Terminate-Cause (49) | Het Ectb MpuymMHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) EcTb Ectb [MoKa3bIiBaeT TN NOPTA KANEHTA.

KomaHObI pexuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKM B peXxume KoHdUrypaumm TepMmmHana:

console# configure terminal
console (config)# line {console |

console (config-line) #

telnet

ssh}
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Tabnunua 117 — KomaHAabl pexxmMma KoHpUrypauum tTepMmuHana

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro
aaa authentication login /ist list: (3..32) 3a4aTb CNUCOK C MeTOZ4aMM ayTeHTUdMKAL MM NpU BXoAe ANA
ist: (3..
KoHconun, Telnet, SSH.
— - cumsonos/default
no aaa authentication login YCTaHOBUTb 3HAYEHME MO YMOIHAHUIO.
aaa authentication enable /ist list: ( ) 3a4aTb CNUCOK C METOZ4AMU ayTEHTUMKAL MM NPU NOBbILLEHUM
ist: (3..32

YPOBHSA Npusunernii Ans koHconu, Telnet, SSH.

cumsonos/default

no aaa authentication enable YCTaHOBWTb 3HaYeHMe N0 YMOJHaHUIO.

aaa authorization command Pa3spewnTb aBTOpPU3aLMIO KOMaHA gns KoHconu, Telnet, SSH.
{tacacs | local}

—— -/BbIK/IlOYEHO
no aaa authorization YCTaHOBMWTb 3HAYeHMe N0 YMOIHAHUIO.
command

4.17.2 lpomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca ana ayteHTUdMKauumm, astopmsaumm u ydeta. Cepsep RADIUS
ncnonodyetr 6asy AaHHbIX NONAb30OBaTesel, KOTOpaA COLEPKUT AaHHbIe MPOBEPKU NOAJMHHOCTM ANA
KaX[aoro nosb3oBatesid. Takmm ob6pas3om, ucnosib3oBaHWe npoTokosa RADIUS obecneunBaer
LONONHUTENIbHYIO 3aLlUUTY NPU AOCTYNE K pecypcam CeTH, a TaKKe Npu A0CTyne K CaMoMy KOMMYTaTopy.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B peXnme robasibHo KoHbUrypaumm:
console (confiqg) #

Tabnuua 118 — KomaHapl pexknuma rnobanbHom KoHdUrypaumm

3Ha4yeHue/3HayeHue

Aelicmeue
o yMon4aHuo

KomaHoa

[06aBUTb yKa3aHHbIM cepBep B CMMCOK Mcnosab3dyembix RADIUS-
cepBepos.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nmsa RADIUS-cepBepa;

. hostname: (1..158) - timeout — nHTepBan oXxunaaHuA oTeeTa OT cepsepa;
radius-server host .
) ] CMMBOIOB; - retries — KoiuecTBO NonbITOK Nnoncka RADIUS-cepsepa;

{ipv4-address | ipv6-address |

. . (0..65535)/1813; - secret_key — Koy ans ayTeHTUOUKALMKM U WNdPOBAHMA BCEro
hostname} [timeout timeout] .

. : timeout: (1..30) cek; obmeHa gaHHbIMK RADIUS;
[retransmit retries] [key A ’ .
- i retries: (1..15); - priority — npuopuTeT ucnonbsosaHma RADIUS-cepBepa (4em Huke
secret_key] [priority priority]
secret_key: (0..128) 3HauyeHue, TeM NpMopUTETHEE Cepaep);
CMMBOJIOB; - type — Tun ncnonbzosaHma RADIUS-cepBepa;

priority: (0..65535)/0 B cny4yae oTcyTcTBMA B KOMaHAe napameTpos timeout, retries, se-
cret_key nna paHHoro RADIUS-cepsepa MCNONb3yOTCA 3HAYEHUA
HACTPOEHHbIe C MOMOLLbIO KOMAaHZ, YKa3aHHbIX HUXKeE.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

YOanuTb yKasaHHbIV cepBep U3 cnucka ncnosbsyemoix RADIUS-
cepBepoB.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpPoKM B pexxkume Privileged EXEC:

console#
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Tabnnua 119 — KomaHapl pexkuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
show radius server OT06pasnTb napameTpbl HacTpoiku RADIUS-cepsepos (KomaHaa
) [O0CTYMHA TONbKO AN1A NPUBMAETMPOBAHHbIX NoJib30BaTeNen).
show radius statistics OT06pa3nTb CTaTUCTUKY NpoTokona Radius, HGopmauuto o nosb-
) 30BaTenax, KoHourypauuio RADIUS-cepsepa.

4.17.3 lpomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT UEHTPASIM30BAHHYIO CUCTEeMy 6e30MacHOCTM ANA MPOBEPKM
no/sb3oBaTesiel, NoayyatoWwmx A0CTyN K YCTPOMCTBY, MPU 3TOM noaaepxmsas coBmectmumoctb ¢ RADIUS u
ApyrMmu npoueccamun nposepku nognmHHoctn. TACACS+ npegocTaBaseT cneaytowme cay»ooi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO BpemMA BXo4a B CUCTEMY MO
MMeHaM NoNb30oBaTeNIei U onpeaeneHHbIM NO/Ib30BaTENAMM NAPOAM.

— Authorization (aemopu3sayus). ObecneuynBaeTca BO BpPema BXxoda B cuctemy. [locne
3aBEpLIEHMS CeaHca MpPOBEPKM MOA/JAMHHOCTM 3aMycKaeTcs CeaHC aBTopu3auuuM ¢
MCNONb30BaHWEM MPOBEPEHHOrO MMEHW MO/b30BaTeNA, TaKKe CepBepoM MpOoBepAloTCA
NpMBUAErMM NONb30BATENA.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbuUrypaumm:
console (config) #

Tabnunua 120 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmeue
no ymona4aHuro
tacacs-server host [006aB1Tb yKasaHHbIM cepBep B CMWUCOK ucnonbdyembix TACACS
{ip_address Ihostname} cepBepos.
[single-connection] [port port] - ip_address — IP-agpec TACACS-cepsepa;
[timeout timeout] [key - hostname — ceteBoe uma TACACS-cepBepa;
secret_key] - single-connection — B KaxAblll MOMEHT BpemMeHW UMeTb He
hostname: (1..63)
60/ble 04HOro coeanHeHna ana obmeHa fgaHHbimm ¢ TACACS-cep-
CMMBOJIOB; Bepom;
port: (0..65535)/49; !
. - port — Homep nopTa A1A obmeHa gaHHbIMKU ¢ TACACS-cepBepom;
timeout: (1..30) cex; - timeout — HTepBan OXWAaHUA OTBETA OT CEpPBEP];
secret_key: (0..128) !
- - secret_key — Kntoy ans ayTeHTMOUKaLMK M WindpoBaHMA BCero 0b-
CMMBO/OB
meHa gaHHbimu TACACS;
Mpwu HacTpolike cepBepa: «tacacs-serverhost ip_address key se-
cret_key» aBTOMaTU4YeCKM BKAOYaeTcs accounting.
no tacacs-server host YOanuTb yKasaHHbI cepBep M3 cnucka ucnosbdyembix TACACS-
{ip_address| hostname} cepBepos.
tacacs-server retransmit YKa3aTb Konnyectso akTueHbIx TACACS-cepBepoB, K KOTopbim by-
number number: (1..5)/2 AeT nooyepesHO MOAKNOUMTLCA KAMEHT, B C/ydyae HeyaauyHowm
ayTeHTMdUKaLmK.
no tacacs-server retransmit YaanuTb HacTPOWKY.
tacacs use-server address BbibpaTb cepsep 13 Tabanubl cepBepos Ans Tacacs-KAMeHTa
{ip_address | hostname} - P peep 4 peepos A )
no tacacs use-server OTMeHUTb UCNONb30BaHWE 3alaHHOTO cepBepa.
tacacs authentication type
.. -/pap Onpenenutb MeTo ayTeHTUGUKaL MM C TOMOLLLbIO tacacs.
{ascii | pap }
tacacs attributes port {console YcTaHOBUTb aTpmnbyTa port B popmaTte cBO6oAHOM CTPOKK onpeae-
| ssh | telnet} identifer identifer (1..255) NeHHOI nonb3oBaTesieM. BO3MOXHO Mcnosib3oBaHMe LWabNOHOB.
cMMB0/10B / WabnoHbl | - %N — HOMEp IMHUK, COOTBETCTBYIOWMIA BbIBOAY KOMaHAbl show
%n %% users;
-%% — cumBon %.
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no tacacs attributes port YCTaHOBUTb 3HAYEHMA MO YMOAYAHMIO.
{console | ssh | telnet}

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTpoKM B pexxkume Privileged EXEC:
console#

Tabanuya 121 — KomaHgbl pexknma Privileged EXEC

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymon4aHuro

show tacacs OTob6pasnTb napameTpbl HacTpolikm TACACS-cepBepoB, MeToS,
- ayTeHTUOUKALMM U CTATUCTUKY NPOTOKONA (KOmaHAa AoCTynHa
TONbKO ANA MPUBMAETMPOBAHHBIX NO/b30BaTENEN).

4.17.4 Cnucku docmyna ACL dna ynpaeneHusa ycmpolicmeom
B ISS nogaep:kusaetca duabTpauma ynpasasiowero Tpadmka ¢ NOMOLLbIO CIUCKA aBTOPM30BaHHbIX
IP-meHeakepos (IP Authorized Managers). B ¢unbTpe MOXHO 3aAaTb aApec MAM NOACETb UCTOUHUKA,

VLAN, uHtepdeic n cnyxby, c KotTopbix byaeT paspewweHo ynpaBaeH1e yCTPOMCTBOM.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 122 — KomaHabl pexuma rnobanbHoi KoHdurypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro
authorized-manager ip- OrpaHu4nTbL ynpaB/ieHne yCTPOMCTBOM MO 3afaHHOMY $uib-
source {ipv4_addr [mask | / TPy AocTyna.

ipv4_prefix] | ipv6_addr
[ipv6_prefix]} [interface
interface_list] [vlan vian_list]
[ service [snmp] [telnet]
[http] [https] [ssh]]

no authorized-manager ip- OTMEeHUTb OrpaHUYeHNe Ha yrpaBaeHNe YCTPOUCTBOM.
source {ipv4_addr [mask| /
ipv4_prefix] | ipv6_addr
[ipve_prefix]}

ipv4_prefix: (0..32);
ipv6_prefix: (1..128)
vlan_id: (1..4094)

Ha ycTpoiticTBe MOXKHO CKOHUrypuposaTb He 6oablue 100 npasua. Mo ymonyaHuio, ecam
He 334,aHO HU OAHO NPaBUAO, YyNpaBAeHUE YCTPOMCTBOM AO0CTYNMHO € H060ro UCTOYHUKA.

’ | Mocne ykasaHua xoTa 6bl ogHoro npasuna authorized-manager gna Bcex ycTpoiicTs,
- KOoTopble UCK/oueHbl NpaBuaom, byaer geicteoBatb npasuno deny any any.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTpoKM pexkmma Privileged EXEC:

console#
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Tabnnua 123 — KomaHapl pexknma Privileged EXEC

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmesue
no ymoa4YaHuro
show authorized-managers [ip- [MoKasaTb cNUCKM AocTyna Ana ynpasaeHus.
source ip_addr]

4.17.5 Hacmpoiika npomoKosos ynpaeneHusn

4.17.5.1 Telnet, SSH

[aHHble KOMaHAbl MpegHasHayeHbl A8 HACTPOMKM CepBepoB [AOCTyNa AAAa  ynpasaeHuA
KommyTaTtopom. Moaaeprkka cepsepos TELNET n SSH kommyTaTopom no3sondAeT yganeHHO NoAKAo4aTbCA
K HEMY A1 MOHUTOPWUHTA U KoHoUrypaumm. KoHdurypmposaHue yctpoictea Yepes Telnet Ha ycTpoiicTee
pa3speLLeHo Mo YMONYAHUIO.

KomaHObI pexcuma 2a06anb6Hol KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 124 — KomaHabl pexuma rnobanbHoi KoHdurypaumm

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymoa4YaHuro

ssh enable PaspewnTb yaaneHHoe KOHGUIypupoBaHUe yCTPOMCTBA Yepes

SSH.
- -/BKAKOYEHO —

ssh disable 3anpeTntb yaaneHHoe KOHUrypupoBaHUe YCTPOWCTBA yepes

SSH.

ssh server-address ip_addr port 3apatb IP-appec SSH-cepsepa u TCP-nopT, ncnonbsyembiin SSH-

port: (1..65535)

port cepBepom.

ip ssh mac [hmac-md5 | hmac- _/hmac-shal BbI6paTb TMN ayTeHTUMKaLMM NO NpoToKoNy SSH.

shai]

ip ssh cipher [3des-cbc | aes128- BbI6paThb Wndp ayTeHTUDUKALMM NO NpoTOKOoAY SSH.

cbc | aes128-ctr | aes192-chc

aesll92-ctr | aesZISG-cbc | ! +/3des-cbe

aes256-ctr | des-chc | all]

crypto key generate rsa ) CreHepupoBaTb Napy Karoyen RSA —4yacTHbIN U Ny6AUYHBIN anA
SSH-cepsuca.

feature telnet PaspewnTtb KOHOUTypUpoBaHMe ycTpoicTea Yepes Telnet.

no feature telnet /Brnioverio 3anpeTutb KOHPUIYpMpOBaHUe ycTpolicTea Yepes Telnet.

ip ssh authorized-key 3apaTb KAtoY ssh-aBTopM3aLLMm, NpU MOMOLLM KOTOPOTrO MOXKHO
YCTAHOBWTb 3aLUMLLEHHOE COeMHEHMe.

no ip ssh authorized-key i YaanuTb Kntod ssh-asTopmsaumu.

ip ssh auth-type {password | 3afaTb nocnenoBaTe/IbHOCTb METOAOB ayTeHTUdMKauMmM no

publickey} - /password ssh.

no ip ssh auth-type YCTaHOBWTb 3HAYEHME N0 YMONYAHMIO.

KomaHOb! pexcuma EXEC

KomaHabl JaHHOro pasgena AOCTYMNHbl TONbKO ANA NPUBUAETMPOBAHHbIX nonb3oBaTesien.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnunuya 125 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

show ip ssh

MokaszaTb KoHdUrypauuto SSH-cepBepa, a TakKe aKTUBHbIE BXO-
pAwme SSH-ceccum.

show telnet server

OTo6pasunTb cTaTyc cepBepa Telnet.

sh ip ssh authorized-keys

OTO6pa3nTb CKOHOUTYPUPOBAHHBIE KNHOUM.

4.17.5.2 Hacmpoiika napamempoe npomokosaa SNMP dns docmyna K ycmpolicmey

SNMP — TtexHonorusa, npussaHHaa obecneynTb ynpaBAeHWE U KOHTPOAb Hag, YCTPOMCTBaMU U
NPUNOXKEHUAMM B CETU CBA3M NyTEM obMeHa ynpaBaalowen WMHOPMALMEN MeXOY areHTamu,

PacrnofiOXKEHHbIMM  Ha CeTeBbIX YCTPOMCTBAX, M

MeHe[Kepamm, HaxoAAalMMUCA Ha CTaHUMAX

ynpasneHnsa. SNMP onpegensieT ceTb Kak COBOKYMHOCTb CETEBbIX YNPaBAAIOLWMX CTAHLUMA U 31€MEHTOB
ceTu (rnaBHble MalUMHbI, WA03bl U MapLPYTU3aTOPbl, TEPMUHA/IbHbIE CEPBEPDI), KOTOPbIE COBMECTHO
obecneunBatoT agMUHUCTPATUBHbIE CBA3M MEXKY CETEBbIMU YNPaBAAOWMMN CTAHLUUSAMU N CETEBLIMMU

dreHTamu.

KommyTaTopb! NO3BOAAIOT HACTPOUTL PaboTy

npoTtokosna SNMP gna yaaneHHOro MOHUTOPUHIA U

ynpaB/eHMA yCTPOMCTBOM. YCTPOICTBO NoAAepKMBaeT NpoToKobl Bepcuii SNMPv1, SNMPv2, SNMPv3.

[N BO3MOMKHOCTU aAMUHUCTPUPOBAHUA YCTP
€o34aTb XOTA 6bl 0HY CTPOKY coobulecTBa.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

BMA 3anpoca KOMaHﬂ,HOﬁ CTPOKU pexXnuma rno
console (confiqg) #

Tabnunua 126 — KomaHabl pexruma rnobanbHoOM KoH

oncTBa nocpeacTBom npoTtokosa SNMP, Heobxoanmo

6anbHOM KoOHOUTypaunu:

durypaumm

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

KomaHda

Aeiicmeue

snmp notify notify_name tag
tag_name type {trap |
inform}

snmp notify notify_name

notify_name: (1..32)
CUMBONA;
tag_name: (1..32) cumBona
-/BbIK/IIOYEHO

AKTVMBMPOBaTb OTNPaBKY TPanos no cobbituio login/logout.

OTKNOYUTB OTMPABKY Tpanos no cobbiTuio login/logout.

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BbIKAOYEHO

MbIKaHUA CYXUX KOHTAKTOB.

AKTVMBMPOBaTb OTNPABKY TPANoB Mo cObbITUIO 3amblKaHusA/ pas-

OTKAIOUNTL OTNpaBKy Tpanos no cobbITUIO 3aMbIKaHMﬂ/
Pa3MbIKaHUA CYXUX KOHTAKTOB.

snmp enable traps coldstart

AKTMBMPOBATL OTMPABKY TPANoB Mo cobbITUIO YKeCTKol’ nepe-
3arpysKu.

no snmp enable traps
warmstart

no snmp enable traps /Briovero OTK/IIOYUTb OTNPABKY TPANoB No cobbITUIO ‘}KecTKol’ nepesa-
coldstart TPY3KU.
snmp enable traps warmstart AKTMBMPOBATb OTMPABKY TPANOB No COBbITUIO Nepe3arpysku
no Komange ‘reload’.
-/BKNIOYEHO

OTKAOUUTB OTMPABKY TPanos no cobbiTMIO Nepesarpysku no
KomaHge ‘reload’.

snmp user user_name [auth
{md5 | sha} [encrypted]
passwd [priv {DES |
AES_CFB128 [encrypted]
passwd | None}]] {EnginelD
EnginelD}

user_name: (1..32)
CMMBOJIOB

no snmp user name

Cosgatb SNMP-nonb3oBarens.

- auth — HacTpolika anropuTma ayTeHTUOUKaLnK;

- priv — HacTpoVika WndpoBaHus;

- EnginelD — ngeHtnoukatop SNMP-ycTpoiicTBa
, BKkatouatowee B cebs cneucMmBobl User_name
H TpebyeTca yKasbiBaTb B KaBblYKaXx.

Ypannte SNMP-nonb3osaTens.
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snmp community index
index name

[encrypted] name security
user_name [context
name] [transporttag
TransportTagldentifier |
none] [contextengineid
ContextEnginelD]

no snmp community index
index

index: (1..32) cumBo10B;
user_name: (1..32) cumeo-
NoB ;
TransportTagldentifier:
(1..255) cumBonos;

MpwuBa3aTb cO06LLECTBO C 3a4aHHbIM MHAEKCOM K paHee co-
34,3aHHOMY MONb30BaTeNHo.
Y10bbl paspewunTb WUCNONb30BaHWe N6Oro crneumnanbHOro
CMMBONA B HAa3BaHWM U UHAEKCE COOBLLECTBA, YKaXKNUTe ero B
OBOMHbIX KaBbluKax. ECiM Ha3BaHWe M MHAEKC coobuiecTsa co-
AepKaT ToNbKO 6YKBbl U UndpPbI, TOraa ABOVIHbIE KaBblYKU He
HYKHbI.

BKkatouatowee B ceba cneucMmsonbl community Tpe-

H 6yeTca yKasbiBaTb B KaBbl4KaXx.

Yaanute SNMP-coo6LwecTBO € yKazaHHbIM MHAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CUMBO/IOB;
group_name: (1..32)
CUMBO/I0B

Co3patb SNMP-rpynny uau Tabnauuy cootsetctanini SNMP-
nonb3osaTenen u npasua ob6ospeHnin SNMP.

Yaanute SNMP-rpynny.

snmp access group_name {v1
| v2c |v3} {auth | noauth |
priv}} [read view | none]
[write view | none] [notify
view | none] [context
context)]

no snmp access group_name
{v1 | v2c |v3 {auth | noauth |
priv}}[context <string(32)>]

group_name: (1..32) cum-
BOJIOB;
view: (1..32) cumB010B;
context: (1..32) cumsonos

Paspewntb SNMP-rpynne AocTyn Ha YTeHUe, 3anNncb 1 oT-
npaBKy SNMpP-TPanoB No o6beKkTam, NPUHAANEKALLUM
read/write/notify-view.

3anpetntb SNMP-rpynne 4ocTyn Ha YTeHUe, 3anNncb U OT-
npaBKy sNMp-Tpanos No o6bekTam, NpPUHaANENKALUM
read/write/notify-view.

snmp view view_nameOID
{included | excluded}
snmp view view_name
OIDTree [mask O/DMask]
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CUMBOJI0B

Co34aTtb AN pegakTMpoBaTh NpaBuio 06o3peHuns gns SNMP-
paspeLuatoLLee NpaBuIo MH60 orpaHNYMBatoOLLLEe cepBepy-
obo3pesaTento goctyn K OID.

- OID — wpeHTudmKaTopa obekTa MIB, NpeacTBNEHHbIN B BUAE
pepesa ASN.1

- included — OID BKAtoYeHa B NpaBuio aAna ob6o3peBaHus;

- excluded — OID uckntoyeHa B NpaBuao ana 0603pesaHuUs.

Ypanutb npasuao obospeHusa ana SNMP.

snmp targetaddr targetAddr
param targetParamlP_addr
taglist taglist

snmp targetaddr target_ad-
dress param param_name
{ucast_addr | IP6Address |
dns_host_name} [timeout
seconds] [retries rRe-
try_Ccount] [taglist tag_Iden-
tifier | none] [port port_num-
ber]

no snmp targetaddr
targetAddr

target_addr: (1..32) cumBo-
nos;

param_name: (1..32) cum-
BO/IOB;

taglist: (1..255) cumBonos
seconds:

(1..1500) cumBonos;
retry_count:

(1..3) cumBonos;
port_number:
(1..65535) cumBONOB;
tag_ldentifier: (1..255)
CUMBOIOB

Co3aatb rpynny agpecos, Ha KOTopble ByAyT OTNPaBAATLCA
Tparnbl COrNacHoO NapameTpam Ter-aucra.

Yaanute rpynny agpecos, Ha KOTopble byayT oTNpaBAaTbCA
Tpanbl COrNacHO NapameTpam Ter-iucTa.

snmp targetparams tar-
get_param user user_name
param security-model {v1 |
v2c | v3 {auth | noauth |
priv}} message-processing
{v1 | v2c | v3} [filterprofile-
name profile_name]

no snmp targetparams
target_param

user_name: (1..32)
CUMBO/IOB;
target_param: (1..32)
CUMBO/IOB;
profile_name: (1..32)

YKaszaTb napameTpbl OTNPaBKKX TPanos, onpeaenaemble NoNb-
30Baenem.

Yaanutb napameTpbl OTNPaBKM TPANos, onpeaesisemble nosib-
30Baenem.
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4.17.5.3 KomaHObl KOHGU2ypayuu mepmuHana

KomaHgabl KOHPUrypaunm TepMmnHaNa CAyKaT A8 HACTPOMKM NapameTpoB paboTbl TEPMUHANOB.

KomaHObI pexcuma 2n0basabHOU KOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM peXxnma rinobanbHOM KoOHOUrypauum:
console (confiqg) #

Tabnunuya 127 — KomaHabl pexkmma rnobanbHoi KoHPUrypaumm

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4aHuro
line console - BxoZ, B peXMm COOTBETCTBYHOLLErO TEPMUHANA.
line telnet - Bxopa B pexKMm COOTBETCTBYIOLLErO TEpMUHANA.
line ssh - BxoZ, B peXMm COOTBETCTBYHOLLEFO TEPMUHANA.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Buz 3anpoca KOMaHAHOM CTPOKM B peXXnume KOHPUrypaunm TepMmnHana:
console# configure terminal
console (config)# line {console | telnet | ssh}

console (config-line) #

Tabnunua 128 — KomaHAabl pexxmma KoHbUrypauum TepmuHana

Komanoa 3HayeHue/3HavyeHue Leiicmeue
0 yMOA4YaHUio
exec-timeout seconds 3agaTb MHTEPBas, B Te4eHMEe KOTOPOro CUCTeMa OXMUAaeT BBOAa
seconds: oT nonb3osatensa. Ecan B TeueHue AaHHOTO MHTepBana Nosb3o-
(1..18000)/1800 cek BaTe/lb HUYEro He BBOAMT, TO KOHCO/b OTK/IHOYaeTca.
no exec-timeout YCTaHOBWTb 3HaYeHME MO YMONYAHMIO.
speed {4800 | 9600 | 19200 | (4800, 9600, 19200, YCTaHOBWUTb CKOPOCTb Nepegayn AN MnocneoBaTeNlbHOro UH-
38400 | 57600 | 115200} 38400, 57600, 115200)/ .
115200 6uT/c Teppevica.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunuya 129 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
110 yMOAYaHUIO
show line exec-timeout [MoKa3aTb 3Ha4YeHus napameTpa exec-timeout AnAa Bcex Tepmun-
) Hanos..
show line exec-timeout Moka3aTb 3HaYeHUs NapameTpa exec-timeout gna TekyLuen cec-
current ) CUn.

4.18 YXypHan aBapwmii, npotokon SYSLOG

CucremHble KYpPHa/ibl NO3BONIAKOT BECTU UCTOPUIO CO6bITMl71, npounsoweawnx Ha yCTpOﬁCTBe, a TaKXxe
KOHTPOAMpOBaTb npounsoweailine cobbiTvA B peasibHOM BpeEMEHMWN. B KYpPHan 3aHOCATCA cobbITMA BOCbMMU
TUNOoB: l-I|Z)€3Bb|‘-lal7IHble, CUrHanbl TpeEBOIrN, KPUTU4YECKNE U HE KPpUTUYECKKNE OLLIVI6KVI, npeagynpexaeHua,
yBegoMNeHuA, VIHd)OpMaLI,VIOHHbIe 1M OTNnagou4HbIE.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUTypaLmm:

console (config) #

Tabanua 130 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

logging on

no logging on

-/perncTpaums BKAOYEHA

BKAOYUTL perMcTpaLmio oTnafouHbIX CoobLEeHMI 1 cooblue-
HWUI 06 oLUIMBKaX.

BbIK/IOUNTb PETUCTPALLMIO OTaA0UHbIX COO6LLEHMI 1 coobLue-
HWU 06 oLUIMBKaX.
MNpu BbIKNOYEHHOMW perncTpaLumm oTnagouHble coo6-
weHua u coobuweHna o6 owmnbkax 6yayTt nepeaa-
BaTbCA HAa KOHCONb.

logging-server facility
{facility} severity {severity}
{ipv4 | ipv6} ip_address

no logging-server facility
{facility} severity {severity}
{ipv4 | ipv6} ip_address

facility:(localO...local7),
severity:(0...7),
ipv4_address A.B.C.D,
ipv6_address:
XX XXX XeXoX/-

BKkAounUTb nepesavy aBapuHbIX U OTNALOYHbIX COOBLLEHN
Ha yaaneHHbli SYSLOG-cepsep.
- ip_address — IPv4- unu IPv6-agpec SYSLOG-cepBepa;
Ecnn KomaHga BBeaeHa 6e3 yKasaHua facility, To
V 6yaeT UCNoNb30BaH TEKYLUMUIA HACTPOEHHbIM
facility.
Ecam KomaHpa BBeAeHa 6e3 ykasaHusA severity, TO
6yAayT yKasaHbl Bce severity, Kpome debugging.

YpanuTb BblGpaHHbI cEPBEP M3 CMMCKA UCNOb3YEMbIX
SYSLOG-cepBeposB.
Ecam KomaHpa BeeaeHa 6e3 yKasaHua facility, To
6yaeTt yKkasaH Tekywmii facility.
Ecnu KomaHaa BBegeHa 6e3 ykasaHusa severity, To
6yayT UCnosib3oBaHbl BCe severity, BKAO4Yan
debugging.

logging console

no logging console

-/BKAKOYEHO

BKAOUNTL Nepesady aBapuiiHbIX AW OTAAL0UHBIX COOBLLEHNIA
Ha KOHCO/b.

BbikntounTb Nepegady aBapuiHbIX MAKM OTNAA0YHBIX cOObLLe-
HWI Ha KOHCONb.

logging buffered size

no logging buffered

size: (1..200)50

MN3MeHWUTb KONNYeCTBO COObLLLEHMI, 3aNOMUHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HayeHue pasmepa bydepa npume-
HWUTCA Nocae nepesarpysku yCTpomncTea.

YCTaHOBUTb 3HAYEeHME N0 YMOHAHWUIO.

syslog file {1 | 2 | 3} filename

filename: (1..32)/-

Co3patb palin 3anmncy aBapuAHbIX M OTNAL0YHbIX COOOLLEHMN.

no logging-file [facility]
[severity] file{1 | 2 | 3}

logging-file [facility] [severity]
file{1]2] 3}

facility:(localO...local7),
severity:(0...7),

BbIkntounTb Nepegady aBapuUiHbIX MAKM OTNAA0YHBIX cOObLLe-
HWUI1 B paiin KypHana.
Ecam KomaHaa BBegeHa 6e3 ykasanua facility, To 6y-
AeT yKa3aH Tekywumii facility.
Ecnn KomaHpaa BBeaeHa 6e3 ykasaHusa severity, To
6yayT ucnosb3oBaHbl Bce severity, BKatovaa debugging.

BKAOUUTL Nepeaady aBapuitHbIX MAM OTAAA0UHbIX COOBLLEHNIA
BbIOPaHHOTO YPOBHS BAaXKHOCTM B yKa3aHHbIM daiin KypHana.
Ecnu KomaHga BBeaeHa 6e3 yKkasanusa facility, To 6y-
BAeT yKasaH Tekywuin facility.
Ecnv KomaHaa BBefeHa 6e3 yKkasaHua severity, TO
6yAyT ucnonb3oBaHbl Bce severity, kpome debugging.

logging severity severity

no logging severity

severity:(0...7)/6

3a/aTb YpOBEHb IOTMPOBAHUA.

YCTaHOBUTb 3HaYeHME N0 YMONYAHUIO.

logging facility facility

no logging facility

facility:(localO...local7)/local0

3agatb KaTeropuio norMposaHunA.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

syslog localstorage

no syslog localstorage

-/BKAKOYEHO

AKT1BMPOBaTb OTNPABKY aBapUIHbIX MAN COOBLLIEHMIT Ha CKOH-
durypmpoBaHHble palinbl 3anucu.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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logging hostname-format [
hostname | ip | ipv6 | string
string 1

no logging hostname-format

3afaTtb NapameTp, KOTOPbI ByaeT NCNONb30BATLCA B KayecTse
string: (1..128) naeHtTndumkaTopa xocta B SYSLOG-coobLeHuUsaX.

-/Het

Mcnonb3oBaTb 3Ha4YeHME N0 YMOYAHUIO.

Kaxkpgoe cooblieHne nmeeT CBOM YPOBEHb BarKHOCTU. B Tabanue 129 npmuBeaeHbl TUMbl COOOLLLEHNI
B nopaakKe ybbIBaHNA NX BaXKHOCTU.

Tabnnua 131 — Tunbl BaskHOCTU COOBLEHUI

BaxtHocmeo Tun eaxcHocmu OnucaHue
coobweHuli coobweHuli

0 YpesBblyaliHble B cucteme npomsoLna KpUtUYeckaa owmnbKa, cuctema mosKeT paboTaTb He-
(emergencies) nNpaBubHO.
CurHanbl Tpesoru

1 (alerts) HeobxoanMmo HemeaneHHoe BMeLLaTeIbCTBO B CUCTEMY.
Kputnyeckme

2 - B cucteme npousoluna KpuTuyeckas owmnbkKa.
(critical)

3 OwwnbouHble (errors) B cucteme npomsoluna owmnbKa.
MpepynpexaeHus

4 . MpepynpexaeHne, HeaBapuiiHoe cooblueHue.
(warnings) peaynpexn ) p Ly
YBegomneHua .

e YBeaoM/IeHME CUCTEMDI, HEaBapUIiHOE COObLLEHME.

(notifications)
NHdopmaLmMOHHble
. op ,U' NHPpopmaumoHHble coobLieHmns cuctemel.
(informational)

7 OTnagoyHble OTnapoUHble COOBLLEHMA, NPeSoCTaBAAIOT NOAb30BaTeNt0 MHGOPMALMIO oA
(debugging) KOPPEKTHOM HAaCTPOIKM CUCTEMDI.

Mpumep HacTpoliku logging-file:

Co3fgaamm nokanbHbi $aitn ¢ nmeHem sll, Kyga 6yayT 3anMcbiBaTbCA COBBLITUA C BAKHOCTbIO OT
ypesBblYaliHbIX A0 UHGOPMALMNOHHBIX.

console (config) # syslog filename-one slI
console (config) # logging-file sl1

Mpumep HacTpoiiku logging-server:

YKaxkem agpec syslog-cepsepa, Kyaa byayT oTnpaBaATbCa COO6LEHNA O COBLITUAX C BaXKHOCTbIO OT
ypesBblYaliHbIX 40 MHPOPMALMUOHHDIX.

console (config)# logging-server ipv4 192.168.1.1

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM B pexxkume Privileged EXEC:

console#

Tabnunua 132 — KomaHaa pexuma Privileged EXEC ana npocmoTpa dalina *KypHana

KomaHda

3HayeHue/3Ha4yeHue

Aelicmeue
110 yMOAYAHUIO

clear logs

- YpanuTb Bce cooblieHuns us BHyTpeHHero 6ydepa.

show logging-file

- OTO6pPa3nTb HACTPOMKM SIOTMPOBAHUSA B JIOKa/IbHble Galinbl.

show logging file file_name

OT06pasunTb COCTOAHME KypHaa, aBapuitHble U 0TAaL04HbIe CO06-

file_name: (1..3) ~
LEeHUA, 3anucaHHble B daiine

show logging-servers

- OT06pasunTb HACTPOMKK gna yaanéHHbix logging-cepsepos.
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4.19 3epKanupoBaHue (MOHUMTOPUHT) NOPTOB

OYHKUMA 3epKaNMpoBaHMA MOPTOB MpeAHasHayeHa ANA KOHTPOAs ceTeBoro Tpaduka nytem

MepecbINKK KOMUI BXOAAWMX M/UAN UCXOOALMX MAKETOB C OAHOMO WM HECKO/bKUX KOHTPOJIMPYEMbIX
NMOPTOB Ha OA4MH KOHTPOMPYHOLWMIA NOPT.

/

BO3MOXHO 3epKanaupoBaHue no6oro Koauuectsa WHTepdeiico. OTCyTcTBME nOTepb
rapaHTMpyeTcs, ec/iv NPonycKHaa cnocobHOCTb HTepdeiica HasHaueHUA He npesblwweHa. Mpu
MCNo/b30BaHUM PU3NUECKUX NeTeNlb HAa KOMMYTaToOpPe 3epKannMpoBaTbca byaeT TONbKO ogHa
Konus Kagpa (frame), ecan 3amkHyTble nHTepdeiicbl npuHagnexkat ogHomy VLAN.

K KOHTpoAupyloLemy NOpPTy NPUMEHAIOTCA CAeaytowme orpaHMYeHnA:

— TopT He MOKeT BbITb KOHTPONUPYIOLWMUM U KOHTPOJIMPYEMbIM MOPTOM OZHOBPEMEHHO;
— IP-uHTepdelic fonxKeH OTCyTCTBOBATL 4151 3TOFO NOPTa;

K KOHTPO/ZINpyEMbIM NOPTaM NPUMEHAIOTCA cheayowmne orpaHn4YeHunaA:

— TopT He MOKeT BbITb KOHTPONUPYIOLWMUM U KOHTPOJIMPYEMbIM MOPTOM OAHOBPEMEHHO.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHOM KOHGUrypaumm:

console (config) #

Tabnnua 133 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

monitor session session_id
destination interface
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]

no monitor session session_id
destination

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
session_id: (1..4)

YKaszaTb 3epKanupyrolwmin nopt Ans  BblOpaHHOM
HUTOPUHra.
DYHKLMA MOHUTOPMHIA MOXKET 6biTb HACTPOEHA Ha YeTbl-
V pEX nopTax 04HOBPEMEHHO.

ceccmn Mo-

BbIKNOUMTL DYHKLMIO MOHMTOPUHIA Ha HacTPaMBaeMOM MWHTep-
delice.

monitor session session_id
destination remote vlan
vlan_id

no monitor session session_id
destination remote vlan
vian_id

vlan_id: (1..4094);
session_id: (1..4)

YKa3aTb cny:KebHblit vlan gna 3epkannpoBaHua TpaduKa C 3afaH-
HoOro pedaekTop-nopTa A1 BbIOpaHHOM ceccuu.
remote vlan — cny»KebHbli vlan gns 3epKanMpoBaHua Tpaduka;

BbIKNOUNTL DYHKLMIO MOHUTOPUHIA Ha HAcTpPaMBaeMOM WHTep-
deiice.

monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port] [rx | tx | both]

no monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
session_id: (1..4)

[06aBuUTb YKa3aHHbIN 3epKanvpyemblii NOpT g1a BbIBpaHHON ceccum
MOHUTOPUHra.

- IX — KOMUPOBaTb NaKeTbl NPUHATbIE KOHTPOIMPYEMBIM MOPTOM;

- tX — KOMMPOBaTb NaKeTbl, NepeAaHHblIe KOHTPOMPYEMbIM MOPTOM;
- both — konupoBaTb Bce NakeTbl ¢ KOHTPOMPYEMOTO NOPTa.

BbIKNOUNTL DYHKLMIO MOHWTOPUHIA Ha HacTPaMBaeMOM MWHTep-
delice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..4)

YKasaTb vlan, c KoToporo 6yaer 3epkanmposatbcs TpaduK ¢ 3a4aH-
Horo pedaekTop-nopTa 4a BbibpaHHOMN ceccum. Mpu 3Tom cam vian
byaeT CHAT.

BbIKNOUNTL OYHKLMIO MOHWUTOPUHIA Ha HACTpPaMBaeMOM WHTep-
deiice.
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KomaHOb! pexcuma EXEC

3anpoc KomaHAHoOM cTpoKK B pexkmume EXEC nmeeT cneayrowmin BuAa;

console>

Tabnnua 134 — KomaHapl, AoCTynHble B pexknme EXEC

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4YaHuro
show monitor session . . BbiBecT” MHbOpMaUUIO NO CKOHOUTYPUPOBAHHON CECCUM MOHUTO-
ip session_id: (1..4) hopmau, durypup
session_id — puHra.

lpumepbl 8b61M10AHEHUS KOMAHO

console# configure terminal
console (config) # monitor session 2 destination interface gigabitethernet
0/1

BbIBECTU MHPOPMALMIO MO KOHTPOAMPYIOLWMM Y KOHTPOIMPYEMbIM NOPTaM.

console# show monitor session 2

Mirroring is globally Enabled.
Session HE

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gi0/1
Session Status : Inactive

4.20 PYHKUMM ANATHOCTUKU PU3UYECKOrO YPOBHA

CeTeBble KOMMYTaTOPbl COAEPKAT anmnapaTtHble W MNpPOorpaMmHble CpeacTBa ANA AMarHOCTUKK
dU3NYECKUX MHTEePdENCOB U NMHWI CBA3KU. B NnepeyeHb TECTMPYEMBIX NapaMeTPOB BXOAAT CAeaylowme:

[na anekTpnyecknx nHTepdencos:
— [A/IMHa Kabens;
—  paccTosiHMe A0 MecTa HeMCNPaBHOCTM — 06pPbIBa MM 3aMblKaHUSA.

Ona ontnyecknx nutepdeincos 1G:
— NapameTpbl NUTAHUA — HaMNpPAXKeEHUE U TOK;
—  BbIXOAHasA ONTUYECKaa MOLHOCTD;
—  ONTUYecKas MOLWHOCTb Ha NpueMe.

4.20.1 Quaz2Hocmuka medHo20 Kabensa

KomaHOwbi pexcuma EXEC

3anpoc KomaHAHOM cTPOoKK B pexkmme EXEC nmeeT cneayrowmin BuAa;

console#
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Tabnunua 135 — KomaHabl ANarHOCTUKM meaHOro Kabens

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o ymon4aHuro
test cable-diagnostics fa_port: (0/1..24); BbINO/MIHUTL BUPTyasibHOE TeCTUPOBaHUe Kabena Ana yKa3saHHOro UH-
fastethernet fa_port | gi_port: (0/1..48); Tepodeiica.
gigabitethernet gi_port | te_port: (0/1..11)
tengigabitethernet te_port]

/ Mpu nonyueHumn coobuwenuna 'Fail to get cable test result for port GiO/X. Status: 3'
peKomeHayetca npoBepuTb media-type wuHTepdeiica u coctoAHMe uHTepdeiica Ha
yAaNeHHo CTopoHe.

4.20.2 3nekmponumaHue no auHuam Ethernet (PoE)

Mogenn kommytatopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL, MES2424P,
MES2428P, MES2448P, MES3708P, MES3710P nopaeprKMBatoT 3NEKTPOMNUTAHUE YCTPOMCTB MO JMHUU
Ethernet B cooTBeTcTBUM C pekomeHaaumamm IEEE 802.3af (PoE) u IEEE 802.3at (PoE+). Tun pacnnHoBKK A.

KommyTtatopbl MES2408PL xapakTepu3yoTcs MeHbWMM BI04KETOM MOLLLHOCTM, OTHOCUTE/NIbHO ApY-
TUX.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHOM KOHPUTypaLmK:

console (config) #

Tabnunua 136 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/ 3HayeHue .
KomaHoa Aelicmeue
no ymoa4aHuro
set poe enable BkntounTb anekTponutaHue no anHuam Ethernet.
set poe disable BbIKNOUYUTL aNeKTponuTaHne no AnHuam Ethernet.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma KoHburypaumm nHtepdeinca:

console (config-if) #

Tabnunua 137 —KomaHapl pexknuma KoHoburypaumm nHtepdeica Ethernet
3HayeHue/3HayeHue
no ymosa4aHurw

power inline auto Pa3pewutb paboTty npotokona PoE-ycTpoicTB Ha UHTepdeiice n
BK/IIOYAET Nojavy 3N1eKTponuTaHusa Ha uHTepdeiic.

KomaHoa Aelicmeue

— -/auto —
power inline never 3anpeTtutb paboTy npoTokosia obHapyeHus POE-ycTpoicTe Ha

MHTepd)eﬁce M OTK/NIKOYaeT Nogavy 3NeKTPoONUTaHuA.

power inline priority {critical | 3agaTtb npuopuTeT nHTepdelica POE npu ynpaBaeHUn snekTponum-
high | low} TaHMeMm.

- critical — ycTaHaBAMBaeT HaMBbLICWIWIA NPUOPUTET S1EKTPONUTa-
HUA. DNEKTPoNMUTaHMe NOPTOB C TaKMM npuoputeTom 6yaet npe-
KpalatbcA B NOCNEAHIO oyepeab NpU neperpyske cucTembl
PoOE;

- high — ycTaHaBAWBaeT BbICOKUI NPUOPUTET 3N1EKTPONUTAHUS;

- low — ycTaHaBAMBAET HU3KUI NPUOPUTET 31EKTPONUTAHUSA.

-/low

power inline limit-mode {class BbI6paTb perKMm OrpaHUYEeHNs MOLLHOCTH.

| user-defined wattage} - class — IMMUT MmaKkcmanbHoW NoTpebasemoit MOLWHOCTHN onpe-
AeNaeTca KNaccom NoaK/I4aeMoro yCTponcTsea;

- user-defined — AMMUT MmaKkcMManbHOM NOTPebAAEMOM MOLLHO-
CTW BbICTABAAETCA BPYYHYLO, € warom 200 mBT.

wattage: (200..31200)
munnmsartt/ class
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| no power inline limit-mode

BbI6paTb perKMm Mo YMOAYaHUIO.

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHOM cTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console#

Tabnnua 138 — KomaHapl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aeiicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (0/1..8)

OT06pasnTb COCTOAHUE INEKTPONUTAHUA UHTEePDENCOB, NOAJEPKU-
BalOLWMX NUTAHME No nHUK POE.

show power detail

0OT06pa3zunTb 061y MHGOPMaLMIO NO COCTOAHMIO POE U cOCTOAHUIO
MCTOYHMKA.

show power inline
consumption

OTO6pasnTb XapaKTepUCTUKM noTpebseHnas MOLLHOCTM, TOKa W
HanpAXKeHus.

4.20.3 lpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To NpOTOKON BTOPOro YPOBHA CO3A4aHHbIN AN aBTOMaTUYe-
CKOro o6Hapy»KeHusi NoTepmn ABYXCTOPOHHEN KOMMYHMKALMMN Ha ONTUYECKUX INHUAX CBA3H.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOWM CTPOKM pexkuma KoHPurypauum nntepdelrica:

console (config-if) #

Tabanua 139 — KomaHabl pexkuma KoHourypaumm nHtepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet-oam uni-directional
detection

no ethernet-oam uni-
directional detection

-/BbIK/IIOYEHO

Bkaountb ANArHOCTUKY COCTOAHUA ONTUYECKUI NIUHUIA.

BbikntounTb ANArHOCTUKY COCTOAHUA ONTUYECKUI NIUHUIA.

ethernet-oam uni-directional
detection aggressive

no ethernet-oam uni-
directional detection
aggressive

-/BbIK/IIOYEHO

BK/IIOYNTB arpeccuBHbIN pexkum, npu kotopom TLV oTnpasnseTca
B /I06OM cnyyae, AaxKe eciv OHa He bblaa NoyvyeHa oT yaaneH-
HOro yCTpoiicTBa.

BbIK/IIOYNTL arpeccuBHbIN pexum, npu Kotopom TLV oTnpasns-
eTca B tobom cnyyae, Aarke ecnn oHa He Bblaa NoayeHa oT yaa-
JIEHHOTO YCTPOMCTBA.

ethernet-oam uni-directional

detection discovery-time time

no ethernet-oam uni-
directional detection
discovery-time

time: (5..300)/5

BbicTaBUTH Talimep, No KoTopomy ByaeT npoucxoauTb onpeaene-
HWe TeKyLLero COCTOAHMUA NNHKA.

YCTaHOBUTb 3HaYeHMe N0 YMONHYAHWUIO.

ethernet-oam uni-directional
detection action {errdisable |
log}

no ethernet-oam uni-
directional detection action

-/log

Bbi6paTb pexkmum paboTbl npoTokona UDLD.

- errdisable — nepepgaya Tpaduka 6A0KMpPyeETCA NPU OTCYTCTBUM
npvema BOAHOM U3 Hanpas/AeHUI B KaHane;

- log — coobleHne o 610KMPOBKE NOABAAETCA B XKypHase.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.
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KomaHOwbi pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cneaytowmii Bua;

console>

Tabnnuya 140 — KomaHab! pexkuma EXEC

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aelicmeue
no ymoan4yaHuro

show port ethernet-oam uni- OT06pasnTb COCTOAHME ONTUYECKOTO INHKA.
directional detection

4.20.4 luazHOCMuUKa onmu4YecKo2o0 mpaHcueepa

CDyHKLI,MFI ANArHOCTUKN NO3BO/IAET OUEHUTb TeKyuwee COCToAHME ONTUYeCKOro TpaHCUBEpPaA U
ONTUYECKOM NUHUM CBA3MK.

Bo3MoOXKeH aBTOMATUYECKMIA KOHTPO/Ib COCTOAHMA JIMHWIA  CBA3W. [nA 3TOro KOmMMyTaTop
nepumoamMyeckn onpalinBaeT napameTpbl ONTUYECKUX UHTepdelicoB U CpaBHMBAET UX C MOPOroBbIMMU
3HaYeHUAMM, 3a[aHHbIMU NPOU3BOAUTENAMU TpaHCMBepoB. NpKu BbiIXxoAe NapameTpoB 3a AOMYCTUMblE
npeaesibl KommyTatop GopMmUpyeT NpeaynperKaatoline 1 aBapuitHblie coobuieHus.

KomaHOowbl pexcuma EXEC

3anpoc KomaHgHOW CTPOKK B pexknme EXEC nmeeT cneayowmin Bua;

console#

Tabnmua 141 — KomaHapl AMarHOCTUKM ONTUYECKOro TpaHcuBepa

3HaveHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymoa4YaHuro

show fiber-ports OT06pasunTb pesy/bTaTbl AMArHOCTMKM ONTUYECKOTO TPaHCUBepa.
optical-transceiver [ {
fastethernet fa_port | -
gigabitethernet gi_port |

tengigabitethernet te_port}]

Tabnnuya 142 — MapameTpbl ANArHOCTUKM ONTUYECKOTo TpaHCcUBepa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpaxeHne nuTaHua TpaHcueepa.
Current OTKNOHEHWe TOKa Ha nepegave.
Output Power BbIxoAHaA MOLLHOCTb Ha nepegade (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MNoTepsa curHana.

3HayeHuA pesynbTaToB ANArHOCTUKM:
— N/A-HegocTynHo,

— N/S - He noaaepunsaertcs.
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4.21 ®dyHKuumu obecneueHun 6esonacHocTn

4.21.1 ®yHKyuu obecneyeHus 3aujumeol Nopmoe

C uenbto nosblweHna 6e30NacHOCTM B KOMMYTATOpPE CyLLECTBYET BO3MOXHOCTb HAaCTPOUTb KAKOM-
nmMbo nopT TaK, 4Tobbl AOCTYN K KOMMYTaTOpy 4vepe3 3TOT MOpT MNPefocCTaBAACA TO/IbKO 33a4aHHbIM
ycTporcTBam. PyHKLMA 3aLLMTbl NTOPTOB OCHOBAHA Ha onpeaeneHnn MAC-agpecoB, KOTOPbIM paspeLuaeTcs
poctyn. MAC-agpeca mMoryT 6blTb HacTPOEHbI BPYUYHYHO WAWM U3yYeHbl KOMMyTaTopoM. lNocne mlyyeHus
HEODOXOAMMbIX afpecoB NOPT creayeT 3abNOKMPOBaTb, 3alUMTMB €ro OT MOCTYMNAEHWA MaKeToB C
HeunsyyeHHbIMW MAC-agpecamun. Takum obpasom, Koraa 3ab10KMPOBaHHbIM NOPT nosyyYaeT naket, u MAC-
afpec UCTOYHMKA MaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBMU3NPYETCA MeXaHU3M 3aLmTbl, B 3aBUCMMOCTH OT
KOTOPOro MOryT 6bITb NPUHATLI Clegylolme Mepbl: HECAaHKLMOHMPOBaHHbIE MaKeTbl, NOCTynatowue Ha
3ab610KMPOBaHHbIM MOPT, NEPECHINAIOTCA, OTOPACHIBAOTCA, MO0 XKe NOPT, NPUHABLLMI NAKET, OTKAOYAETCS.
®yHKuMA BesonacHocTn Locked Port no3BonfeT COXpPaHUTb CMMCOK M3ydeHHblx MAC-agpecos B daine
KOHbUrypaumm, Takum o6pa3om, 3TOT CMMCOK MOXKHO BOCCTaHOBUTL NOC/AE Nepesarpyskun yCTpomncTsa.

/ CyluecTByeT orpaHuMyeHue Ha Konuvectso MAC-agpecoB, KOTOpoOe MOXKET U3yuuTb NOPT, UC-
NoNb3yloLWnii GyHKUUIO 3aLMUTbI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
gelica epynnel nopmos

Buga 3anpoca KOMaHAHOM CTPOKU B pexmme KoHourypauum uHtepdeiica Ethernet, nntepdeiica
rpynnbl NOpPTOB:

console (config-if) #

Tabnunua 143 — KomaHabl pexkmma KoHpurypauum uHtepdeliica Ethernet, rpynnsi uHTepdelicos

3HayeHue/3HayeHue

KomaHoa Aelicmeue
o ymMmon4aHuro
switchport port-security ena- BKAtounTb GyHKLMIO 3aWmThl Ha MHTepdeice. BaokupyeT GyHK-
ble LMIO M3YYEHMA HOBbIX aZpecoB ana nHtepoeiica. MakeTbl ¢ He-
-/BbIK/IIOYEHO n3yyeHHbIMM MAC-agpecamm NCTOYHUKA OTOPaCbIBAKOTCS.
no switchport port-security en- OTKNOUYNTL QYHKLMIO 3aLWMTbI Ha MHTepdeiice.
able
switchport port-security mac- 3a4aTb MaKcMManbHOE KONIMYECTBO afipecoB, KOTOPOE MOXKET
limit o M3y4nTb NOPT.
- - limit: (0..8192)/1
no switchport port-security YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
mac-limit
switchport port-security mode 3apaTb peum orpaHuyeHma nsydeHma MAC-agpecos a1 HacTpa-
{max-addresses | lock | se- nBaemoro nHTepdeiica.
cure-delete-on-reset | secure- - max-addresses — yganser Tekywue AUHAMUYECKM U3yYeHHble
permanent} afpeca, cBA3aHHble C MHTepdencomM. PaspelleHo U3yyeHne mak-

CMMaNbHOTO KOAMYECTBa aA4PEecoB Ha NopTy. MoBTOpPHOE U3yyeHue
W CTapeHue paspeLleHbl.

- lock — coxpaHseT B dpaiin Tekywme AMHAMUYECKN U3YYEHHbIe aj-
peca, cBA3aHHble C MHTepdelicom 1 3anpellaeT obyyeHre HOBbIM
ajpecam v CTapeHue yxe U3yYeHHbIX afpecoB.

-/lock - secure-delete-on-reset — yaanseT Tekylme AMHAMUYECKN U3y-
YeHHble agpeca, CBA3aHHbIe C MHTepdeicom. PaspelueHo nsyye-
HVMEe MaKCMMa/IbHOTO KOJIMYecTBa aApecoB Ha nopty. MosBTopHoe
n3ydeHue 1 cTapeHue 3anpeLeHbl. Agpeca CoxpaHaoTea 40 nepe-
3arpysKu.

- secure-permanent — yanser TekylMe AUHAMUYECKU M3YyYeH-
Hble aZipeca, CBA3aHHble ¢ UHTepdericom. PaspelueHo usyyeHue
MaKCYManbHOTO KOJIMYECTBA aApPECOB Ha NopTy. MoBTOpHOE U3y-
YyeHMWe U CTapeHue 3anpeLleHbl. Agpeca COXpaHATCA Npu nepe-
3arpyske.
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no switchport port-security YCTaHOBWUTb 3HA4YEHUE NO YMOJTHAHMUIO.
mode
switchport port-security viola- 3a4aTb peXXUM pearmpoBaHua Npu HapyLweHnn 6e3onacHocTU.
tion [restrict | protect | dis- - restrict — B JaHHOM peXkume Npu HapyLweHnn 6e30nacHoOCTM OT-
card-shutdown] npasnsetcsa SYSLOG-coobueHune Ha SYSLOG-cepsep.
- protect — B 4aHHOM peKMMe OMOBELLEHWNA O HapylleHun bes-
-/protect OnacHocTU HeT. Bknwouyaetr nepexsat MAC-agpecos, KoTopble

LOMKHbI 6bITb 0TOpOLLEeHbl, Ha CPU, nocne yero MAC-agpeca no-
MeYatoTCcA Kak 3abNIoKMpoBaHHbIE M OTOPACbIBAOTCA B TeYeHUMU
aging-time;

- discard-shutdown — B gaHHOM pexKume Kagpbl C HEU3yYeHHbI-
mn MAC-agpecamu UCTOYHMKA OTOPAcbIBAOTCA, MOPT OTKAOYa-
eTca.

4.21.2 Konmpone npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoil NMPOTOKO/, MO3BOAAIOWMIA KANEHTY MO
3anpocy nony4atb IP-aapec 1 apyrue Tpebyemble napameTpbl, HeobxoanMmble ana pabotbl 8 cetn TCP/IP.

MpoTtokon DHCP moeT Mcnonb3oBaTbCA 3/10YMbILWAEHHUKAMM 1A COBEPLUEHUA aTaK Ha YCTPOWCTBO,
KaK CO CTOPOHbl KaueHTa, 3acTaBnAa DHCP-cepBep BbiaaTb BCe AOCTYMHble afpeca, Tak U CO CTOPOHbI
cepBepa, NyTem ero nogmeHsbl. MporpammHoe obecneyeHne KOMMyTaTopa NO3BOAAET 06EeCNeYnTb 3aLmUTy
YCTPOMCTBA OT aTak C UCnosib3oBaHMem npoTokosa DHCP, ana yero npumeHsaeTca QyHKUMA KOHTpOAA
npotokona DHCP — DHCP snooping.

YcTpoicTBO cnocobHo oTcnexusate nosasneHne DHCP-cepsepoB B CeTW, paspewas  wux
NCNo/Ib30BaHME TOMbKO Ha «O0BEPEHHbIX» UHTepdelicax, a TakKe KOHTPOAMPOBATb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabauue cooTBETCTBUMNA.

Onuus 82 npotokona DHCP (option 82) ucnonbsyetca ana Toro, 4tobbl NnponHpopmmnposats DHCP-
cepBep 0 ToM, OT Kakoro DHCP-peTpaHcnsaTopa (Relay Agent) U yepes Kakol ero nopT 6bi1 Noay4YeH 3anpoc.
MpumeHseTca oS YyCTaHOBAEHUS COOTBETCTBMI IP-agpecoB M NOPTOB KOMMYTATOPA, @ TaKKe AN 3aLnThbI
OT aTak C ucnonb3oBaHMem npoTtokona DHCP. Onums 82 npeactasnsaetr cobot AOMNOAHUTENbHYIO
MHbOPMaUMIO (MMA yCTPOKMCTBa, HOMepP MnopTa), AobaBnseMylo KOMMYTAaTOPOM, KOTopblii paboTaeT B
perknme DHCP Relay areHTa, B Buge DHCP-3anpoca, NnpuHATOro ot KAneHTa. Ha ocHOBaHWM JaHHOM onuuuy,
DHCP-cepBep Bblaenset IP-agpec (guanasoH IP-agpecoB) u apyrve napameTpbl MOPTY KommyTaTopa.
Monyuns Heobxogumble pgaHHble oT cepBepa, DHCP Relay areHT BbiaenseT IP-agpec KAMEHTY, a TaKxkKe
nepefaer emy Apyrne Heobxoanmble NapameTpbl.

Tabnunuya 144 — dopmat noneit onuymm 82

Mone lMepedasaemas uHgpopmayus

Mmsa xocTa ycTpoicTea.

cTpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuii 6aiTt — Homep NOpPTa, K KOTOPOMY NOAK/YEHO YCTPOUCTBO, OTNpaBaaAloLee
dhcp-3anpoc.

Circuit ID

Enterprise number — 0089c1

D
Remote agent | MAC-agpec ycTponcTsa.

’ . [Ana KoppeKTHoii pa6oTtbl ¢pyHKuumM DHCP Snooping Bce ucnonbsyemble DHCP-cepBepbl

N BOMKHbI ObITb NOAKAKOYEHbl K «AO0BEPEHHbIM» MOPTaM KommyTtaTtopa. Ans aobasneHus
nopTa B CNUCOK «A,0BepPeHHbIX» UCNONb3YIOTCA KOMaHAbl port-security-state trusted, set port-
role uplink B pexxume KoHdurypaumm uHtepdeica. na obecneyeHna 6es3onacHOCTU Bce
OCTa/IbHble NOPTbl KOMMYTaTOPa A0/XKHbI 6bITb «HeA0BEepPEHHbIMUY.

KomaHObI pexcuma 210b6aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHoOM KOHGUIypauum:
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console (config) #

Tabnunuya 145 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

ip {dhcp| dhcpv6} snooping

no ip {dhcp| dhcpv6}
snooping

-/BbIK/IIOYEHO

PaspewmnTb KOMMYTaTOpPYy KOHTPOAIMPOBaHMe npoTokosna DHCP.

3anpeTnTb KOMMYTATOPY KOHTPOAMpPOBaHUe npoTtokona DHCP.

ip {dhcp| dhcpv6} snooping
vlan vian_id

no ip {dhcp| dhcpv6}
snooping vlan vian_id

vlan_id:
(1..4094)/BbIKNtO4EHO

Pa3pewuntb KOHTpOAMpoBaHue npotokona DHCP B npegenax yka-
3aHHoro VLAN.

3anpeTnTb KOHTpPoAMpoBaHMe npoTokona DHCP B npeaenax yka-
3aHHoro VLAN.

ip dhcp snooping verify mac-
address

BKkntounTb BepuopmrKkaymo MAC-agpeca knmeHta u MAC-agpeca mc-
TOYHMKa, NnpuHATOro 8 DHCP-nakeTe Ha «HeA0BEPEHHbIX» NOPTaXx.

no ip dhcp snooping verify -/BKNIOYEHO Bbikntountb Bepudmkaumio MAC-agpeca kameHta 1 MAC-agpeca

mac-address MUCTOYHMKA, npuHAToro B DHCP-nakeTe Ha «Hep0BEpPEHHbIX» Nop-
Tax.

ip binding port-down action OnpeaenvTb peakumo KOMMyTaTopa Ha NageHue nHtepdelica:

{clear|retain} Jretain - retain — coxpaHaeT 3anuncu B Tabauue npy NageHuu.

- clear — ypanseT Bce AHaAMMUYECKUe 3anucK, Co34aHHble Ann
ynaswero nHTepdeiica.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 146 — KomaHabl pexuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show ip {dhcp | dhcpv6}
snooping

OT106pasunTb cooTBeTCTBUA U3 daitna (6asbl) KOHTPOASA NPOTOKOANA
DHCP.

show ip dhcp snooping global

OT06pa3unTb rnobanbHyto HacTpoinky DHCP Snooping.

show {ip | ipv6} binding

Moka3aTb Bce cooTBETCTBUA U3 daiina (6a3bl) KOHTPONA NPOTOKONA
DHCP.

clear {ipv4 | ipv6} binding
[mac_addr vian_id]

vlan_id: (1..4094)

Ounctntb cooTseTcTBuA U3 daina (6asbl) KOHTPOAA NPOTOKONA
DHCP.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepaeticos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua, 3anpoca KoMaHAHOW CTPOKM B pexume KoHourypauum mHtepdeiica Ethernet, nnrtepdeica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 147 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet, rpynnsi uHtepdelicos

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip binding limit /imit

no ip binding limit

limit (0..1024)

BkatounTb orpaHudeHme konmyectsa DHCP-kaneHTOB Ha nopTy.

BbIKntounTb orpaHmnyeHue konnyecrsa DHCP-knneHToB Ha
nopry.

YcTaHoBNeHHoe orpaHuyeHuMe no Konuuvectsy DHCP-knueHTOoB 6ypeT pacnpocTpaHATbCA
TONbKO HA HOBble 3anucu. PekomeHayeTcs nepes HACTPOMKOW OrpaHUYEHUA OYUCTUTD
Tabaunuy knnentos DHCP snooping.
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4.21.3 DSLAM Controller Solution (DCS)

C nomolblo AaHHON (YHKUMM HACcTpauBaloTcA 3HauyeHuAa UAeHTUPUKATOPOB WHTepdenca w
peTpaHcaAaTopa npu KoHourypuposaHmum DHCP snooping, DHCPv6 snooping n PPPoE Intermediate Agent.
Circuit-id — naeHTudumkatop uMHTepdelica, ¢ KOTOporo npuwen 3anpoc, remote-id — nageHTndPuKaTop
peTpaHcaATOpPa, C KOTOPOro npuiesn 3anpoc.

Mpu BKAtoYeHUN GYHKLMK Ha UHTepdelice circuit-id n remote-id 6yayT BcTaBaAaTbeA Bo Bcex VLAN, Ha
KoTopblIx BKAto4eH DHCPv4/v6 snooping, DHCP Relay, PPPoE-IA. Mpu BkatoueHnn B VLAN circuit-id u remote-
id 6yayT BcTaBnATbCA TO/IbKO B AaHHOM VLAN Ha Bcex UHTepdelicax.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnunua 148 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dcs information option [dhcp |
dhcpv6 | pppoe-ia | dhcp-
relay] enable

dcs information option [dhcp |
dhcpvé | pppoe-ia] disable

-/BbIKNOYEHO

BkntoumTb gobasneHume circuit-id + remote-id ana scex onuuii (1.e.
dhcp | dhcpv6 | pppoe-ia | dhcp-relay) anbo 3agaTb KOHKPETHbIN
NPOTOKOAN ANA BCTaBKMU remote-id u circuit-id.

BbIknounTb gobaBneHue remote-id u circuit-id.

dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifier

no dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}

identifier (1..63)
cumBonoB/wabaoH
%h%i%V

YcTaHOBUTD circuit-id B dopmate cBob6oAHOM CTPOKK, onpeaeneH-
HOW nosb3oBaTenem. Bo3amoXKHO Mcnoab3oBaHKe WabioHoB..

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

dcs agent-circuit-id format-
type {dhcp | dhcpv6 | pppoe-
ia | dhcp-relay} [identifier-
string] identifier option format
[delimiter delimiter]

no dcs agent-circuit-id format-
type {dhcp | dhcpvé | pppoe-
ia | dhcp-relay}

identifier (1..48)
cumBoioB/dopmar spv,
pasgenutens std,
identifier NULL

HacTpowuTs circuit-id cornacHo pekomeHgaums TR-101.
NpeHTnduKaTtop:

- identifier — nponsBosbHanA cTpoka 6e3 wabaoHOoB.
dopmar:

- pv —Homep nopta u VLAN;

- Sp — HOMep CN10Ta M NopTa;

- sv—Homep cnota u VLAN;

- SpV — Homep cnoTa, nopta u VLAN.

Paspenutenu:
-comma-"“";
-dot-"“";

- hash — “#”;

- semi-colon - “;”;
-slash-“/”;

- space—“";

- std — “slot:port/vlan”.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.
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dcs agent-circuit-id suboption-
type {dhcpv4 | dhcpvé |
pppoe-ia | dhcp4-relay} {tr-
101 | user-defined} [binary]
[add-subtypes]

no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpa-
relay}

-/tr-101

YcTaHOBUTbL popmar circuit-id.

dopmartbl:

- tr-101 — gobasneHue circuit-id B dopmate cornacHo pekomeHaa-
umam TR-101

- user-defined — no6asnenne circuit-id B ¢opmate cBobogHoOM
CTPOKM C BO3MOXHOCTbIO MCMO/Ib30BaHMA LWAbAOHOB.
JononHutenbHble NnapameTpbl:

- binary — gaHHbIN napameTp yKasbiBaeT, YTO YNC/I0BbIE LWABOHbI
byayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbI NapamMeTp yKa3biBaeT, YTO B UAEHTUDU-
KaTop bygeTt nobasneH JONONHUTENbHbLIA NoATUN (2X-6ailToBbIN
ana DHCPv4 n PPPoE u 4x-6aiitoBbit ansa DHCPv6), B KoTopom
onpegenserca ¢opmaT cTpokm (ASCII-0x01, HEX-0x00) n anvHa
naeHtndukatopa.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

dcs remote-agent-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifer

no dcs remote-agent-id user-
defined {dhcp | dhcpvé6 |
pppoe-ia | dhcp-relay}

identifer (1..63)
CMMBO10B/11a61I0H %M

YcTaHoBUTbL remote-id B dopmaTte cBO60OAHOM CTPOKU, Onpesenéx-
HOM nosb3oBaTesem. BO3MOXKHO MCNO/Ib30BaHMeE LWaboHOB.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpa-
relay} user-defined [binary]
[add-subtypes]

no dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpa-
relay}

-/user-defined

YcTaHoBUTbL popmat remote-id

PopmarTbl:

- user-defined — go6asneHne remote-id B popmate cBoboaHOM
CTPOKM C BO3MOXKHOCTbIO MCMO/Ib30BaHMA LWABNOHOB.
JononHutenbHble napameTpbl:

- binary — faHHbIN napameTp yKa3blBaEeT, YTO YNCNOBbIE LWABNOHDI
b6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbIV NapamMeTp yKasbiBaeT, YTO B UAEHTUDU-
KaTop byget nobasneH JONONHUTENbHbIA NoATUN (2x-6ailToBbIN
ana DHCPv4 n PPPoE u 4x-6aiiToBbii gns DHCPv6), B KoTopom
onpepgensetca ¢opmat cTpokm (ASCII-0x01, HEX-0x00) u gavHa
naeHtndukartopa.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

Tabnunua 149 — LLlabnoHbl, AOCTYNHbIE AN HAcTpolKku user-defined naeHTudukatopos

LWWabnoH OnucaHue

%a IP-agpec. JaHHbIV WabnoH MoKeT bbiTb NpeobpasosaH B popmat HEX. ECTb BO3MOMKHOCTb YKa3aTb HOMep
VLAN c IP-agpecom (Hanpumep, VLAN 2: %a2).

%h Mma ycTpolicTea.

%p KopoTkoe ums nopra, Hanpumep, gi1/0/1.

%P [nuHHOE Ma nopTa, Hanpumep, gigabitethernet 1/0/1.

%t Tun nopta, Hanpumep, gigabitethernet.

%m MAC-agpec nopta B popmate H-H-H-H-H-H-H. JaHHbI wabnoH moxKeT 6biTb NpeobpasosaH B popmat HEX.

%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. JaHHbIN WwabaoH moxkHO npeobpasosaTtb B popmat HEX.

%u Homep toHuTa. [laHHbli WabaoH MoXeT 6biTb NpeobpasosaH B dopmat HEX.

%s Homep cnota. JaHHbIl WwWabnoH moxeT 6bITb NpeobpasosaH B popmat HEX.

%i ifindex nopta. [laHHbIN WabaoH MOXKeT bbiTb NpeobpasosaH B popmat HEX.

%cC MAC-agpec aboHeHTcKoro ycTpolictea B dopmate H-H-H-H-H-H-H. JaHHbIi WwabaoH moxeT 6biTb Npeobpa-
30BaH B popmat HEX.

%V NpeHTndmKaTop VLAN. [laHHbIl WwWabnoH moxeT bbiTb NpeobpasoBaH B popmat HEX.
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KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if)#

Tabnnua 150 — KomaHgb! pexkuma KoHdpurypaumm nHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

dcs agent-circuit-identifer
circuit_id

no dcs agent-circuit-identifer

circuit_id: (1..63)
CUMBO0/10B/WwabnoH
%h%i%v

YcTaHoBUTDL circuit-id B popmaTte cBoboAHOW CTPOKM, onpeae-
NEHHOM Nosb3oBaTenem. BoamorKHO ncnonb3oBaHue WabnoHoB..
[aHHan HacTpoliKa MMeeT NPUOPUTET Nepes, aHaNorMYHOM 10~
H6anbHOW HacTpoKoi dpopmarta circuit-id.

YCTaHOBUTb 3HaYE€HUA MO YMOYAHUIO.

dcs remote-agent-identifier
remote_id

no dcs remote-agent-identifier

remote_id: (1..63)
cumBo10B/1WabA0H %m

YcraHoBUTb remote-id B popmate cBobOAHONM CTPOKMK, onpeae-
NéHHoW Nnoib3oBaTesieM. BOo3MOXKHO Mcnoib3oBaHMe WabaoHoB.
[aHHaA HacTpoWKa MMeeT NPUMOPUTET Nepes aHaA0rMYHOM Fo-
6anbHOWM HacTpokon popmaTa remote-id.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

dcs information option {dhcp |
dhcpvé | pppoe-ia | dhcp-
relay} enable

dcs information option {dhcp |
dhcpvé | pppoe-ia} disable

-/BbIKNOYEHO

BkntounTb gobasneHue circuit-id + remote-id ana KOHKpeTHoOro
npoToKona.

%

BbIkNounTb A06aBNEHNE remote-id U circuit-id 4nA KOHKpeTHoro
npoToKona.

BcTaBKa circuit-id/remote-id gonxkHa 6bITb OTKAIOYEHA
rno6anbHo.

KomaHObI pexcuma KoHguaypayuu uHmepaetica L2Vian

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #

Tabnuua 151 — KomaHapl pexkuma KoHourypaumm nntepderica L2Vian

KomaHoa

3Ha4yeHue/3HayeHue no

ymon4yaHuro

Aelicmeue

dcs information option {dhcp |
dhcpvé | pppoe-ia | dhcp-
relay} enable

dcs information option {dhcp |
dhcpvé | pppoe-ia} disable

-/BbIK/OYEHO

BkntounTb gobasneHue circuit-id + remote-id gns KoHKperT-
HOro NpPoTOKOA.
V BcraBKa circuit-id/remote-id aonkHa 6biTb OT-
KAwoueHa rnobanbHo.

BbIkntountb gobasneHne remote-id u circuit-id gna KoH-
KpeTHoro NpoToKoAa.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnnua 152 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show dcs-port-config
[interface fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port]
[vlan vian_id]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
vlan_id: (1..4094)

OT06pasnTb TekyLLytlo KOHOUTYpaLmMio naeHTUdUKATOPOB remote-
id u circuit-id ana nHTepdeicos.

show dcs-global-config

OT06pasunTb rnobanbHyo KoOHOUTYpaunto naeHTMduKaTopa circuit-
id.
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Mpumep Hactpoiikn DHCP Snooping Bo VLAN10 c¢ HacTponkoi DCS-onuuii Ha uHTepdence
Gigabitethernet 0/13.

console (config) # interface gigabitethernet 0/10

console (config-if) # port-security-state trusted

console (config-if) # set port-role uplink

console (config-if) # switchport mode trunk

console (config-if) # exit

console (config) # ip dhcp snooping

console (config) # vlan 10

console (config-vlan)# ip dhcp snooping

console (config) # interface gigabitethernet 0/13

console (config-if) # switchport general allowed vlan add 10 untagged

console (config-if) # switchport general pvid 10

console (config-if) # dcs remote-agent-identifier enable
( ) # decs agent-circuit-identifier "%v %p Sh"
( ) # dcs remote-agent-identifier "3M"

console (config-if
console (config-if

Mpumep HacTponkm DHCP Snooping Bo VLAN10 c HacTpoinkoi DCS-onuunit ana scex uHTepdelicos B
¢dopmate HEX.

config)# !

config) # interface gigabitethernet 0/10
config-if)# port-security-state trusted
config-if)# set port-role uplink
config-if)# switchport mode trunk

console
console
console
console
console

console
console

config-if)# switchport general allowed vlan add 10 untagged
config-if)# switchport general pvid 10

(
(
(
(
(
console (config-if) # exit
console (config)# ip dhcp snooping
console (config) # decs remote-agent-id suboption-type dhcpv4 user-defined binary
console (config) # des agent-circuit-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id user-defined "$%idv"
console (config)# dcs remote-agent-id user-defined "3M"
console (config)# !
console (config)# vlan 10
console (config-vlan)# ip dhcp snooping
console (config-vlan)# !
console (config) # interface gigabitethernet 0/13
(
(

4.21.4 3awuma IP-adpeca knueuma (IP Source Guard)

®dyHKUMA 3aWmTbl IP-agpeca (IP Source Guard) npegHasHayeHa ana puabTpaumm TpaduKa, NPUHATONO
¢ uHTepdelica, Ha ocHoBaHMM Tabanubl cootBeTcTBUM DHCP snooping n ctatuyeckux cootsetcTBuid IP
Source Guard. Taknum obpasom, IP Source Guard nossonseTt 6opoTbcaA ¢ NoameHon IP-agpecos B NakeTax.

V' MNocKonbKy PpYyHKLMA KOHTPOAA 3awnThbl IP-agpeca ucnonb3ayer Tabanubl COOTBETCTBUMA
DHCP snooping, umeeT cMbIC/ UCMOb30BaTb AAHHYIO GYHKLMIO, NpeaBapuUTe/bHO
HacTpous u Bkaouns DHCP snooping.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #
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Tabnuua 153 — KomaHabl pexkmma KoHpurypaumm nHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

{ip | ipv6} verify source port-
security

no {ip | ipv6} verify source
port-security

-/BbIKAtOYEHO

BkntounTtb OyHKUMIO 3awuTbl IP-uHTepdeica pns
nopta. Mocne BKAOYEHUA Ha UHTepdelice Bce 3anucu
B Tabauue IP Binding yctaHasamBatotcs 8 TCAM B Ka-
yecTse paspeLluatoLlero npasunia.

KomaHga yaanset 3anucn ns TCAM u oTKAKOYaeT OT-
6pacbiBaHMe IP-nakeToB Ha NopTy.

KomaHObI pexcuma KoHguaypayuu uHmepaetica L2Vian

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-vlan) #

Tabnnuya 154 — KomaHgbl pexkuma KoHdurypaumm nntepdeiica L2Vian

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

{ip | ipv6} verify source port-
security

no {ip | ipv6} verify source
port-security

-/BbIK/IOYEHO

Bkaountb OyHKUMIO 3awmTbl  IP/IPV6-uHTEpdeiica ans
VLAN. Mocne BKAtOYEHUA Ha MHTepdelice Bce 3anucK B Tab-
nuue IP Binding yctaHasaunsatotca B TCAM B KayecTBe pas-
pelatoLLero npasuna.

KomaHpa yaanset 3anucm u3 TCAM u oTkatovaeT oTbpachl-
BaHue |IP/IPv6-naketos 8o VLAN.

KomaHOwb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 155 — KomaHgb! pexkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

show {ip | ipv6} verify source
[interface { fastethernet |
gigabitethernet |
tengigabitethernet} interface |
vlan [vian-id]]

OT06pasunTb HacTpolikm IP/IPv6 source Guard Ha uHTepdelicax.

show running-config ip-source-
guard

0OT06pa3nTb KOHPUrypaumo moayns IP source Guard.

4.21.5 Konmponaob npomokona ARP (ARP Inspection)

®yHKUMA KoHTpons npotokona ARP (ARP Inspection) npepgHasHayeHa gns 3aWmTbl OT aTak C
nucnonb3oBaHuem npotokona ARP (Hanpumep, ARP-spoofing — nepexsaT ARP-Tpaduka). KoHTponb
npoTtoKosaa ARP ocyliecTBaseTca Ha OCHOBe CTaTUYeCcKux cooTseTcTeuit IP- » MAC-agpecoB, 3aAaHHbIX Ans

rpynnbl VLAN.

’ ‘ NopT, ckoHpUrypmupoBaHHbI «HegoBepeHHbIM» ana ¢yHKuMmn ARP Inspection, gonxkeH
tadl TaK}e 6bITb «HeaoBepeHHbIM» ana ¢yHKuun DHCP snooping nnmu coorsetrctene MAC-agpeca
u IP-agpeca gnA 3TOro NOpPTa A0MKHO 6bITb CKOHOUIYPUPOBAHO CTaTUUECKU. UHaue faHHbIN
nopT He 6ygeT oTBeuaTb Ha 3anpocbl ARP.

%

DOnAa HeHageXHbIX NOPTOB BbINO/IHAIOTCA NpoBepKu cooTseTcTeuit IP- u MAC-agpecos.
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KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Buza 3anpoca KOoMaHAHOM CTPOKM peXxnma rinobanbHOM KoOHGUrypaumum:
console (config) #

Tabaunuya 156 — KomaHabl pexkmma rnobanbHo KoHUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
0 yMOAYAHUIO
ip arp inspection enable BKOUNTB KOHTPO/Ib NpoTokona ARP (dyHKumio ARP Inspection).
-/BbIKNOYEHO
ip arp inspection disable BbIK/IIOUNTL KOHTPOIb NpoTokona ARP (dyHKumio ARP Inspection).
ip arp inspection vlan vian_id PaspewwnTtb NpoBepKy npoTokona ARP, ocHoBaHHyto Ha 6a3e cooT-
vlan_id: (1..4094)/ setcTBuii DHCP snooping, B BbiI6paHHoM rpynne VLAN.
no ip arp inspection vlan BbIK/IOYEHO 3anpeTuTb NpoBepKy NpoTokona ARP, ocHoBaHHyt0 Ha 6ase cooTBeT-
vlan_id ctBuit DHCP snooping, B BbibpaHHol rpynne VLAN.
ip arp inspection validate MpepoctaBuTb cneumouyHbie NPOBEPKU A8 KOHTPOAA NMPOTOKO/A
{dstmac | dstmac-ipaddr | ARP.
ipaddr |srcmac | srcmac- - srcmac: Ans ARP-3anpocoB 1 OTBETOB NPOBEPAETCA COOTBETCTBUE
dstmac | srcmac-dstmac- MAC-agpeca B 3aronoske Ethernet MAC-agpecy MCTOYHMKA B CO-
ipaddr | srcmac-ipaddr} OEePKMUMOM npoTokona ARP.

- - dstmac: Ana ARP-otBeTOoB npoBsepseTtca cootBetcTBne MAC-aa-
peca B 3arosioBke Ethernet MAC-agpecy HasHayeHWs B COAEPXKMU-
mom npotokona ARP.

- ipaddr: Mposepsaetca cogepxnmoe ARP-nakeTa Ha Hannume He-
KOppeKTHbIX IP-agpecos.
no ip arp inspection validate 3anpetutb cneunduyHbie NPOBEPKM A5 KOHTPOAA NpoTokona ARP.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunua 157 — KomaHabl pexkmma EXEC

KomaHoa 3HayeHue/3HavyeHue Aelicmeue
110 yMOAYAHUIO

show ip arp inspection globals ) OT06pasnTb cUCTEMHYIO KOHPUrypaumio dyHKLUMKM KoHTpona ARP
npoToKona.

show ip arp inspection vlan OTtobpa3unTb cnmucok VLAN, Ha KoTopblx akTueeH ARP Inspection.

vlan_id: (1..4094)

[vian_id]

show ip arp inspection MoKasaTb CTAaTUCTUKY ANA CNeAylowmX TMMOB MaKeToB, KOTopble
statistics [global | interface 6b111 06paboTaHbl NpK nomowm GpyHKLMM ARP:

{ fastethernet | gigabitethernet vlan_id: (1..4094) - nepeaaHHble nakeTbl (forwarded);

| tengigabitethernet} interface - noTepsAHHbIe NakeTbl (dropped);

| vlan vian_id] - owmn6kKu B IP/MAC (IP/MAC Failures).

clear ip arp inspection statistics
[global | vlan vian_id]

vian_id: (1..4094) OunCTUTb CTAaTUCTUKY KOHTPOAA NpoTokona ARP Inspection.

4.21.6 Hacmpoiika ¢pyHkyuu MAC Address Notification

dyHKumMa MAC Address Notification no3sosifeT oTcnexunBaTb NosaBAEHNE U UCHE3HOBEHME AaKTUBHOIO
0b0pyAoBaHUA Ha CeTU NyTeM COXpaHeHMa wuctopum usydyeHuss MAC-agpecos. Mpu obOHapyKeHuU
M3MeHeHMN B cocTaBe M3y4vyeHHbIx MAC-agpecoB KOMMYTAaToOp COXpaHAeT uMHpopmauumio B Tabnuvue u
n3sewaer ob6 3Tom € Nomowpko coobueHnn npotokona SNMP. OyHKUMA MMeeT HacTpavBaemble
napameTpbl — rnybuHa UCTOPUN O COBBLITUAX U MUHUMAJIbHbIA MHTEPBAA OTNpPaBKK coobueHuin. Cepsuc
MAC Address Notification oTKAO4YEH NO YMOMYAHUIO U MOXKET ObITb HAaCTPOEH BbIBOPOUYHO A/1A OTAENbHbIX
NOpPTOB KOMMYTATOPa.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 158 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

3HayeHue/ 3HayeHue
no ymon4aHuwo

KomaHoa

Aelicmeue

mac-address-table notification
change

-/BbIK/IIOYEHO

no mac-address-table
notification change

KomaHgza npegHasHayeHa 41 rnobanbHOro ynpasneHus GyHK-
umeit MAC notification. KomaHga paspelsaeTt perucrpaumio co-
6bITU fobaBneHuns n yganeHms MAC-agpecos 13 Tabaunu, Kom-
MyTaToOpa 1 OTNPaBKY yBEAOM/IEHUA O COBbLITUAX.

Ona paboTbl GYHKLMM HEOBXOoAMMO AONONHUTENLHO paspe-
LWaTb reHepaumio yBegoMAeHUI Ha UHTepdelicax (cMm. HUXKe).

Bbikntountb pyHKUM0 MAC notification rnobanbHo 1 0TMEHUTb
COOTBETCTBYHOLME HACTPOMKM Ha BCeX MHTepdelcax.

mac-address-table notification
change interval value

value: (0..604800)/1

no mac-address-table
notification change interval

MaKcMManbHbI MPOMEXKYTOK BPEMEHU MeXAy OTrnpaBKamu
SNMP-yBegomneHunin. Ecan 3HauyeHWe MWHTepBasa BpPEMEHMU
paBHo 0, TO reHepauus yBegOMNEHUI U COXpaHeHMEe COBbITUIA
B UCTOPUIO ByAET OCyLLEecTBAATLCA HEMEA/IEHHO MO Mepe BO3-
HUKHOBEHUA COBbLITUA 06 WM3MEeHEeHUW COCTOAHMA Tabauubl
MAC-agpecos. Ecniv 3HauyeHuMe nHTepBana Bpemenn 6osbwe 0,
TO YCTPOMCTBO ByAeT Hakan/MBaTb CObbITUA 06 U3MEHEHUMN CO-
cTosiHMA Tabanubl MAC-afpecoB B TeYeHWe 3TOro BpemeHu, a
3aTem OTNpPaBAATb yBeaoMneHua npotokosa SNMP u coxpa-
HATb COBBITUA B UCTOPUN.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

mac-address-table notification
change history value

value: (0..500)/1

no mac-address-table
notification change history

KomaHza 3agaeT MakcMmanbHOe KOMYecTso cobbiTuii 06 m3-
MeHeHUM cocTosHuA Tabanubl MAC-aapecos, KOTOpoe coxpa-
HAETCA B UCTOPUU. EC/IM yCTaHOB/IEH pa3mep UCTOPUU PaBHbIi
0, To cobbITMA He coxpaHatoTca. Mpu nepenonHeHun bydepa
UCTOPUM HOBOE COBbITWE MOMELLAETCA Ha MEeCTO Camoro cTa-
poro.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

logging events mac-address-
table change

- -/BbIK/IIOYEHO
no logging events mac-address-

table change

BKAtOUNTL OTNPaBKY TPanos B syslog 0 cobbITUAX U3y4eHUa nam
yoanennsa MAC-agpecos.

BbIKNOYMTb OTNPABKY Tpanos B syslog o cobbiTmAX n3yyeHun
nnu yaanenma MAC-agpecos.

mac-address-table notification
flapping

BKkntounTb oTcnexusaHne MAC Flapping.

no snmp-server enable traps
errdisable { storm-

control | loopback-

detection | udld}

-/BKNIOYEHO -
no mac-address-table BbikntounTtb otcnexkusaHne MAC Flapping.
notification flapping
logging events mac-address- BkntounTb normposaHune MAC Flapping.
table flapping
- -/BKNOYEHO -
no logging events mac-address- BbIkntounTb normposaHne MAC Flapping.
table flapping
snmp-server enable traps BKAIOUUTL reHepaumio yBeAoMAeHUI Npu BAOKMpoBKe nopTa
errdisable {storm- no cobbITnAM:
control | loopback-detection| - loopback-detection — 06Hapy»keHWe netenb;
udid} - udld — akTnBauusa 3awmTel UDLD;
-/BK/IOYEHO - storm-control — WurpokoBeLLaTeNbHbIN LTOPM.

OTKNOUUTL reHepaLmio yBeaoMAeHNi Ha nHTepdelice.
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KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica Ethernet

Buza 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabaunuya 159 — KomaHabl pexkmma KoHpurypauum nnitepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

snmp trap mac-address-table
change [learnt | removed]

-/BbIK/IIOYEHO

no snmp trap mac-address-table
change [learnt | removed]

BKNOUUTL reHepaumio yBeOOMIEHUI HA KaXKAOM UHTep-
deiice o cobbITUAX U3MEeHeHMA cocTosaHuA MAC-agpecos.

- learnt — ysegomneHua 06 nsyuyeHnn MAC-agpecos;

- removed — yBegomneHus ob yaaneHun MAC-agpecos.

OTKNOYUTL reHepaLmio yBeAOM/IEHUI HA HTepdelice.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM cTpoKM B pexxkume Privileged EXEC:

console#

Tabnmua 160 — KomaHapl pexkmma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

show mac-address-table
notification change history

OTob6parkeHne Bcex yBeAoMNEHUI 06 U3MEHEHUN COCTOA-
Hua MAC-agpecos, COXpaHEHHbIX B UCTOPUU.

show snmp-server traps

MpocmoTp cobbITUIA, NPU KOTOPbIX FeHepUpPyTCA Tpanbl.

4.21.7 lpoeepKa N0dAUHHOCMU KaAUueHmMa Ha ocHoee nopma (cmaHdapm 802.1x)

AyTeHTUdMKauma Ha

OCHOBE CTaHAapTa

802.1x

obecnevunBaet NpoBeEPKY NOA/IMHHOCTU

Nnonb3oBaTeIe KOMMYTaATOpPa Yepes BHELIHUIM cepBep Ha OCHOBE NOPTA, K KOTOPOMY MOAKNOYEH KANEHT.
Tonbko ayTeHTUPUMUMPOBAHHbIE M aBTOPM3OBaHHbIE MO/b30BATE/IM CMOTYT NepefasaTb M MPUHUMATb
OaHHble. MpoBepKa NOAAMHHOCTU NOAb30BaTele NOPTOB BbiNoHAETCA cepBepom RADIUS nocpeacrsom
npoTokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxnma rnobanbHoM KoHPUrypaumu:

console (config) #

Tabnunua 161 — KomaHab! perknma rinobanbHoM KoHpUrypaumnm

KomaHoa

3HayeHue/3HayeHue
Mo ymoa4YaHuro

Aeiicmeue

shutdown dot1x

no shutdown dot1x

BbIkNtounTb Mogynb dotlx.

-/BKNIOYEHO

BkntoumTtb moaynb dotlx.

dotlx system-auth-control

no dotlx system-auth-
control

BKAOUNTL pexxmMm ayTeHTUOMKaumm 802.1x Ha KoMMyTaTope.

-/BbIK/IIOYEHO

BbIK/IOUNTL pexmMm ayTeHTUdUKaumnm 802.1x Ha KommMmyTaTope.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHdurypaumm nutepdeica Ethernet:

console (config-if) #
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Tabnunua 162 — KomaHabl pexkuma KoHdurypaumm nntepdeliica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMon4aHuio
dotlx host-mode {multi-host PaspelwmnTb Hann4me HeCKONbKMUX KIMEHTOB Ha aBTOPU3NPOBaH-
multi-session . Hom nopTy dotlx:
I } -/multi-host Ty

- multi-host — HECKO/IbKO KNMEHTOB;
- multi-session — HeCKo/IbKO ceccuit.

dotlx max-req number

no dotlx max-req

number: (1..10)/2

YCTaHOBUTb MaKCMMasibHOE YMC/I0 MOMbITOK Nepeaaqn 3anpo-
coB npoTokona EAP-KMeHTy nepes HOBbIM 3aMyCKOM npouecca
NPOBEPKM NOAJAMHHOCTH.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

dotlx port-control {auto |
force-authorized | force-
unauthorized}

no dotlx port-control

-/force-authorized

HacTpoutb ayTeHTUdMKaumio 802.1X Ha uHTepdelice.
PaspelwunTb py4yHOI KOHTPObL 32 COCTOAHWEM aBTOPU3ALLUN
nopra.

- auto — ncnonb3zosaTb 802.1X A U3MEHEHUA COCTOAHUA KAn-
eHTa MeKy aBTOPM30BaHHbIM Y HEAaBTOPU30BaHHbIM;

- force-authorized — BbikntoyaTh ayTeHTMOUKaLMIO 802.1X Ha
nHTepodelice. Mepexoa nopTta B aBTOPU30BaHHOE COCTOAHME He3
ayTeHTUdUKaumu;

- force-unauthorized — nepesog nopta B HeaBTOpM30BaHHOE
cocToaHue. UrHopupytoTcs BCe NOMbITKM ayTeHTUPUKALUN KNn-
€HTa, KOMMYTaTOp He NpeAoCTaBAAET cepBUC ayTeHTUMKaLUM
ANA 3TOoro nopra.

YCTaHOBUTb 3HaYeHMe NO YMOIHYAHMUIO.

dotlx reauth-max number

no dotlx reauth-max

number: (1..10)/2

3a4aTb MaKCMManbHOe KO/IMYeCTBO MOMbITOK aBTOpM3aLmn ana
KNneHTa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx reauthentication

no dotlx reauthentication

-/BbIKNIOYEHO

BKAOUMTL Neproamyeckne NOBTOPHbIE NPOBEPKM
NoA/IMHHOCTU (NepeayTeHTUdUKaALMIO) KANEHTa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx timeout quiet-period
sec

no dotlx timeout quiet-
period

sec: (0..65535)/60

YCTaHOBWUTL Nepuoa, B TeYeHMe KOTOPOro KOMMYTaTop OCTaeTcA
B COCTOAHUM MONIYAHWUA NOC/E HEYAAYHOW NPOBEPKU NOA/UH-
HOCTW.

B TeueHre nepnoga MoNYaHUA KOMMYTATOP HE NPUHUMAET U
He MHULMMPYET HUKAKMX ayTEHTUOUKALMOHHbIX COODLLEHN.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx timeout reauth-period
sec

no dotlx timeout reauth-
period

sec: (1..65535)/3600

YKa3aTb NPOMEKYTOK BpeMEHU, N0 UCTEYEHUWU KOTOPOTrO KOM-
MyTaTop nonpobyeT peayTeHTUGULMPOBATL KANEHTa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx timeout server-timeout
sec

no dotlx timeout server-
timeout

sec: (1..65535)/30

YCcTaHOBUTb Nepros, B Te4eHMe KOTOPOro KOMMYTATOP OXKM-
AaeT OTBETa OT cepBepa a\/TeHTMd)MKa uun.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

dotlx timeout supp-timeout
sec

no dotlx timeout supp-
timeout

sec: (1..65535)/30

YCTaHOBUTbL Nepros MexAay NoBTOPHbIMM Nepegayamm 3anpo-
COB npoTokona EAP-knuneHTy.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

dotlx timeout tx-period sec

no dotlx timeout tx-period

sec: (1..65535)/30

YKa3aTb NPOMEKYTOK BPEMEHMU, B TEUEHNE KOTOPOro KOMMYTa-
Top oXKuaaet oTBeta Ha EAP-3anpoc/kagp naeHtuduraumm ot
KNWeHTa.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

dotlx guest-vlan vian_id

no dotlx guest-vian

vlan_id: (1..4094)/
BbIK/IOYEHO

Onpegenntb roctesyto VLAN.
OTKpbIBaeT HeaBTOPM30BaHHbIM NOb30BaTENAM UHTEpdelica
poctyn K roctesoli VLAN.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

dotlx unauthenticated-vlan
vlan

vlan_id: (1..4094) /
BbIK/IOYEHO

Onpepenntb HesaperncTpuposaHHyto VLAN.
OTKpbIBaeT nosb3oBaTensam uHtepoeica goctyn K VLAN, ecam
cepsep ayTeHTUUKALUKN HeJOCTYMEH.
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no dotlx unauthenticated- YCTaHOBWTb 3HAYEHME MO YMOIHAHUIO.

vlan

dotlx local-database [06aBUTb B N0KaNbHYO 633y AaHHbIX MHGOPMALMIO O
username password password nonb3osaTene.

permission {allow | deny} username: (1..20)

[auth-timeout] [interface in- CMMBONIOB;
terface-type] password: (1..20)
CUMBO/IOB;
auth-timeout: (1-7200) —
no dotlx local-database Yaanutb HGOpPMaLMIo O NONb30BaTENE U3 IOKA/bHOW 6a3bl
username [aHHbIX.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:
console#

Tabnnuya 163 — KomaHzabl pexkmma EXEC

3HaveHue/3HayeHue .
KomaHda Aeiicmeue
1o yMmon4aHuio

dotlx re-authenticate OcyLiecTBUTb BPYYHYO MOBTOPHYHO NPOBEPKY NOAJIMHHOCTU YKa-
interface {fastethernet fa_port 3aHHOro NopTa B KOMaHAe.

| gigabitethernet gi_port |
tengigabitethernet te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

show dot1x - MokaszaTtb KoHoUrypaumto dotlx.
show dot1x all R MNMokasaTtb KoHOUrypaumto dotlx gns Bcex MHTepdencos.
show dotlx interface Moka3aTb HacTpolikK npoTokona 802.1x Ha uHTepdelice.

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

show dotlx mac-info [address mac_address: MokasaTb napameTpbl ceccumn dotlx no Bcem mac-agpecam uau
mac] (aa:aa:aa:aa:aa:aa) NMo KOHKpPeTHOMYy mac-agpecy.

show dotlx mac-statistics mac_address: MoKasaTb napameTpbl ceccum dotlx No NOPTam UAKN NO KOHKPET-
[address mac] (aa:aa:aa:aa:aa:aa) HOMY mac-agpecy.

show dot1x statistics interface MokasaTb cTaTUCTUKY 06MeHa nakeTamu dotlx Ha uHTepdelice.

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

[Mpumep 8kao4YeHUA pexcuma aymeHmugukayuu 802.1x Ha KOMMymamope

Ucnonb3zoBaTb RADIUS-cepBep 41a NpoBepKM NOAJINHHOCTM KAMEHTOB Ha MHTepdeincax IEEE 802.1X. Ana 8
nHTepdelica Ethernet ncnonbsosatb pexkum aytreHTUOMKaumm 802.1x.

console# configure terminal

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default group radius
console (config) # interface gigabitethernet 0/8

console (config-if)# dotlx port-control auto
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4.21.8 Hacmpolika ¢pyHKyuu IPv6 RA Guard

®dyHKumA IPv6 RA Guard npegocTaBaseT 3alWmMTy OT aTaK, OCHOBAHHbIX Ha PacCbl/IKe NO4AeNbHbIX Na-
KeToB Router Advertisement, paspeLuasn OTCbIIKY COOOLLEHWNI TONBKO C JOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (confiqg) #

Tabnnua 164 — KomaHab! pexkuma rnobasbHOro KoHGUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aeiicmeue
YyMoOA4YaHuro
shutdown ipv6 snooping OTkntounTb paboty moayna IPv6 RA Guard Ha ycTpoicTse.
' [aHHasa KomaHAa oTKAoYaeT paboty moayns IPve
N RA Guard c 6e3B03BpaTHbIM yganeHuem Bcex
-/BKNKOYEHO

no shutdown ipv6 snooping

HacTpoek 6n10Ka IPv6 RA Guard.

BKatounTb paboty moayna IPv6 RA Guard Ha ycTpolicTse.

ipv6 nd ra-guard enable

no ipv6 nd ra-guard enable

-/BbIK/IIOYEHO

PaspewnTb KOMMYTaTOPy KOHTPO/IMPOBaHME MNOCPEACTBOM
dyHKumm IPv6 RA Guard.

BobikntoveHue dyHKuum IPv6 RA Guard.

ipv6 nd ra-guard policy pol-
icy_id

no ipv6 nd ra-guard policy
policy_id

policy_id: (1..65535)

Co3patb U ckoHduUrypmposaTs policy IPv6 RA Guard.

Yaanutb policy IPv6 RA Guard.

ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

no ipvé6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

access_list_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna RA Guard Ha ocHose link
layer agpeca.

YaanuTb 3anucb B cnucke goctyna RA Guard.

ipv6 rag-prefix-list list_id seq
seq prefix

no ipv6 rag-prefix-list /ist_id
seq seq [prefix]

prefix: (2000::1/64)

Co3patb 3anucb B cnucke gocTtyna RA Guard Ha ocHose |IPv6-
npedwkca.

YaanuTb 3anucb B cnucke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]
src_ipv6_link-local_address

no ipvé6 rag-src-ipvé6-list ac-
cess_list_num [seq seq]
src_ipv6_link-local_address

access_list_num:
(1..65535);
seq: (1..100)

Co3pgatb 3anuchb B cnucke aoctyna RA Guard Ha ocHose link-
local IPv6-agpeca.

YfanuTb 3anucb B cnucke goctyna RA Guard.

KomaHObI pexcuma 2106as16H020 KoHgu2ypuposaHus policy IPv6 RA Guard

Bupg 3anpoca KOMaHAHOM CTPOKU pernma KoHoUrypuposaHua policy IPv6 RA Guard:

console (config-rag) #

Tabnnua 165 — KomaHabl pexxuma KoHdurypuposaHua policy IPv6 RA Guard

3Ha4yeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
device-role {host | router} Bbibop pexkuma paboTbl nopTa.
Jhost - host — 610KkMpoBKa Bcex BxoaALmx RA-coobueHuni;
- router — dunbTpaumn RA-coobLLeHUIA B COOTBETCTBUM C
HaCTPOEHHbIMM NPaBUIAMMU.
other-config flag {on | off | Jnone YnpasnaTb O-6utom B RA-CO0b6LLEHMAX.

none}
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managed-config flag{on | off

-/none
| none} /

Ynpasnate M-6utom B RA-coobeHumnx.

router-preference {low | me-

dium | high | none} +/none

YnpasnaTte nonem router-preference 8 RA-coobuieHusx.

match rag-acl-list ac/_num

acl_num: (1..100)
no match rag-acl-list

OcyuwiectBuTb NpuBsasKy acl K policy IPv6 RA Guard.

Ypanute npueasky acl K policy IPv6 RA Guard.

match rag-prefix-list pre-
fix_id prefix_id: (1..100)
no match rag-prefix-list

OcyuiectsuTb puabTpaunto coobuieHmii IPv6 RA Guard no-
npeduKcy.

Yaanutb dunbtpaumio no npedukcy IPv6 RA Guard.

match rag-src-ipv6-list
ipv6_prefix_id
no match rag-src-ipv6-list

ipv6_prefix_id: (1..100)

OcyuwectsuTb dunbTpaymio coobuweruii IPv6 RA Guard no
IPv6-npeduKcey.

Yaanute ¢unbtpaumio coobuierunii IPv6 RA Guard no IPv6-
npedukcy.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexnma KoOHGUryprupoBaHua nHTepdelica:

console (config-if) #

Tabnunua 166 — KomaHabl pexkmuma KoHpurypmposaHua nHtepoeiica Ethernet

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

KomaHda

Aelicmeue

ipv6 nd ra-guard
-/BbIKNOYEHO

no ipv6 nd ra-guard

Pa3spewntb KOMMyTaTopy KOHTpoAnpoBaHue GpyHKuumM IPv6 RA
Guard Ha uHTepdodeiice.

Bbikntountb pyHKUMO IPv6 RA Guard Ha nHTepodeiice.

ipv6 nd ra-guard trust-
state trusted Mo ymonuaHuio Bce NopThbl
ipv6 nd ra-guard trust- ABnaTCA untrusted

state untrusted

[06aB1Tb MOPT B CMMCOK LOBEPEHHDIX.

Yaanutb nopt us trusted-list.

ipv6 nd ra-guard attach-
policy policy_id vlan {add | policy_id: (1..65535);
remove | none} vian_list] vlan_list: (1..4094)
no ipv6 nd ra-guard attach-
policy policy_id

MpuBAsaTb cKOHOUIrypupoBaHHbIA policy IPv6 RA Guard K uH-
Tepdelicy.

Yaanutb policy IPv6 RA Guard Ha nHtepdelice.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexkume Privileged EXEC:

console#

Tabnunua 167 — KomaHabl pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show ipv6 nd ra-guard
[interface fastethernet
fa_port | gigabitethernet -
gi_port | tengigabitethernet
te_port | port-channel group]

Moka3saTb HacTpoliku IPv6 RA Guard Ha nHTpedeiicax.

show ipv6 nd ra-guard policy

[policy. id] policy_id: (1..65535)

MoKas3aTb HAacTpOlKM NoanTuK IPv6 RA Guard.

show ipv6 nd ra-guard global -

MokasaTb rnobanbHble HacTpoiku IPv6 RA Guard.
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4.21.9 Hacmpolika ¢pyHKkyuu IPv6 ND Inspection
®dyHKumsa IPv6 ND Inspection npegoctasaseT 3aWmMTy OT aTaK, OCHOBAHHbIX HA PacCcbiIKe NoAAeNbHbIX
Neighbor Advertisement, paspeLuas oTCbI/IKy COOOLEHMI TONIbKO C A40BEPEHHbIX MOPTOB UAKN NPU COOTBET-

CTBUU NAKETa HaCTpOGHHOVI NONNTUKE.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

BuAa 3anpoca KoMaHAHOWM CTPOKM pexxnma rnobanbHOro KOHPUrypmposaHma:

console (confiqg) #

Tabnnua 168 — KomaHab! pexkuma rnobasbHOro KOHGUrypmpoBaHus

3HayeHue/3HayeHue rno

KomaHoa Aelicmeue
YMOAYAHUIO
shutdown ipv6 snooping OTKAtounTb paboty moayna IPveé ND inspection Ha ycTpoit-
cTBe.
~ [aHHasa KomaHga oTk/lo4aeT paboty moayns IPv6
-/BKNOYEHO ' RA Guard u IPv6 ND Inspection c 6e3B03BpaTHbIM
o yAaneHnem Bcex HacTpoek 610Ka IPv6 RA Guard u

no shutdown ipv6 snooping

IPv6 ND Inspection.

BkntounTb paboty moayns IPv6 ND Guard Ha ycTpoiicTse.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIKNOYEHO

BKkatounTb PpyHKUMIo IPv6 ND Inspection.

BbikntoueHune pyHkumio IPv6 ND Inspection.

ipvé nd inspection policy
policy_id

no ipvé nd inspection policy
policy_id

policy_id: (1..65535)

Co3aaTb 1 ckoHPuUrypuposaTb policy IPv6 ND Inspection.

Ypanutb policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
acl src-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-acl src-addr-acl_num
[seq seq] prefix/prefix-len

src-addr-acl_num:
(1..65535);
seq: (1..100)

Co3pgatb 3anuck B cnvcke goctyna ND Inspection Ha ocHoBa-
Huw src ipv6-prefix B8 3aronoske IPv6.

Yaanutb 3anuck B cnmucke goctyna ND Inspection Ha ocHoBa-
Huw src ipv6-prefix B8 3aronoske IPv6.

ipvé nd inspection tgt-addr-
acl tgt-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
addr-acl tgt-addr-acl_num
[seq seq] prefix/prefix-len

tgt-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnvcke goctyna ND Inspection Ha ocHoBa-
Huwu target ipv6-addr 8 3aronoske ICMPV6.

Yaanutb 3anuck B cnmucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr 8 3aronoske ICMPV6.

ipvé nd inspection tgt-mac-
acl tgt-mac-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
mac-acl tgt-mac-acl_num
[seq seq] prefix/prefix-len

tgt-mac-acl_num:
(1..65535);
seq: (1..100)

Co3gatb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target mac-addr 8 3aronoske ICMPV6.

Ypanutb 3anuce B cnucke goctyna ND Inspection Ha ocHOBa-
Huu target mac-addr 8 3aronoske ICMPV6.

KomaHObI pexcuma KoHgu2ypuposaHus policy IPv6 ND Inspection

Bupg, 3anpoca KOMaHAHOW CTPOKM pexXnma KoHPUrypuposaHus policy IPv6 ND Inspection:

console (config-ndi) #

Tabnnua 169 — KomaHgb! pexkuma KoHdurypuposaHua policy IPv6 ND Inspection

KomaHoa

3HayeHue/3HavyeHue no
YMOAYAHUIO

Aelicmeue

override-flag {on | off |
none}

-/none

OnpeaennTtb 3HayeHne ¢nara override B NA-cOObLLEHUSAX.
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router-flag {on | off | none} -/none

OnpegenvTb 3Ha4YeHue dnara router 8 NA-coobLueHuMsX.

solicited-flag {on | off |

-/none
none} /

OnpeaennTb 3Ha4yeHue dnara solicited 8 NA-coobLieHunx.

match src-addr-acl src-addr-
acl_num src-addr-acl_num:

(1..65535)

no match src-addr-acl src-
addr-acl_num

OcyuwectBuTb NpmeA3Ky src-addr-acl K policy IPv6 ND Inspec-
tion.

Ypanute npusasky src-addr-acl K policy IPv6 ND Inspection.

match tgt-addr-acl tgt-addr-
acl_num

no match tgt-addr-acl tgt-
addr-acl_num

tgt-addr-acl_num:
(1..65535)

OcyuiectsnTb Npusasky tgt-addr-acl k policy IPv6 ND Inspec-
tion.

Yaanutb npusasky tgt-addr-acl k policy IPv6 ND Inspection.

match tgt-mac-acl tgt-mac-
acl_num tgt-mac-acl_num:

(1..65535)

no match tgt-mac-acl tgt-
mac-list_num

OcyuwectBuTb NpuBA3sKy tgt-mac-acl Kk policy IPv6 ND Inspec-
tion.

YpanuTe npueasky tgt-mac-acl K policy IPv6 ND Inspection.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica Ethernet

Buza 3anpoca KOMaHAHOM CTPOKM pernma KoHOUIYpUpoBaHUA MHTepdeica:

console (config-if)#

Tabnnua 170 — KomaHgbl pexkmma KoHPurypmposaHma nHtepoeiica Ethernet

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

KomaHda

Aeiicmeue

ipv6 nd inspection
-/BbIKOYEHO

no ipv6 nd inspection

Bkntounte dyHKuMio IPv6 ND Inspection Ha uHTepdelice.

BbikntounTb GyHKUMto IPv6 ND Inspection Ha uHTepdeiice.

ipv6 nd inspection trust-
state trusted Mo ymonuaHuio Bce NopThbl

ABAAoTCA untrusted

ipv6 nd inspection trust-
state untrusted

[106aBWTb NOPT B CINCOK AOBEPEHHbIX.

Ypanutb NOpT U3 CNUCKA JOBEPEHHbIX.

ipv6 nd inspection attach-
policy policy_id

policy_id: (1..65535)

no ipv6 nd inspection at-
tach-policy policy_id

MpwuBeasaTb cKoHPUrypupoBaHHbIN policy IPv6 ND Inspection K
nHTepbency.

MonutuKa He moxKeT 6bITb NPpUBA3aHa K HTEpPdeiAcy,
. HaxoAALLEeMYCA B CNUCKe AOBEPEHHbIX NOPTOB.

Ypanutb policy IPv6 ND Inspection ¢ nHTepdeiica.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOmaHAHOM CTPOKK B perxkunme Privileged EXEC:

console#

Tabnnuya 171 — KomaHgb! pexkunma Privileged EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show ipv6 nd inspection
[interface fastethernet
fa_port | gigabitethernet -
gi_port | tengigabitethernet

te_port | port-channel group ]

Moka3saTb HacTpoliku IPv6 ND Inspection Ha uHTpedelicax.

show ipv6 nd inspection policy

[policy._id] policy_id: (1..65535)

MoKasaTb HacTpolikmM noantuk IPv6 ND Inspection.

src-addr-acl_num:
(1..65535)

show ipv6 nd inspection src-
addr-acl [src-addr-acl_num]

Moka3saTb HacTpoliku IPv6 ND Inspection src-addr-acl.
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show ipv6 nd inspection tgt- tgt-addr-acl_num: MokasaTb HacTpolikun IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-acl_num] (1..65535)

show ipv6 nd inspection tgt- tgt-mac-acl_num: MokasaTtb HacTpoliku IPv6 ND Inspection tgt-mac-acl.

mac-acl [tgt-mac-acl_num] (1..65535)

show ipv6 nd inspection global - MokasaTtb rnobanbHble HacTpoiku IPve ND Inspection.

4.22 dyHKuun DHCP Relay nocpeaHuKa

KommyTtaTtopbl nogaep*usatot GpyHKumMm DHCP Relay areHTa. 3agauyeit DHCP Relay areHTa siBnaetcs
nepeaaya DHCP-nakeToB OT KAMEHTa K cepBepy M obpaTHO B cnyydae, ecnm DHCP-cepBep HaxoauTca B 04HOM
CeTU, a KAMeHT B apyron. [pyroi ¢dyHKumMeln ansetca gobasneHne AONOAHUTENbHbIX onuuii B DHCP-
3anpocbl KAKEeHTa (Hanpumep, onuun 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTATOP NPUHUMAET OT KaneHTa DHCP-
3anpocbl, NepesaeT 3TM 3anpochl cepBepy OT UMEHM K/IMeHTa (OCTaBAsA B 3anpoce onuumn ¢ Tpebyembimm
KAMEHTOM MapameTpamMu 1, B 3aBUCUMOCTM OT KOHPUrypauum, nobasnas ceou onuuu). Nonyums oTeeT oT
cepBepa, KoMMyTaTop nepegaet ero KameHTty. CoBmecTHan pabota dhcp relay n dhcp snooping B Tekyuuen
BEPCUM HEBO3MOKHA.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRmMmMa rnobasbHON KOHPUrypaumm:
console (config) #

Tabnnua 172 — KomaHabl pexuma rnobanbHom KoHdurypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
o yMOAYAHUIO
ip dhcp relay BkntounTb PpyHKUM0 DHCP Relay areHTa Ha KommyTaTope.
Ecnu DHCP Relay BkntoueH rno6anbHo, HO He BK/IKOYEH HA
-/BbIKNOYEHO V otgenbHbiXx VLAN, To Relay 6yaeT pabotaTb Ha Bcex aKTUB-
Hbix VLAN.
no ip dhcp relay BbikntounTb pyHKUMio DHCP Relay areHTa Ha KommyTaTtope.
ip dhcp relay server ip_add 3apaTb IP-agpec goctynHoro DHCP-cepsepa ans DHCP Relay
src_port: (1..65535);
[source-port src_port] areHTa.
s dst_port: (1..65535);
[destination-port dst_port]
ipdh | ip_add Moxer boiTe 33Aaro Ao Y, IP DHCP DHCP Rel
no ip dhcp relay server ip_a NATH cepeepos fanuTb IP-agpec us cnucka -cepBepoB ANA elay
areHTa.

KomaHObI pexcuma KoHguaypayuu VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm VLAN:
console (config-vlan) #

Tabnnua 173 — KomaHgb! pexkmuma KoHpurypaumm VLAN

3HayeHue/3HavyeHue ”
KomaHda / Aelicmeue
no ymoa4aHuro
ip dhcp relay BkntounTtb ¢yHKumMio DHCP Relay areHTa ana KoHourypupyemoro
VLAN.
-/BbIKNOYEHO
no ip dhcp relay Bbikntountb dyHKkumto DHCP Relay areHTa ans KoOHGUrypupyemoro
VLAN.
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KomaHOb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console#

Tabnnua 174 — KomaHapl pexxkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuro
show ip dhcp relay information fa_port: (0/1..24); OT06pasnTb KoHOUrypaumio HacTpoeHHon ¢yHKumMm DHCP Relay
{fastethernet fa_port | giga- gi_port: (0/1..28); areHTa gna KOMMyTaTopa W OTAENbHO AN MHTepdeicoB, a TaKkKe
bitethernet gi_port | tengiga- te_port: (0/1..6); CMUCOK AOCTYMNHbIX CEPBEPOB.
bitethernet te_port | vlan vian} vlan: (1..4094)
show dhcp server - OT06pasnTb CNNCOK AOCTYNHbIX CEPBEPOB.

4.23 KoHdwurypauua DHCP-cepBepa

dYHKUMA noppep:KUBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,
. MES2424P, MES2448, MES2448B, MES2448P, MES2411X, MES3710P.

DHCP-cepBep OCYyLLECTBASET LeHTPaM30BaHHOE YyNpaB/ieHNe CeTEBbIMM afpecamm U COOTBET-
CTBYIOLMMMN KOHPUIYypPaLMOHHBIMKM NapameTpamu, aBTOMATUYECKU MPeaoCcTaBaAa UX KauveHTam. ITo
no3sBonneT nsbexkarb Py4HOW HACTPOMKM YCTPOMCTB CETU U YMEHbLLAET KOJIMYECTBO OLUMBOK.

Ethernet-kommyTaTopbl MoryT pabotate Kak DHCP-kaneHT (nonyyeHune cobcteeHHoro IP-agpeca ot
cepsepa DHCP), Tak n kKak DHCP-cepBep. B cnyyae ecnn DHCP-cepBep OTK/OUYEH, TO KOMMYTaTOP MOMKET
paboTatb c DHCP Relay.

KoHdurypmnposaHue onuuit DHCP-cepBepa BO3MOXKHO KaK U3 pexxuma rnobanbHol KoHdurypaumu,
TaK M 13 perknma KoHourypuposaHma DHCP-nyna agpecos. B pexmme koHpurypuposaHua DHCP-nyna ag-
pecoB eCcTb BO3MOXHOCTb HaCTpauBaTb CTaTUYECKUe 3anmcu.

V" Mpu ogHOBpemMeHHO HacTpoiike 3HaueHui onuuit DHCP-cepBepa B perkume rnobanbHoim
KoHdurypaumm, pexkume KoHourypmuposaHma DHCP-nyna agpecos u HacTpoiike host-
3anuceit Bblaaua onumii 6yaeT ocyLecTBAATLCA B COOTBETCTBMM CO C/IeAyIOWUM Nnpuopute-
TOM:
1. Hactpoiika ctaTuuecKkoii 3anucm.
2. Hactpoiika gna pool.
3. Fnob6anbHana HacTpoiika.

KomaHObI pexcuma 2106anabHolU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKM pexknma riobanbHoM KoHbUrypauum:
console (config) #

Tabnnua 175 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HaveHue/3Ha4yeHue "
KomaHoa / Aeilicmeue
no yMmoa4YaHuro
ip dhcp server BkntoueHune ¢dyHKunn DHCP-cepBepa Ha KommyTaTope.
- -/BbIKOYEHO
no ip dhcp server BbikntoueHne PpyHKummM DHCP-cepBepa Ha KommyTaTope.
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ip dhcp pool {number}
[name]

no ip dhcp pool {number}

number: (1..2147483647)
name: (1..64) cumBonoB

BoiTn B pexkum KoHdpurypaumm DHCP-nyna appecos DHCP-
cepsepa.

- number — Homep DHCP-nyna aapecos;

- name — vma DHCP-nyna agpecos.

MakcumanbHO gonyctumoe Konudectso DHCP pool
. yKasaHo B Tabauue 9.

Yaanute DHCP-nyn ¢ 3agaHHbIM MMeHeM.

ip dhcp server excluded-
address low_address
[high_address]

no ip dhcp server
excluded-address low_ad-
dress [high_address]

Yka3satb IP-agpec, kotopbie DHCP-cepBep He ByaeT Ha3HayaTb
ana DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec Ananas3oHa;

- high-address — KoHeuHbIW IP-agpec grManasoHa.

Ypanute IP-agpec U3 cNUCKa UCKOYEHUI ANA HAa3HAYEHWA ero
DHCP-knneHTam.

ip dhcp server bootfile name

no ip dhcp server bootfile

filename: (1..64)
CMMBO/I0B

YKazaTtb umsa daina, MCNoab3yemoro A8 Ha4aibHOM 3arpysKku
DHCP-knuneHTa.

YCTaHOBUTb 3Ha4YeHMe NO YMOHAHMUIO.

ip dhcp server default-router
ip_address_list

no ip dhcp server default-
router

Mo ymonuyaHuio cnmucok
MapLUpyTU3aTOPOB He
onpeaeneH

OnpeaennTb CNUMCOK MapLpyTU3aTOPOB MO YMOAYaHUIO 4NA
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapLpyTM3aTopoB, Mo-
YKEeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.
IP-agpec mapLupyTM3aTopa AOMKeH 6biTb B TOW XKe
H NOACETU, YUTO U KUEHT.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip dhcp server dns-server
ip_address_list

no ip dhcp server dns-server

Mo ymonuyaHuio cnmucok
DNS-cepBepoB He
onpeaeneH

Onpegenutb cnncok DNS-cepBepoB, 4OCTYNHbIX A/1A KIMEHTOB
DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
cofiep:aTb 10 8 3anuceit, pasaeneHHbix npobenom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip dhcp server domain-name
domain

no ip dhcp server domain-
name

domain: (1..128)
CUMBOJI0B

Onpegenutb gomeHHoe uma ana DHCP-kaneHToB.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

ip dhcp server netbios-name-
server ip_address_list

no ip dhcp server netbios-
name-server

Mo ymonyaHumio cnmucok
WINS-cepsepoB He
onpegeneH

Onpegenutb cnncok WINS-cepBepoB, JOCTYNHbIX ANA KAUEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, MOXKeT
cozeprKatb A0 8 3anucei, pasgeneHHbIx npobenom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip dhcp server netbios-node-
type {b-node | p-node | m-
node | h-node}

no ip dhcp server netbios-
node-type

Mo ymonyaHuto TMn y3na
NetBIOS He onpegeneH

Onpeaennts TMN y3na NetBIOS Microsoft ana knueHtos DHCP:
- b-node — lWWMpPOKOBELLATENbHDI;

- p-node — TO4YKa-TOUKa;

- m-node — KOMBUHMPOBAHHbIW;

- h-node — rMbpuaHbIiA.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

ip dhcp server next-server
ip_address

no ip dhcp server next-server

Mcnonb3osatb ana ykasaHua DHCP-kaneHTy agpeca cepsepa
(kak npaBsuno, TFTP-cepBepa), C KOTOPOro A0XKEH 6bITb NONY-
YeH 3arpy3oydHbii dan.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

ip dhcp server ntp-server
ip_address_list

no ip dhcp server ntp-server

Mo ymonyaHuio cnmucok
cepBepoB He onpeaeneH

OnpepennTb CNUCOK CEPBEPOB BPEMEHM, JOCTYMHbIX ANA KAN-
eHTos DHCP.

- ip_address_list — cnucok IP-agpecoB cepBepoB BpeMeHu, Mo-
KeT cogepaTb Ao 8 3anucei, pasgeneHHbix npobenom.

YCTaHOBUTbL 3HaYeHue no YMONYaHUIO.
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ip dhcp server sip-server
{domain domain_name_list |

ip ip_address_list
PP sty Mo ymonyaHuto cnmucok

SIP-cepBepoB He
onpegeneH

no ip dhcp server sip-server

Onpepenntb cNUcoK SIP-cepsepoB, AOCTYMHbIX A1A KANEHTOB
DHCP.

- domain_name_list — cncoK AOMeHHbIX nmeH SIP-cepBeposB,
MOXKeT cofepKaTb A0 2 3anucel, pasgeneHHbix npobenom.
MaKcumanbHasa aanHa cTpokn — 125 cumsonos.

- ip_address_list —cnucok IP-agpecos SIP-cepsepoB, MoOXeT co-
JepKaTb A0 8 3anuceid, pasaeneHHbix npobesom.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

ip dhcp server vendor-specific

ascii_string ascii_string: (1..128)
no ip dhcp server vendor- CMMBO/I0B
specific

OnpeaennTb COOTBETCTBME MEXKAY ONPeasieHHbIMU ONUUAMM
DHCP ¢ KOHKpEeTHbIM BEHA,0POM.

YCTaHOBWUTb 3HAYeHUE NO YMOI4aHUIO.

ip dhcp server option code
{boolean bool_val | ascii
ascii_string | ip ip_address_list
| hex hex_string | none}

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBOJI0B

no ip dhcp server option code

HacTtpouTtb onumn DHCP-cepsepa.

- code — kog onuyun DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHue;

- ascii_string — cTpoka B ¢popmate ASCII;

- ip_address_list — cnucok IP-aapecoB (B HEKOTOPLIX C/yYasnx
MOMKET COAEPMKaTb A0 8 3anucen);

- hex_string — cTpoka B 16-om popmare.

Ypanutb onumun ana DHCP-cepsepa.

ip dhcp server offer-reuse

time .
time: (1..120) cekyHz,

no ip dhcp server offer-reuse

3apaTtb Bpems, B TeyeHne kotoporo DHCP-cepsep oxugaet
DHCP REQUEST oT KnneHTa, npexae 4em NoBTOPHO OTNPaBUTb
OFFER.

YCTaHOBUTb 3HAYEHMe Nno YMO/I4aHUIO.

ip dhcp server ping-packets

-/BblK/IlOYEHA

no ip dhcp server ping-packets

BKkntountb nepegady ICMP-3anpocoB Ha HasHadaembll |P-
agpec, 4Tobbl NPOBEPUTL 3aHATOCTb aZpeca, NPeXae Yem OH
6yneT HazHayeH DHCP-knneHTy.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHWIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Buz 3anpoca KoMaHAHOM CTPOKM B pexxnume KoHdurypaummn nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool 1 test

console (config-dhcp) #

Tabnunua 176 — KomaHAabl pexXmuma KoHpUrypaumum

3Ha4yeHue/3HayeHue
Mo yMmon4YaHuo

KomaHda

Aelicmeue

network low_address {ip_mask
| prefix_length} high_address |
network_number

no network

3a4aTb AMANa30H BblAAaBaeMbIX aAPECcOB A/1A YKa3aHHOIo
DHCP-nyna.

- network_number — IP-agpec Homepa noaceTy;

- low_address — HayanbHbIl IP-agpec Anana3oHa a4pecos;
- high_address — KoHeuHbIW |IP-agpec gManasoHa agpecos;
- mask — macKa noacetu.

Ypanutb gnanasoH agpecos DHCP-nyna.

lease {days [hours [minutes]] |
infinite}

-/1 peHb

no lease

Bpemsa apeHabl IP-agpeca, koTopoe HaszHavyeHo oT DHCP.
- infinite — Bpems apeHAbl He orpaHUyYeHo;

- days — KONMYecTBo gHel;

- hours — KonnyecTBo Yacos;

- minutes — KONNYECTBO MUHYT.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

excluded-address low_address
high_address

no excluded-address
low_address high_address

Ykasatb |IP-agpeca, kotopble DHCP-cepBep He byaeT HasHa-
yatb gna DHCP-knneHTOB.

- low-address — HavanbHbIN IP-agpec aManasoHa;

- high-address — koHeuHbIV IP-agpec ananasoHa.

Ypanute IP-agpeca u3 Cnucka UCKAOYEHUIN ONA Ha3HAYeHus
ero DHCP-knueHTam.

filename: (1..64)
CMMBOJIOB

bootfile filename

YKasaTtb ums daina, UCnonb3yemoro AN Hava/IbHOW 3arpy3Kku
DHCP-knueHTa.
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no bootfile

YCTaHOBUTb 3HAYeHne no YMO/IHaHUIO.

default-router ip_address_list

no default-router

Mo ymonuyaHuio cnmucok
MapLIPyTU3aTOPOB He
onpegeneH

OnpefenvTb CNMCOK MapLUPYTM3aTOPOB MO YMOYAHUIO ANA
DHCP-knueHTa:
- ip_address_list — cnucok IP-appecos mapLpyTM3aTopos,
MOXKeT cofeprKaTb A0 8 3anucelt, pasfesieHHbIx Npobesom.
IP-agpec mapLupyTH3aTopa AONKEH 6bITb B TOM Ke
e noACceTH, YTO U KINEHT.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

dns-server ip_address_list

no dns-server

Mo ymonuyaHuio cnmucok
DNS-cepBepoB He
onpegeneH

Onpegenntb cnmucok DNS-cepBepoB, AOCTYNHbIX ANA KAWEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
copepKaTtb A0 8 3anucei, pasgeneHHoix npobenom.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

domain-name domain

no domain-name

domain: (1..128)
CUMBOJI0B

Onpegenntb gomeHHoe nma gna DHCP-knneHTOB.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonyaHuio cnucok
WINS-cepsepos He
onpegeneH

Onpepenntb cnucok WINS-cepsepoB, AOCTYMHbIX AN KANEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepBepoB, MoKeT
copepKaTtb A0 8 3anucei, pasgeneHHoix npobenom.

YCTaHOBUTb 3HAYEHMe No YMO4aHUIO.

netbios-node-type {b-node | p-
node | m-node | h-node}

no netbios-node-type

Mo ymonyaHuio TMN y3na
NetBIOS He onpeneneH

Onpeaenntb TN y3na NetBIOS Microsoft gns knuentos DHCP:
- b-node — WMpOKoBELWATENbHbIN;

- p-node — TOUYKa-TOUKa;

- m-node — KOMBUMHMPOBaHHbLIN;

- h-node — rMbpuaHbIi.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

next-server ip_address

no next-server

Mcnonb3osaTb Ana ykasaHua DHCP-kaneHTy agpeca cepsepa
(kak npasuno, TFTP-cepBepa), C KOTOPOTrO AO/IKEH BbITb NONY-
YeH 3arpy3oyHblv dpann.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

ntp-server ip_address_list

no ntp-server

Mo ymonyaHumio cnmucok
cepBepoB He onpegeneH

OnpeaenvTb CNUCOK CEPBEPOB BPEMEHM, AOCTYMHbIX AN KAK-
eHToB DHCP.

- ip_address_list —cnucok IP-agpecos cepBepoB BpemeHu, Mo-
JKET coaep:KaTb A0 8 3anuceit, pasaeneHHbix npobesom.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

sip-server {domain
domain_name_list | ip
ip_address_list}

no sip-server

Mo ymonyaHuio cnucok
SIP-cepBepos He
onpegeneH

Onpepenntb cnucos SIP-cepBepoB, AOCTYMHbIX A1 KAMEHTOB
DHCP.

-domain_name_list —cnucok soMeHHbIX UMeH SIP-cepse-pos,
MOMKET COZEepKaTb 40 2 3anucei, pasaeneHHblx npobenom.
MaKcumanbHasa oanHa CTpoku — 125 cumsonos.

- ip_address_list — cnucok IP-agpecos SIP-cepsepoB, MoXKeT
copepKaTtb 0 8 3anucei, pasaeneHHoix npobenom.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

vendor-specific ascii_string

vendor-specific

ascii_string: (1..128)
CMMBO/IOB

OnpefennTb COOTBETCTBME MEXAY ONpefeneHHbIMU Onuu-
AMU DHCP ¢ KOHKpeTHbIM BEHAO0POM.
- ascii_string — cTpoka B ¢popmate ASCII.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

option code {boolean

bool_val | ascii ascii_string | ip
ip_address_list | hex
hex_string | none}

no option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBO/I0B

Hactpoutb onumn DHCP-cepsepa.

- code — kog, onuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — ctpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CAy4asx
MOMET coflepiKaTb A0 8 3anuceit);

- hex_string — cTpoka B 16-om popmare.

Ypanutb onunun gna DHCP-cepsepa.

utilization threshold
percentage

no utilization threshold

percentage: (0..100);
-/75 npoueHToB

3apaTb 3HaYeHWe B NPOLLEHTaX, NPU KOTopom ByaeT creHepu-
poBaHo coobLieHMe O 3anoNHEHUM Nyna A0 YKa3aHHbIX rpa-
HWL,

YCTaHOBUTb 3HAYeHue no YMOI4HaHUIO.
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[pumepbl UCnon6308aHUA KOMAHO

Hactpoutb DHCP-nyn ¢ umeHem test u ykasatb gna DHCP-kaneHToB: nmAa gomeHa — test.ru, wnto3
no ymon4daHuto — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure terminal

console (config)# interface vlan I

console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if)# exit

console (config)# ip dhcp server

console (config) # ip dhcp pool I test

console (dhcp-config)# network 192.168.45.0 255.255.255.0

console (dhcp-config) # domain-name test.ru

console (dhcp-config)# dns-server 192.168.45.112

console (dhcp-config) # default-router 192.168.45.1

console (dhcp-config) # host hardware-address aa:bb:cc:dd:ee:ff ip
192.168.45.250

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-server
192.168.45.254

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff dns-server
192.168.45.113

TMpumepsbl Hacmpolku onyull

Hactpoutb DHCP-nyn ¢ nmeHem test n ykasatb gna DHCP-knmneHTOB cnegytowme onuymn: option 3 -
192.168.45.1, option 12 - hostname_test, option 15 - test.ru, option 19 - True.

console#

console# configure terminal

console (config)# interface vlan I

console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if)# exit

console (config) # ip dhcp server

console (config)# ip dhcp pool 1 test

console (dhcp-config)# network 192.168.45.0 255.255.255.0
console (dhcp-config)# option 3 ip 192.168.45.1

console (dhcp-config) # option 12 hex 686f73746e616d65574657374
console (dhcp-confiqg) #

console (dhcp-confiqg) #

option 15 ascii test.ru
option 19 boolean

V B npumepe 3HaueHue onuuu 12 nepeseaeHo u3 ascii B hex.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux 3anuceli DHCP-cepsepa

Buz 3anpoca KomaHAHOM CTPOKM B pexxnume KoHdurypaummn nyna DHCP-cepsepa:
console# configure

console (config)# ip dhcp pool 1 test

console (config-dhcp) #

Tabnunua 177 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

3Ha4yeHue/3HayeHue
no YyMOMYAHUIO

KomaHoa Aelicmeue

host client-identifier hex 3apatb ip-agpec A1A YCTPOMCTBA C YKa3aHHbIM UAeHTUdMKa-
hex_string ip ip_address TOpOM.

- hex_string —npaeHTUOUKATOP KNUEHTa, NPeACTaBAAOWMI CO-
6011 hex-cTpoky;

- ip_address — IP-agpec, HasHayaembli KnneHTy DHCP-cepse-
pa.

hex_string: (1..156)
CYMBO/I0B
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no host client-identifier hex
hex_string ip

Y4anuTb CTaTUYECKYIO 3aMucb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host client-identifier hex
hex_string bootfile filename

no host client-identifier hex
hex_string bootfile

hex_string: (1..156)
CUMBOJIOB;
filename: (1..64)

Co3faTb CTaTUYECKyl 3anucb A/A K/AMEHTa C YKasaHHbIM
naeHTuduKkaTopom.

- hex_string — naeHTMdUKATOP KAMEHTa, NPeaCcTaBAAOLLMNI
coboli hex-cTpoky;

- filename — HanmeHoBaHwWe 3arpy3oyHoro ¢aiina.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KNNEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host client-identifier hex
hex_string default-router
ip_address_list

no host client-identifier hex
hex_string default-router

hex_string: (1..156)
CUMBOJI0B

OnpeaennTs CNUCOK MapLIPyTU3aTOPOB MO YMOMYAHUIO ANA

yKa3zaHHoro KnneHta DHCP-cepsepa:

- hex_string — naeHTUdUKaATOP KANEHTA, NPeACTaBAAOLLNNA

coboit hex-cTpoky;

- ip_address_list — cnncok IP-agpecoB mapLupyTM3aTopos, Mo-

YKET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.
IP-agpec maplupyTu3aTopa A0oNXKeH 6bITb B TOM e

e NOACETH, YTO U K/INEHT.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KNNEHTY C
yKa3aHHbIM UAeHTUMKATOPOM.

host client-identifier hex
hex_string dns-server ip_ad-
dress_list

no host client-identifier hex
hex_string dns-server

hex_string: (1..156)
CMMBO/10B

Onpegenuntb cnncok DNS-cepBepoB, A40CTYNHbIX ANA CTaTU4Ye-
CKOM 3aNMnCH C YKA3aHHbIM UAEHTUDUKATOPOM.

- hex_string — naeHTUOUKATOP KNNEHTA, NPeACTaBAAIOLMIA
cobow hex-cTpoky;

- ip_address_list — cnncok IP-agpecos mapLupyTU3aTopos, Mo-
YKET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier hex
hex_string domain-name do-
main

no host client-identifier hex
hex_string domain-name

hex_string: (1..156)
CMMBOJIOB;
domain: (1..128) cumso-
nos

Onpezenntb JOMEHHOE MMA 418 CTAaTUYECKOM 3aMnCcuUCK C yKa-
3aHHbBIM UAEHTUPUKATOPOM.

- hex_string — naeHTMPUKATOP KNNEHTA, NPeaCTaBAAIOLWMI
coboii hex-cTpoky.

YaanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHIOLLYIO KAUEHTY C
YKa3aHHbIM M,D,eHTMdJMKaTOpOM.

host client-identifier hex
hex_string netbios-name-
server ip_address_list

no host client-identifier hex
hex_string netbios-name-
server

hex_string: (1..156) cum-
BOJIOB

Onpegenntb cnnucok WINS-cepBepoB, o5 CTaTUYECKOW 3a-
NMUCYK C YKa3aHHbIM AEeHTUPUKATOpOM.

- hex_string — naeHTMPUKATOP KNNEHTA, NPeaCTaBAAIOWMI
coboii hex-cTpoky;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
YKeT coaep:kaTb A0 8 3anucelt, pasaeneHHbix npobenom.

Yaanutb CTAaTUYECKYH0 3aMNnCb, COOTBETCTBYIOLLYHO KAUEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host client-identifier hex
hex_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier hex
hex_string netbios-node-type

hex_string: (1..156)
CMMBOJ/IOB

Onpeaenntb TMN y3na NetBIOS Microsoft gna TaTuyeckoii 3a-
NUCK C YKa3aHHbIM MAEHTUPUKATOPOM:

- b-node — lWMpOKoBELATENbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUHNPOBAHHbI;

- h-node — rnbpuaHbINA.

- hex_string — naeHTMdUKaTOP KAMEHTA,
coboit hex-cTpoky.

npeacTaBAAoLWmMiA

Y4anuTb CTaTUYECKYIO 3aMucb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM UAEHTUGUKATOPOM.

host client-identifier hex
hex_string next-server ip_ad-
dress

no host client-identifier hex
hex_string next-server

hex_string: (1..156)
CMMBO/IOB

OnpegenuTb A1A CTaTUYECKOM 3anNnCK € YKa3aHHbIM MAEHTU-
¢durKaToopm agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/KEH ObITb MOMYYEH 3arpy304HbIi paiin.

- hex_string — naeHTMdUKaTOP KAMEHTa, NpeaCcTaBAAOWMUI
coboit hex-cTpoky.

Y[anuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO KIUEHTY C
YKa3aHHbIM naeHTudUKaTopom.
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host client-identifier hex
hex_string ntp-server ip_ad-
dress_list

no host client-identifier hex
hex_string ntp-server

hex_string: (1..156)
C1MBO/I0B

OnpepaensaeTt CNUCOK CePBEPOB BPEMEHM, A1A CTaTUYECKOM
3anucK € yKasaHHbIM NAEHTUGUKATOPOM.

- ip_address_list — cnucok IP-appecos cepeepoB BpeMeHH,
MOXKeT cofeprKaTb A0 8 3anucelt, pasfesieHHbIx Npobesom;
- hex_string — naeHTUPUKATOP KNMEHTa, NpeaCcTaBNAOWNIA
coboii hex-cTpoky.

YanuTb CTaTUYECKYH0 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUDUKATOPOM.

host client-identifier hex
hex_string sip-server {domain
domain_name_list | ip ip_ad-
dress_list}

hex_string: (1..156)

Onpegenntb cnucos SIP-cepBepoB, AOCTYNHbIX ANA CTaTU4Ye-
CKOW 3anM1cK € YKa3aHHbIM MAEHTUOUKATOPOM.

- hex_string — naeHTMPMKATOP KNMEHTa, NpeaCcTaBNAOWNIA
coboii hex-cTpoky;

- domain_name_list — cnucok AoMeHHbIX MMeH SIP-cepsepos,
MOXKeT cofeprKaTb A0 2 3anucel, pasfaesieHHbIx Npo6om.

CMMBO/I0B MakcmmanbHaa ganMHa cTpokn 125 cumsonos.

- ip_address_list — cnucok IP-aapecos SIP-cepsepoB, MoxKeT

coaeprKatb A0 8 3anucei, pasgeneHHblx npobenom.
no host client-identifier hex YAanuTb CTaTUYECKYH 3aNUCb, COOTBETCTBYHOLLYIO KAMEHTY C
hex_string sip-server YKa3aHHbIM UAEHTUUKATOPOM.
host client-identifier hex OnpeaennTb yKasaHHble ONuMK ANA CTaTUYECKOM 3anucK C
hex_string option code {bool- 3a4aHHbIM NAEHTUDMKATOPOM.

code: (0..255);

ean bool val | ascii
ascii_string | ip ip_ad-
dress_list | hex op-
tion_hex_string | none}

no host client-identifier hex
hex_string option code

bool_val: (true, false);
ascii_string: (1..160)
CUMBOJIOB;
option_hex_string:
(1..128) cumBonos;
hex_string: (1..156)
CUMBOJI0B

- hex_string — naeHTUOUKATOP KNMEHTA, NPeaCcTaBAAOWMI
coboli hex-cTpoky;

- code — kog onuyun DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHue;

- ascii_string — cTpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-agpecos (B HEKOTOPbIX Cy4Yanx
MOMKET COAEPIKaTb A0 8 3anucen);

- option_hex_string — cTpoKa B 16-om ¢popmarTe.

Y[anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

no host client-identifier
hex hex_string

hex_string: (1..156)
CYMBO/10B

YpanuTb Bce OMNUMMU HazHaYeHHble /1A CTaTUYECKOW 3amnucu ¢
YKa3aHHbIM NAEHTUGUKATOPOM.

host client-identifier ascii
ascii_string ip ip_address

no host client-identifier ascii
ascii_string ip

ascii_string: (1..128)
CYMBO/10B

Co34aTb CTaTUYECKYHO 3aNNUCh A/1A KNWEHTA C YKa3aHHbIM
naeHTMGMKaTopom.

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeACTaBAAOLWNIA
coboli ascii-cTpoky;

- ip_address — IP-agpec, HazHa4yaembli KnneHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM NAeHTUUKATOPOM.

host client-identifier ascii
ascii_string bootfile filename

no host client-identifier ascii
ascii_string bootfile

ascii_string: (1..128)
CUMBO/IOB;
filename: (1..64)

Co3aaTb CTATMYECKYIO 3anuCb ANA KAMEHTa C YKasaHHbIM
naeHTUPMKATOPOM.

- ascii_string — naeHTMOUKATOP KNNEHTa, NPeACTaBAAIOWMIA
coboli ascii-cTpoky;

- filename — HaumeHoBaHwWe 3arpy3oyHoro daina.

YAanuTb CTaTUUYECKYH0 3anucb, COOTBETCTBYIOLLYIO K/MEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string default-router
ip_address_list

no host client-identifier ascii
ascii_string default-router

ascii_string: (1..128)
CYMBO/I0B

OnpefenvTb CNMCOK MapLIpyTU3aTOPOB AN CTAaTUYECKON 3a-
MUCKU C yKa3aHHbIM yaeHTUUKATOPOM.
- ascii_string — nAeHTMOUKATOP KNMEHTa, NPeACTaBAAOLWNIA
coboli ascii-cTpoky;
- ip_address_list — cnucok IP-agpecoB mapwpyTM3aTopos, 40-
CTYNHbIX KAneHTy DHCP-cepsepa. MoxeT cogepaTtb 0 8 3a-
nucen.

IP-apgpec mapLpyTM3aTopa A0JIKEH 6bITb B TOM Xe

e NOACETH, YTO U K/INEHT.

YAanuTb CTaTUYECKYH 3aMucb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM UAeHTUbUKaTOpOM.
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host client-identifier ascii
ascii_string dns-server ip_ad-
dress_list

no host client-identifier hex
ascii_string dns-server

ascii_string: (1..128)
CMMBOJI0B

Onpegenutb cnncok DNS-cepsepoB, AOCTYNHbIX 4NA CTaTU4e-
CKOW 3aMM1CcK C YKa3aHHbIM MAEHTUOUKATOPOM.

- ip_address_list — cnucok IP-agpecoB DNS-cepBepoB, MOXKeT
cofepKaTb A0 8 3anucel, pasaeneHHbix npobenom;

- ascii_string — naeHTUdUKaTOP KANEHTA, NPEeACTaBAAOLLNIA
cobolt ascii-CTpoky.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYHOLLYIO K/MEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string domain-name do-
main

no host client-identifier ascii
ascii_string domain-name

ascii_string: (1..128)
CUMBOJI0B;
domain: (1..128)
CMMBOJI0B

OnpepennTb JOMEHHOE UMA A8 CTaTUYECKOM 3aMNCucK C yKa-
3aHHbIM UAEHTUOUKATOPOM.

- ascii_string — naeHTUdUKaTOP KANEHTA, NPEeACTaBAAOLWNIA
cobolt ascii-CcTpoky.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO K/MEHTY C
YKa3aHHbIM MAEHTUDUKATOPOM.

host client-identifier ascii
ascii_string netbios-name-
server jp_address_list

no host client-identifier ascii
ascii_string netbios-name-
server

ascii_string: (1..128)
CMMBO/IOB

Onpegenntb cnucok WINS-cepBepoB, gns CTaTUYECKOW 3a-
MUCK C YKA3aHHbIM UAEHTUPUKATOPOM.

- ascii_string — naeHTUPUKATOP KNAMEHTa, NPeaCcTaBNAOLWMIA
cobolt ascii-CcTpoky;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
YKEeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.

Y4anuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host client-identifier ascii
ascii_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier ascii
ascii_string netbios-node-type

ascii_string: (1..128)
CMMBO/I0B

Onpegenntb TMN y3na NetBIOS Microsoft ana Tatuyeckoit 3a-
NUCK C YKa3aHHbIM MAEHTUPUKATOPOM:

- b-node — lWMpOKoBeELATENbHbIN;

- p-node — TO4YKa-TOUKa;

- m-node — KOMBUHNPOBAHHbIN;

- h-node — rMbpuaHbIiA.

- ascii_string — naeHTMPUKATOP KNNEHTa, NPeaCcTaBNAOLWMI
cobolt ascii-cTpoky.

Ypanutb CTAaTUYECKYH0 3aNnCb, COOTBETCTBYIOLLYH KAUEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host client-identifier ascii
ascii_string next-server ip_ad-
dress

no host client-identifier ascii
ascii_string next-server

ascii_string: (1..128)
CMMBO/IOB

OnpepenuTb ANA CTaTUUCKOM 3aNnCK € YKa3aHHbIM UAEHTU-
durKaToopm agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKeH ObITb MOAYYEH 3arpy304HbIi daiin.

- ascii_string — naeHTMPUKATOP KNAMEHTa, NPeaCcTaBNAOLWMIA
cobolt ascii-cTpoky.

YAanuTb CTaTUYECKYH 3anuCb, COOTBETCTBYIOLLYIO KNUEHTY C
yKa3aHHbIM UAeHTUGMKATOPOM.

host client-identifier ascii
ascii_string ntp-server ip_ad-
dress_list

no host client-identifier ascii
ascii_string ntp-server

ascii_string: (1..128)
CMMBOJIOB

OnpegennTb CMMCOK CEPBEPOB BPEMEHW, ANA CTaTUYECKOM
3anMcK € yKasaHHbIM MAEHTUGMKATOPOM.

- ip_address_list — cnucok IP-agpecoB cepBepoB BpEMEHMU,
MOXKET coAeprKaTb A0 8 3anuceil, pasgeneHHbix npobenom;
- ascii_string — naeHTUGUKATOP KAMEHTa, NPeACTaBAAOLLMIA
coboli ascii-cTpoKy.

Y[anuTb CTaTUYECKYHO 3aMnuCb, COOTBETCTBYIOLLYIO KIWUEHTY C
YKa3aHHbIM UAeHTUbUKATOpOM.

host client-identifier ascii
ascii_string sip-server {do-
main domain_name_list |
ip ip_address_list}

no host client-identifier ascii
ascii_string sip-server

ascii_string: (1..128)
CMMBO/IOB

OnpepenuTb cnncos SIP-cepBepoB, AOCTYMNHbIX ANA CTaTUYe-
CKOW 3aMm1cu € YKasaHHbIM MAEHTUPUKATOPOM.

- asccii_string — naeHTMdUKaTOP KAMEHTa, NpeacTaBAAOWMU I
coboli ascii-cTpoKy;

- domain_name_list — cnUCOK AOMEHHBIX MMeH SIP-cepBepos,
MOXET coAeprKaTb A0 2 3anucew, pasaeneHHblx npobenom.
MaKcnmanbHasa AAnHa CTPOKU — 125 cumBoO0B.

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXKeT
cofepKaTb A0 8 3anuceld, pasaeneHHbix Npobesom.

Y[anuTb CTaTUYECKYIO 3aMnuCb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM MaeHTUbUKaTopom.
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host client-identifier ascii
asccii_string option

code {boolean bool_val | ascii
option_ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host client-identifier ascii
ascii_string option code

code: (0..255);
bool_val: (true, false);
option_ascii_string:
(1..160)
CUMBOJIOB;
hex_string: (1..128)
CUMBOJIOB;
ascii_string: (1..128)
CMMBOJI0B

OnpenennTb YKasaHHble ONuMu 418 CTaTUYECKOM 3anucu ¢
3aZ@aHHbIM NAEHTUDUKATOPOM.

- ascii_string — naeHTMdUKaTOP KANEHTA, NPEeACTaBAAOWM I
cobolt ascii-cTpoky;

- code — kog onuyun DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHue;

- option_ascii_string — cTpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-agpecos (B HEKOTOPbIX Cy4Yanx
MOXKET cogeprKaTtb 0 8 3anucen);

- hex_string — cTpoKa B 16-om ¢popmare.

YAanuTb CTaTUYECKYo 3anucb, COOTBETCTBYHIOLLYIO KNEHTY C
YKa3aHHbIM UaeHTUUKATOPOM.

no host client-identifier ascii
ascii_string

ascii_string: (1..128)
C“MBO/I0B

YaanuTb Bce onumm, HasHayYeHHble A1A CTaTUYECKOM 3anucu ¢
YKa3aHHbIM UAEHTUUKATOPOM.

host hardware-address
mac_address ip ip_address

no host hardware-address
mac_address ip

Co3AaTb CTaTUYECKYIO 3aNnCb A1 KAMEHTA C YKa3aHHbIM
naeHtTndrKaTopom.

- mac_address — ngeHTUOMKaTOP KAMEHTa, NPeaCcTaBAAOLWMIA
coboit MAC-aapec ycTponcTBa;

- ip_address — IP-agpec, HazHa4aembli KaneHTy DHCP-cep-
Bepa.

Y4anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address bootfile file-
name

no host hardware-address
mac_address bootfile

filename: (1..64)

Co34aTb CTaTUYECKYIO 3aNKUCb A48 KNMEHTA C YKa3aHHbIM
NAEeHTUGMKATOPOM.

- mac_address — ngeHTUOMKaTOP KAMEHTa, NPeaCcTaBAAOLWMIA
coboit MAC-agpec ycTponcTsa;

- filename — HanmeHoBaHwWe 3arpy3oyHoro danna.

YAanuTb CTaTUYECKYI0 3anNuCb, COOTBETCTBYHIOLLYIO KMEHTY C
YKa3aHHbIM naeHTUdMKaTOpoM.

host hardware-address
mac_address default-router
ip_address_list

no host hardware-address
mac_address default-router

OnpeaenvTb CNUCOK MapLIpyTU3aTOPOB AN CTAaTUYECKON 3a-
MUCKU C yKa3aHHbIM yaeHTUdMKATOpOoM.
- mac_address — ngeHTUOMKATOP KAMEHTa, NPeACTaBAAOLWMIA
coboit MAC-aapec ycTponcTea;
- ip_address_list — cnucok IP-agpecos mapLipyT13aTopos, A0-
CTYNHbIX KAneHTy DHCP-cepBepa. MoxeT cogepatb 40 8 3a-
nucen.

IP-agpec mapLlupyTM3aTopa A0/KeH 6biTb B TOM Ke

. NOACETH, YTO U K/INEHT.

Y[anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYHO KJAMEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host hardware-address
mac_address dns-server ip_ad-
dress_list

no host hardware-address
mac_address dns-server

Onpegenntb cnncok DNS-cepBepoB, AOCTYNHbIX ANA CTaTUYe-
CKOW 3anucK € yKasaHHbIM UAEHTUOUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
cogepKaTtb 0 8 3anucei, pasgeneHHbix npobenom;

- mac_address — naeHTUOUKATOP KAMEHTa, NPeaCcTaBAAoWNiA
coboit MAC-agpec ycTpoicTaa.

YAanuTb CTaTUUYECKYH0 3anucb, COOTBETCTBYIOLLYIO K/MEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address domain-
name domain

no host hardware-address
mac_address domain-name

domain: (1..128)
CMMBOJIOB

OnpenenvTb JOMEHHOE UMA ANA CTAaTUYECKOM 3anmncK ¢ yKa-
3aHHbIM MAEHTUUKATOPOM.

- mac_address — naeHTUOUKATOP KNAMEHTa, NPeACTaBAfIoWMA
coboit MAC-agpec ycTpoicTaa.

YAanuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO KMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address netbios-name-
server ip_address_list

no host hardware-address
mac_address netbios-name-
server

Onpepenntb cnnucok WINS-cepsepos, ANns cTaTU4ECKOM 3a-
MUCKU C yKa3aHHbIM MAEHTUGUKATOPOM.

- mac_address — naeHTUOUKATOP KAMEHTa, NPeACTaBAAOLWLMIA
coboit MAC-aapec ycTponcTBa;

- ip_address_list —cnucok IP-agpecos WINS-cepBepoB, MOXKeT
cogepKaTtb A0 8 3anuceit, pasgeneHHbix npobenom.

YanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.
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host hardware-address
mac_address netbios-node-
type {b-node | p-node | m-
node | h-node}

no host hardware-address
mac_address netbios-node-

type

Onpeaenuts TMN y3na NetBIOS Microsoft ans cratuyeckom
3aMNMCK C YKa3aHHbIM UAEHTUOUKATOPOM:

- b-node — lWMpOKoBeLWATENbHbIN;

- p-node — TO4Ka-TOUKa;

- m-node — KOMBUHNPOBAHHbI;

- h-node — rMbpuaHbIi.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOWMIA
coboit MAC-agpec ycTpoiicTaa.

YAanuTb CTaTUYECKYIO 3aMuncb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host hardware-address
mac_address next-server
ip_address

no host hardware-address
mac_address next-server

OnpegenuTb ANA CTaTUYECKOWM 3aNnCK € YKa3aHHbIM UAEHTU-
¢durKaTopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), c
KOTOPOro A0/IXKeH 6bITb MOAYYEH 3arpy304HbIi daiin.

- mac_address — naeHTUOUKATOP KIMEHTA, NPeACTaBAAOWMI
coboit MAC-agpec ycTpoicTsa.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM MAeHTUGMKATOPOM.

host hardware-address
mac_address ntp-server ip_ad-
dress_list

no hardware-address mac_ad-
dress ntp-server

Onpefenntb CNUCOK CEpPBEPOB BPEMEHM A1 CTAaTUYECKON 3a-
MUCK C YKA3aHHbIM UAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos cepBepoB BPEMEHMU,
MOXKET CoAepPKaTb A0 8 3anuceit, pasaeneHHbix npobenom;

- mac_address — naeHTUOUKATOP KMEHTa, NPeacTaBAAoLWMIA
cobon MAC-agpec ycTpoicTaa.

YLanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM NAEeHTUGUKATOPOM.

host hardware-address
mac_address sip-server {do-
main domain_name_list |

ip ip_address_list}

no host hardware-address
mac_address sip-server

Onpegenutb cnncok SIP-cepBepoB, OCTYNHbIX ANA cTaTUYe-
CKOM 3aNMCH C YKAa3aHHbIM UAEHTUPUKATOPOM.

- mac_address — naeHTUOUKATOP KNMEHTa, NPeACTaBAAOLWNIA
coboit MAC-agpec ycTpoMncTBa;

- domain_name_list — cncok AOMEHHbIX MMeH SIP-cepBepos,
MOXET COAEPKaTb A0 2 3anunceit, pasaeneHHbix npobesom.
MaKkcnmanbHasa AanHa CTPOKK — 125 cumBo0B;

- ip_address_list — cnucok IP-agpecos SIP-cepsepoB, MOXeT
cofep:KaTb 0 8 3anucei, pasaeneHHbIx npobenom.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAEeHTUGMKATOPOM.

host hardware-address
mac_address option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host hardware-address
mac_address option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBO/IOB;
hex_string: (1..128)
CMMBOJIOB.

OnpepenuTb yKasaHHble ONLMU ANA CTaTUYECKOW 3anucK ¢
3aZ,aHHbIM UAEHTUOUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOW MmN
coboit MAC-agpec ycTponcTBa;

- code — kog, onuun DHCP-cepBepa;

- bool_val — nornyeckoe 3Ha4yeHue;

- ascii_string — ctpoka B popmate ASCI|;

- ip_address_list — cnucok IP-afpecos (B HEKOTOPbIX CAY4anx
MOMKET ColepKaThb A0 8 3anucelt);

- option_hex_string — cTpoka B 16-om popmare.

YanuTb CTaTUYECKYo 3anucb, COOTBETCTBYIOLLYIO KINEHTY C
YKa3aHHbIM NAEeHTUOUKATOPOM.

no host hardware-address
mac_address

Y4anuTb Bce ONUMM, HasHaYeHHble ANA CTaTUYECKOW 3anucK ¢
YKa3aHHbIM UAEeHTUGUKATOPOM.

}

e Hardware Type B nepBom 6aiiTe, cOoTBETCTBYIOLWNIA 3agaHHOMY PopmarTy.

Mpu 3apaHum Client ID B popmare ASCIl ybegutech, uto DHCP-kKnueHT otnpasnsert Client ID ¢
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lpumep Hacmpoliku cmamu4yeckol 3anucu

HasHauuTb ycTpolictey ¢ MAC-agpecom aa:bb:cc:dd:ee:ff ip-agpec — 192.168.45.250, cepBep Bpe-
meHn —192.168.45.254 n DNS-cepsep —192.168.45.113

console#
console# configure terminal

console (config)# interface vlan I

console (config-if)# ip address 192.168.45.1 255.255.255.0

console (config-if)# exit

console (config) # ip dhcp pool I test

console (dhcp-config)# network 192.168.45.0 255.255.255.0

console (dhcp-config) # host hardware-ad-

dress aa:bb:cc:dd:ee:ff ip 192.168.45.250

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-

(
(
console (config)# ip dhcp server
(
(

server 192.168.45.254

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff dns-

server 192.168.45.113

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 178 — KomaHabl perknma Privileged EXEC

3Ha4yeHue/3HayeHue
no yMmon4aHuo

KomaHoa

Aeiicmeue

clear ip dhcp server binding
[ip_address] -

Yaanutb 3anuncu U3 Tabaunibl COOTBETCTBUA GU3UYECKUX adpe-
COB M aApecoB, BblAaHHbIX ¢ nyna DHCP-cepsepom:
- ip_address — IP-agpec, HazHayeHHbI# DHCP-cepsepom.

clear ip dhcp server statistics -

YpanuTe cTaTUCTUCTURM paboTbl DHCP-cepsepa.

show ip dhcp server binding

MpocmoTpeTb IP-agpeca, KoTopble CONOCTaBfeHbl ¢ dpusmnye-
CKMMMW afipecamm KNMEHTOB, a TaKKe BpemMA apeHabl, cnocob
Ha3HayeHusA u coctoaHme IP-agpecos.

show ip dhcp server
information

MpocmoTpeTb MHbopmaLmio o KoHdurypaumm DHCP-cepsepa.

show ip dhcp server pools

MpocmoTpeTb MHGOPMALMIO O rNobanbHbIX HacTpoika DHCP-
cepBepa, a TaK¥Ke 0 CO3AaHHbIX Nyfax U cylecTBytowmx host-
3anucax.

show ip dhcp server statistics -

MpocmoTpeTb ctatuctnuky DHCP-cepsepa.

4.24 KoHdurypauusa PPPoE Intermediate Agent

®yHKumMA PPPOE IA peanvsoBaHa B COOTBETCTBUM C TpeboBaHMAMM AoKymeHTa DSL Forum TR-101 u
npesHasHavyeHa 415 UCNoAb30BAHUA Ha KOMMYTATopax, paboTatoWwmx Ha ypoBHe AoCTyna.

®PyHKUMA No3BONAET JONOAHATL NakeTbl PPPOE Discovery nHpopmavmeli, xapakTepumaytoLwein nHTep-
deic goctyna. ITo Heo6XO0AMMO ANA UAEHTUPUMKALMM NONL30BATENIbCKOrO MHTEpdEica Ha cepBepe A0-
ctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTom n obpaboTkoi naketos PPPoE
Active Discovery ocyuiectBnsercs rnobanbHO A8 BCEro YCTPOMCTBA M BbIBOPOYHO ANA KaXKAOoro UHTep-

delica.

Peanunsauma ¢yHKunmn PPPOE IA npegocTaBaseT AONOJHUTE/IbHbIE BO3MOXKHOCTU KOHTPO/1A coobue-
HUMI NPOTOKONA NYTEM Ha3HAYEHWA AOBEPEHHbIX MHTepdElicoB.
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KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabnunua 179 — KomaHabl pexkmma rnobanbHoi KoHduUrypaumm

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymosn4aHurw
shutdown pppoe OTKNtOUNTL paboTy moayns pppoe intermediate-agent Ha
intermediate-agent yCTpoWcTae.
[aHHasa KomaHAa oTKAOYaeT paboTy moayna pppoe
-/BK/IOYEHO .’ intermediate-agent ¢ 6e3Bo3BpaTHbIM yaaneHuem Bcex
HacTpoek 6n0Ka PPPOE IA.
no shutdown pppoe BKatounTb paboTy moayns pppoe intermediate-agent Ha
intermediate-agent ycTpoWcTBe.
pppoe-ia snooping [no6anbHO BKAKOUMTL KOHTPOIb GYHKUMKM PPPOE IA.
- - -/BbIK/IIOYEHO
no pppoe-ia snooping BbIKNOUMTb KOHTPOJIb GYHKUMM PPPOE IA.
pppoe-ia snooping session 3agatb TamayT ana pabotbl dyHKUMM PPPOE IA.
timeout range .
pppoe-ia snooping session range: (0..600)/300 OTKAOUUT TalmayT a1a paboTbl GyHKUMM PPPOE IA.
timeout 0
pppoe pass-through BKkntoueHne KomaHabl 3acTtasnset PPPoE-nakeTbl npoxoauTh Yepes
KOMMYTATOp KaK HeM3BecCTHbIN L2-TpaduK, 1 genaet nx "HeBngm-
mbimun" ana IP ACL.
-/BbIK/IIOYEHO
no pppoe pass-through BKNOUMTL NAapCUHT MHKancyiMpoBaHHbIx B PPPoE-nakeTax L3-3aro-
noskos, npasuna IP ACL HaumHatoT paboTaTb ANA MHKANCYMPOBaH-
HbIX NAKETOB.

Ona KoppeKkTHoI pabotbl dyHKuMK PPPOE Intermediate Agent Bce ucnonbayemoie PPPoE-cep-
Bepa A,0/1KHbI 6bITb NOAKAKYEHDbI K «40BEepPeHHbIM» MOPTamM KOMMyTaTopa. Ana gobaBneHusn
nopTa B CMUCOK «A0BEPEHHbIX» UCNOJb3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexume KoHdurypauum mHtepdeiica. Ana obecneyeHna 6esonacHocTu Bce
OCTa/ZibHble NOPTbl KOMMYTATOPa A0/KHbI BbITb «HeA0BEePEeHHbIMUY.

KomaHapl pexxuma KoHdurypaumm VLAN (amanasoH VLAN oB)

.‘

console# configure terminal
console (config)# vlan
console (config-vlan) #

Tabnunua 180 — KomaHabl pexxmma KoHourypauum uHtepdeiica L2Vian
3HayeHue/3HayeHue

KomaHda Aeiicmeue
no ymoa4yaHuro
pppoe-ia snooping BKNtounTb KOHTpPOAb PpyHKLMM PPPOE |A B npeaenax ykazaHHOro
VLAN.
- - -/BbIKAOYEHO
no pppoe-ia snooping BbIKNtOUMTb KOHTPOIb GYHKUMKM PPPOE IA B Nnpeaenax ykasaH-
Horo VLAN.

Mpumep HacTpoiku PPPoE IA B VLAN1O ¢ HacTpoikoi DCS-onumit Ha nHTepdeice

Gigabitethernet0/13.
console (config) #pppoe-ia snooping
console (config) #pppoe passthrough
console (config) #dcs information option enable
console (config) #vlan 10
console (config-vlan) #pppoe-ia snooping
console (config-vlan) #exit
console (config) finterface gigabitethernet 0/13
console (config-if) #switchport general allowed vlan add 10 untagged
console (config-if) #switchport general pvid 10
console (config-if) #decs agent-circuit-identifier "$v $%p Sh"
console (config-if) #dcs remote-agent-identifier "3M"
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console (config-if) #exit
console (config) #interface gigabitethernet 0/24

console (config-if) #switchport general allowed vlan add 10
console (config-if) #port-security-state trusted

console (config-if) #set port-role uplink
console (config-if) #fexit

4.25 KoHdurypauyuma ACL (cnucku KoHTpona gocTtyna)

ACL (Access Control List — cnncok KoHTpoaa aoctyna) — Tabauua, KoTopas onpeaenseTt npasuna
dUNbTPAUUM BXOSALLErO M UCXOZALWEro TpadMKa Ha OCHOBaHUKM NepeaaBaemMbiXx B NMaKeTax MPOTOKOAOB,

TCP/UDP noprtos, IP-agpecos nnn MAC-agpecos.

Ha aaHHbIM MomeHT peanmsauma ACL TakoBa: Kaxabii ACL cogepKuT To/1bKo 1 npaBuno. HeckobKo
ACL MOXXHO NpmBA3aTb K ogHOMY NUHTepdency. NMopaaok oTpaboTKK NpaBma onpeaensieTca no NPMopuTeTy
npasuaa, ykasaHHomy B ACL, npu paseHcTBe npmnoputetoB — no Homepy ACL.

ACL aBTOMaTMYECKM CHMUMAETCA C MHTepdelica Npu U3SMEHEHMM B HEM MPaBUAA.

KomaHgbl AnA co3fgaHus M pedakTMpoBaHua cnuckoB ACL AocTynHbl B pexkume rnobanbHoi

KOHOUIypauum.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

KomaHaHana cTpoKa B pexume rnobanbHoim KoHOUIypaLmmn nmeet Bua;

console

(config) #

Tabnuua 181 — KomaHapl ana co3ganua n KoHdurypauum cnuckos ACL

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ip access-list standart
access_list_num [description
description]

no ip access-list standart
access_list_num

access_list_num:
(1..1000);
description: (1..128)
C“MBO/I0OB

Co3pgaTtb CTaHAapTHbIN cnvcok ACL.

YpanuTe cTaHAapTHbIN cnncok ACL.

ip access-list extended
access_list_num [description
description]

no ip access-list extended
access_list_num

ipv6 access-list extended
access_list_num [description
description]

no ipv6 access-list extended
access_list_num

access_list_num:
(1001..65535);
description: (1..128)
CYMBO/I0B

Co34aTb HOBbIN paclwmMpeHHbIA cnncok ACL ana agpecaumm IPv4 n
BOWTU B PEXUM €ro KoHdurypaumm (ecim CnmcoKk ¢ AaHHbIM nme-
HeM eLle He co3AaH), MMB0 BOMTU B peKUM KOHOUTypaLmMmn paHee
CO34aHHOrO CrMCKa.

YpanuTe pacwmpeHHbin cnucok ACL ansa agpecaunm IPv4.

Co34aTb HOBbIN paclwmMpeHHbIA cnnucok ACL ans aapecaunm IPvé n
BOMTU B PEXMM €ro KoHoUrypaumm (ecam cnmcok ¢ AaHHbIM ume-
HeM eLle He co3AaH), MMB0 BOMTU B peKUM KOHOUTypaLmMmn paHee
CO34aHHOrO CrMCKa.

YpanuTe pacwmpeHHbin cnucok ACL ansa agpecaunm IPv6.

mac access-list extended
access_list_num [description
description]

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535);
description: (1..128)
CMMBOJI0B

Co3gaTtb HoBbIV cnMcoK ACL Ha 6ase MAC-agpecaunn 1 BOMTHU B pe-
UM ero KoHdUrypauum (ecam cnucok ¢ 4aHHbIM UMEHeEM elle He
C034aH), MMBO BONTU B PEKUM KOHOUrypaLMM paHee CO34aHHOMo
crnucka.

Ypanute cnucok ACL Ha 6aze MAC-agpecaunu.
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user-defined offset offset_id {
12 | ethtype | I3 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HactpouTb cmeweHre B 6ailiTax OTHOCUTENLHO BbIBPAHHOM CTapTO-
BOM NO3MUMK. 3HaYEHME U MacKa, ncnosb3yemble Ana GUNbTpaLmy,
3a4atoTca Yepes napametpbl ACL-npasuan.

- 12 — Hauyano nakerta (Destination MAC address);

- ethtype — Ethertype (cambliii BHyTpeHHWUI, Npyu Hannumm VLAN-Te-
ros);

- 13 — L3-3aronoBok;

- 14 — L4-3aronoBok.

YAanutb cmelleHne OTHOCUTENbHO BbliBpPaHHOW CTapTOBOW MO3M-
umn.

Ona TOro ytobbl aKkTMBM3MpOBaATb cnucok ACL, Heobxogumo cBA3aTb ero c MHTepdencom.
NHTepdelicom, MCNONb3YIOWMM CNIMCOK, MOXKET b6biTb 60 nHTepdelic Ethernet, anbo rpynna noprtos. Ha
[JaHHbI MOMEHT NOAAEPKMBAETCA TO/IbKO BXOAALLEE HanpaB/ieHWe Ha MHTepdeiicax (in).

KomaHObI pexcuma KoHgu2ypauuu uHmepdgpetica Ethernet, VLAN

KomaHaHas cTpoka B pexknme KoHoburypaumm nutepdeica Ethernet umeet sua;

console (config-if)#

KomaHaHan cTpoka B pernme KoHourypaumm nutepdenca VLAN nmeet Bua:

console (config-vlan) #

Tabnunua 182 — KomaHga HasHadyeHusa cnncka ACL-uHTepdelicy

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aelicmeue

ip access-group
access_list_num in

no ip access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiikax onpegenéHHoro ¢pusmyeckoro nHTepdeinca KomaHaa
MPUBA3bIBAET YKa3aHHbIM CMIUCOK K JaHHOMY MHTepdeiicy.

Y8anuTb CNUCOK € MHTepdelica.

mac access-group
access_list_num in

no mac access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiKax onpegenéHHoro pusmyeckoro nHTepdeica KomaHaa
NPUBA3bIBAET YKa3aHHbI Mac-CNUCOK K AaHHOMY UHTepdelicy.

Y8anuTb CNUCOK ¢ nHTepdelica.

ipv6 access-group
access_list_num in

no ipv6 access-group
access_list_num in

access_list_num:
(1001..65535)

B HacTpoiikax onpegenéHHoro ¢pusmyeckoro nHTepdeinca KomaHaa
NPUBA3bIBAET YKa3aHHbIM CMIUCOK K 4aHHOMY MHTepdeiicy.

Y8anuTb CNUCOK € MHTepdelica.

KomaHObl pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;:

console#

Tabnnua 183 — KomaHgb! 4na npocmoTpa cnnckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show access-lists
[access_list_num]

access_list_num: (1-
65535) cumBona

MokasaTtb cnuckn ACL, co3gaHHble Ha KOmMmyTaTope.

show running-config acl

Moka3saTb 610K KomaHg, ACL B KOHOUTYpauum ycTpoicTBa.

show access-group [interface

{ fastethernet | gigabitether-
net | tengigabitethernet} inter-
face | vlan [vian-id]]

MokasaTtb cnnckn ACL, NnpuBs3aHHbIe K UHTEpdENcy.
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4.25.1 KoHdhueypayus ACL Ha 6a3e IPv4

B gaHHOM pasgene npuBeaeHbl 3HAaYEHMA U OMMCAHMA OCHOBHbIX NAPAMETPOB, MCNOb3yeMblX B
COCTaBe KOMaHZA, HacTpolikmn cnnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHue 1 BXOA B PEKUM
peaakTuposaHua cnnuckos ACL, OCHOBaHHbIX Ha agpecaumn IPv4, ocywecTBnaeTca no KomaHae:

ip access-list {extended | standart} access-l1ist num.

Tabnunua 184 — KomaHabl, ucnosb3yemble ana Hactpolikn ACL-cnnckoB Ha ocHoBe IP-agpecaunn

KomaHoa Aelicmeue

permit protocol {any | source host} {any | destination} [o6aBuTb paspellatollyto 3anucb GUALTPALMU ANA NPOTOKOAA.

[parametr] MakeTbl, OTBEYatoLWMe yCAOBUAM 3anucu, byayT obpabaTbiBaTbes
KOMMYTaTOpPOM.

permit ip {any | source host} {any | destination} [o6aBuTb paspeLuatoLLyto 3anucb GuabTpauumn ans npotokona IP.

[parametr] MakeTbl, OTBEYatoLWMe yCAOBUAM 3anucu, byayT obpabaTbiBaTbes
KOMMYTaTOpPOM.

permit icmp {any | source host} {any | destination} [Oo6aBuTb paspelwatowyto 3anucb GUAbTPALUUK Aaa NPOTOKOAA

[parametr] ICMP. MNakeTbl, 0OTBEYAtOLWME YCOBUAM 3anucu, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

permit tcp {any | source host} {any | destination} [Oo6aBuTb paspelwatowyto 3anucb GUAbTPALUUK AAa NPOTOKOAA

[parametr] TCP. MNaKeTbl, oTBEYatOLWMe ycaoBUAM 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

permit udp {any | source host} {any | destination} [Oo6aBuTb paspelwatowyto 3anucb GUAbTPAUUK AAa NPOTOKOAA

[parametr] UDP. MakeTbl, OTBEYatOLWME YCIOBUAM 3anucK, byayt obpabaTbl-
BaTbCA KOMMYTaTOPOM.

deny protocol {any | source host} {any | destination} [o6aBuTb 3anpewjatoltyto 3anmuce GUAbTPALMM OAA NPOTOKONa.

[parametr] MakeTbl, OTBeYaloLWMe yCAOBUAM 3anucK, byayT 610KMpOBaTLCA
KOMMYTaTOpPOM.

deny ip {any | source host } {any | destination} [o6aBunTb 3anpeLatoLyto 3anuck GuabTpauumn ans npotokona IP.

[parametr] MakeTbl, OTBeYaloLWMe ycnoBuam 3anucu, byayt 610KMpoBaTbCA
KOMMYTaTOpPOM.

deny icmp {any | source host} {any | destination} [Oo6aBuTb 3anpelsaowyro 3anucb GUAbTPaLUKM Aas NpPOTOKoAa

[parametr] ICMP. MNaKeTbl, OTBEYalOLWME YCNOBUAM 3anucK, byayT 610KMpo-
BaTbCA KOMMYTaTOPOM.

deny tcp {any | source host} {any | destination} [Oo6aBuTb 3anpeliaowyo 3anucb GUAbTPaLMK Ans NpoToKoAa

[parametr] TCP. MaKkeTbl, oTBevatolWwme ycnosuam 3anucu, byayt 6nokupo-
BaTbCA KOMMYTaTOPOM.

deny udp {any | source host} {any | destination} [Oo6aBuTb 3anpelsaowyo 3anucb GUAbTPaLMKM Ans NpPoTOKoAa

[parametr] UDP. MakeTbl, oTBEYatlowWme ycnosmsam 3anucu, byayt 6n1okupo-
BaTbCA KOMMYTaTOPOM.

Tabanuya 185 — OcHOBHbIE NApPameTpbl, UCMOb3YEMbIE B KOMAHAAX

Mapamemp 3HayeHue Aelicmeue
permit [JeincTeune ‘paspewnts’ Cosgatb paspeluatouiee Nnpasmno euabtpaumm B cnmcke ACL.
deny [Jelicteue ‘3anpetutb’ Co3pgaTb 3anpewatouee npasuno ¢unbtpaumm B cnncke ACL.
protocol Mone npeaHasHa4yeHo A1 YKasaHUA NPOTOKOA (MM BCex NPOTo-

KOJI0B), Ha OCHOBEe KOTOPOro ByaeT ocylecTBAseTca GuabTpaums.
Mpu BbiI6OPE NPOTOKOa BO3MOMKHbI C/iedytoLme BapuaHTbl: icmp,

MpoTokon . . . . .
ip, tcp, udp, ipv6, ipvé:icmp, ospf, pim,nMbo uncnosoe 3HaueHue
NpoToKona, B AnanasoHe (0 — 255).
[na cooTBeTCTBMA NIO6OMY NPOTOKONY MCNOJb3yeTcA 3HaYeHwue |P.
source AApec UCTOYHMKA Onpegenset IP-agpec UCTOYHMKA NaKeTa.
source_mask Macka, npumeHaemana K IP-agpecy MCTOYHMKA nakeTta. Macka

onpepenset 6utbl IP-agpeca, KOTopble HEOBXOANMMO MIHOPUPO-
BaTb. B 3HaYeHWA UrHopupyembix BUTOB AO0NKHbI ObITb 3anmncaHbl
egnHUUbL. Hanpumep, NCNosib3ys MAcKy, MOXKHO onpeaenuTb aan
npasuna punbrpaumm IP-cetb. YTobbl 406aBUTL B NpaBuaIo dpuib-
Tpauwmm IP-cetb 195.165.0.0, HeobxoAMMO 334aTb 3HAYEHME MACKK
255.255.0.0, TO ecTb, COr/lacHO AaHHOW Macke, nepsbie 16 6uT IP-
agpeca byayT MTHOPMpPOBATLCA.

Macka agpeca NCTOYHUKa

destination Afpec HazHayeHun Onpegenset IP-agpec HasHayYeHWA Nakerta.
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destination_mask

Macka afpeca Ha3Ha4vyeHunA

BuToBan macka, npumeHsaemasn K |IP-agpecy HasHauyeHWs MaKeTa.
Macka onpepgenset 6uthl IP-agpeca, KoTopble He06X04MMO UTHO-
p1poBaTb. B 3HaUeHUA UrHOPUpPYeMbIX BUTOB A0MXKHbI BbITb 3anu-
CaHbl eAuHMUBl. Macka MCnonb3yeTcA aHa/lorMYHO Macke
source_mask.

Koga coobuieHna npoTokona
ICMP

vlan NpeHTudumkatop VLAN Onpegenset VLAN, a4na KoToporo byaeT npuMeHATLCSA NPaBuIo.
dscp None DSCP & saronoske L3 Onpep,e!lﬂeT 3HayeHue DSCP-nonsa diffserv. Bo3amoskHble Koabl co-
0b6uweHunit nona dscp: (0 —63).
Mpwoputer IP Onpegenset npuoputeT IP-Tpaduka: (0-7).
icmp_type Tun coobuweHnin npotokona ICMP, ncnonbsyemolii gns puabTpa-
- umum ICMP-nakeToB. YncnosBoe 3HayeHMe TMna cooblueHus, B Ana-
nasoHe (0 — 255).
icmp_code Kog coobueHunii npotokona ICMP, ncnonbayembln ana punbtpa-

umMm ICMP-naketoB. Bo3moskHble Kogbl CcOO06LULIEHUI nona
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4YeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3moskHble 3HaYeHus nonsa TCP/UDP-nopra: eq, gt, host, It,range.

priority

MpuopuTeT 3anucu

MHAeKc 3a4aeT NoNOXKEHWe NPaBUAa B CMUCKE M ero NpuMopuTeT.
Yem meHblle MHAEKC — TeM MpuopuTeTHee npasuo. [uanasoH
A0MNYCTUMbIX 3Ha4YeHu (1..255).

optional parametr

OnuuoHanbHbIM NapameTp

OnuuoHasbHble NapameTpbl NPU KOHGUIypPUPOBaHUM CNUCKA A0-
cTyna:

- tos — ¢unbTpauma no 6anty ToS;

- user-defined — ¢unbTpayma no User-defined bytes;

- sub-action — gononHuUTeNbHOE AeicTBME Hag TPadUKoM.
[ocTynHble gonosHuTenbHble aecteua — modify-vlan (M3meHe-
Hue VLAN) u nested-vlan (pobaBneHve AONOAHUTENbHOTO Tera
VLAN).

V B ctaHgapTHbIX ip ACL BO3MOXKHa PpuabTpaumua TobKo no npedpukcam, B pacwumpeHHbix ACL

— No AONO/IHUTE/IbHbIM NapameTpam.

Mocne Toro, Kak noboi ACL 6yaet npuBAsaH K uHTepdeincy, Ana aToro uHTepdeiica npume-

V HUTCcA npasuno implicit deny any any.

4.25.2 Kongpucypayusa ACL Ha 6a3e IPv6

B AaHHOM pa3gene npuseaeHbl 3HAaYEHUA W OMUCAHUA OCHOBHbIX MapaMeTpPoB, UCMO/b3yeMbIX B
coctaBe KOMaHz, HacTpoiKmM cnnckos ACL, ocHOBaHHbIX Ha aapecauuu IPv6.

Co3zgaHve U BXOA B pPexunm peaaktuposBaHua cnmnckos ACL, ocHOBaHHbIX Ha agpecauuun IPve,
OCYLLEeCTBAAETCA MO KOMaHAe:

ipv6é access-list extended apvé access-list.

Tabnunua 186 — KomaHabl, Mcnonb3yemble ana HacTpolikn ACL-cnnckoB Ha ocHoBe IP-agpecaunn

KomaHoa

Aelicmeue

[parametr]

permit protocol {any|source host} {any|destination}

[06aBuTb paspeluatoLlyto 3anncb GUAbTPALMK ANA NPOTOKONa.
lMaKeTbl, OTBEYatOLLME YCAOBMAM 3anucu, byayT obpabaTtbiBaTbCa
KOMMYTaToOpPOM.

[parametr]

permit ipv6 {any|source host} {any| destination}

[06aBUTb paspeLualolyto 3anucb GUAbTPaLMKU ANA NPOTOKOa
IPv6. MaKeTbl, OTBEYAlOLLME YCAOBUAM 3anucy, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

[parametr]

permit icmp {any|source host} {any|destination}

[o6aBuTb paspeluatolyto 3anmcb GUALTPALUKN ANA NPOTOKONA
ICMP. MaKeTbl, oTBEYatoWue ycaoBUAM 3anucu, byayT obpabaTbl-
BaTbCA KOMMYTAaTOPOM.
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[parametr]

permit tcp {any|source host} {any|destination}

[o6aBuTb paspelatolwyto 3anncb GUALTPALMM ANA NPOTOKONA
TCP. NakeTbl, OTBeYaloLWMe YyCNOBMAM 3anucu, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

[parametr]

permit udp {any|source host} {any| destination}

[o6aBuTb paspelatowwyto 3anncb GUALTPALMM ANA NPOTOKONA
UDP. MakeTbl, oTBevatowwme ycioBmMam 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

[parametr]

deny protocol {any|source host} {any| destination}

[o6aBuTb 3anpelatoLlyto 3anuce GUAbTPaLUK ANA NPOTOKONA.
MakeTbl, OTBEYAlOWME YCAOBUAM 3anucK, byayT 6aoKMpoBaTbCca
KOMMYTaTOPOM.

[parametr]

deny ipv6 {any|source host} {any|destination}

[o6aBuTb 3anpeliatollyto 3anucb GpUAbTPaLMM ANA NPOTOKONA
IPv6. MaKkeTbl, oTBeYatowme ycnoBusam 3anucu, byayt 610KMpo-
BaTbCA KOMMYTaTOPOM.

[parametr]

deny icmp {any|source host} {any|destination}

[o6aBuTb 3anpelatollyto 3anucb GpUAbTPaLMM ANA NPOTOKONA
ICMP. MNaKeTbl, OTBEYalOWME YCAOBMAM 3anucu, byayT 6J10KMpo-
BaTbCA KOMMYTaTOPOM.

deny tcp {any|source host} {any|destination} [parametr]

[Oo6aBuTb 3anpelaolyto 3anucb GuUabTPaLUK A NPOTOKoAa
TCP. MNaKeTbl, OTBEYaOWMe ycI0BUAM 3anucu, byayT 610Kkupo-
BaTbCA KOMMYTAaTOPOM.

deny udp {any|source host} {any| destination} [parametr]

[Oo6aBuTb 3anpelaouyo 3anucb GuUabTPaLuM A NpPoTOKoAa
UDP. MNakeTbl, OTBEYaOWMe yCaoBMAM 3anucu, byayt 61okupo-
BaTbCA KOMMYTAaTOPOM.

Tabnunua 187 — OcHoOBHble NapaMeTPbl, UCNOJb3yemMble B KOMaHAaX

MNapamemp 3HauyeHue Aelicmesue

permit [OewncTteue ‘paspelumnTs’ Co3gaTb paspewatouiee npasuao ¢punbTpaymm B cnmcke ACL.

deny [Oevicteue ‘3anpetuTs’ Co3pgaTb 3anpewatouee npasuno ¢uabtpaumm B cnncke ACL.

protocol Mone npegHasHavyeHo 1A YKazaHMA NPOTOKoNa (Man BCcex NpoTo-

MpoTokon KOJ/I0B), Ha OCHOBE KOTOpOro byaeT ocyuiecTBaseTca GuabTpaums.

Mpw BbIGOPE NPOTOKO/1A BO3MOXKHbI CieytoLme BapuaHTbl: icmp,
tcp, udp, ipvé.

source AJpec UCTOYHMKA OnpegenseT IP-agpec UCTOYHMKA NaKeTa.

destination

Appec HasHayeHuA

Onpegenser IP-agpec HasHayeHMA NakeTa.

Kopg, coobuieHunsa npoToKona
ICMP

vlan NpeHtTndukratop VLAN Onpeaensnet VLAN, ana KoToporo byfeT NpMMeHATbLCA NPaBuIo.
DSCP- iff .B -
dscp None DSCP & 3aronoske L3 Onpe,u,e/lﬂeT 3HayeHne DSCP-nonsa diffserv. BoamoxkHble Koabl CO
obuweHuit nonsa dscp: (0 —63).
icmp_type Tun coobweHnit npotokona ICMP, ncnonbsyemblit s dunbTpa-
- umn ICMP-nakeToB. YncnosoesHayeHneTMnacoobuleHus, samana-
30He (0 — 255).
icmp_code Kopa coobueHunii npotokona ICMP, ncnonbsyembiit ansa dpuabtpa-

umn  ICMP-naketoB. Bo3MOKHble Kogbl CcOOb6WEHUIA nona
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3HavyeHun

source_port

UDP/TCP-NopT MCTOYHUKA

Bo3moskHble 3HaueHua nonas TCP/UDP-nopra: eq, gt, host, It,range.

priority MH,CI,GKC 3aaeT NoJIoXKeHUe npasnaa B CNUCKe U ero NpUuopunTeT.
anOpMTET 3anucu Yem meHblie UHAOEKC — TeM npuoputTeTHee npasuno. Ll,wanaaoH
O0MNYCTUMBbIX 3HaYeHui(1..255).
/* Mocne Toro, Kak no6oit ACL 6yaeT npusasaH K uHtepdeiicy, ana atoro uHTepdeiica npume-
HuTcA npasuno implicit deny any any.

4.25.3 Korndueypayus ACL Ha 6a3ze MAC

B paHHOM pasgene npuBeAeHbl 3HAYEHUA M OMUCAHUA OCHOBHbIX MAPaMETPOB, UCMOJIb3yEMbIX B
CcoCTaBe KoMaHZ HacTpolku cnmckos ACL, ocHoBaHHbIX Ha MAC-aapecauuu.

CosgaHue M BXo4 B peXum pepaktnposaHma cnuckos ACL, ocHoBaHHbix Ha MAC-agpecaumm,
OCYyLWIEeCTBAAETCA N0 KOMaHAe: mac access-list extended access-l1ist num
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Tabnnua 188 — KomaHabl, Mcnonb3yemble ans HacTpoiikn ACL-cnnckos Ha ocHoBe MAC-aapecauumm

KomaHda

Aelicmeue

permit {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[lo6aBuTb paspelatoLyto 3anucb GpuabTpaumu. MakeTsl, oTBe-
Yalowme ycnoBmam 3anucu, byayt obpabaTbiBaTbCA KOMMYTa-
TOpoM.

deny {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[lo6aBuTb 3anpelatolyto 3anuce GuabTpaumu. MNakeTsl, oTee-
Yalowme ycoBMAM 3anucK, byayT 610KMPOBATLCA KOMMYTATO-
pom.

Tabnmua 189 — OcHOBHble NapaMeTpbl, UCNO/Ib3YEMbIE B KOMaHAAX

Mapamemp 3HaveHue Aelicmeue
permit [eWncTBre paspewmnTb Co3patb paspelatolee npaBuao ¢punbTpaumm B cnmcke ACL.
deny [JelicTBme 3anpeTuTb Co3patb 3anpeuyatouiee npasuao ¢punbtpaumm B cnmucke ACL.
source Appec otTnpasutena Onpegenaetr MAC-agpec CTOYHMKA NaKeTa.

source_mask

butosasa macka,
npumeHaemas K MAC-
ajpecy UCTOYHMKa NakeTa

Macka onpegenset 6utbl MAC-agpeca, KoTopble HEOBX0ANMO Ur-
HOPMPOBATb. B 3HAaUYeHWUA UTHOPUpPYEMbIX BUTOB J0MKHbI ObITb 3a-
nucaHbl eguHULbl. Hanpumep, UCNonb3ya MacKky, MOXHO onpeae-
NUTb s npasuna ¢punbTpauun guanasoHa MAC-agpecos. YTobbl
£06aBuUTb B Npasuio uabtpaumm sce MAC-aapeca, HauMHaoLWM-
eca Ha 00:00:02:AA.xx.xx, He0bx0A4MMO 3a4aTb 3HAYEHWE MACKMK
FF:FF:FF:FF:00:00, To ecTb, cornacHo AaHHOW macke, nepsble 16
61T MAC-agpeca byayT He BaXKHbI ANA aHanM3a.

destination

Appec HazHayeHun

Onpepgenaetr MAC-agpec Ha3HaYeHMA nakeTa.

destination_ mask

butosasa macka,
npumeHaemas K MAC-
ajpecy Ha3HayeHMA nakeTa

Macka onpegenset 6utbl MAC-agpeca, KoTopble HEOBX0ANMO Ur-
HOpPUPOBaTb. B 3HaUeHMs UTHOPUPYEMBIX BUTOB AOMKHbI BbITh 3a-
nucaHbl eguHuLbl. Macka MCMo/b3yeTca aHaforMyHO Macke
source_ mask.

vlan_id

vlan_id: (0..4095)

Noacetb VLAN ¢dpunbTpyembix NakeTos.

cvlan-priority

cvlan_priority: (0..7)

Knacc ob6cnykuaHua GunbTpyembix NakeTos.

ethertype

eth_type: (0..0xFFFF)

Ethernet Tun CbVIﬂpryeMle NakeToB B LIJeCTHa,CLLI,aTepW-IHOﬁ 3a-
nucu.

encaptype value

Value: (1..65535)

Tun ethertype ana ¢unbTpyembix NakeTos.

etype_list

etype_list: (1..65535)

CnucoK cTaHAapTHbIX ethertype.

priority

MNHAaekc npasuna

MHpeKe npaBuna B Tabnumue, Yem MeHblUe MHAEKC — TeM NPUopwm-
TeTHee npasuno 1-255.

Optional parameter

OnuMoHanNbHbIN NapameTp

OnuMoHanbHble MapameTpbl NPU KOHPUIYPUPOBAHUM CNUCKA A0-
cTyna:

- user-defined — ¢dunbTpayma no User-defined bytes;

- sub-action — gonosHuTenbHOE AeicTBue Hag TpaduKom.
[ocTtynHble gononHutenbHble genctena — modify-vlan (smene-
Hue VLAN), nested-vlan (no6asneHve A0ONOAHUTENLHOTO Terau
VLAN) n modify-cvlan (gobasneHne BHyTpeHHero Tera VLAN).

Mpumep HacTpolku punbTpaumm padi/pado yepes User-defined offset:

console
console

(
(

config) # user-defined offset I ethtype 0
config) # mac access-list extended I

console (config-ext-macl)# deny 00:00:00:00:00:01 ff:ff:f£:ff:££:00 any
user-defined offsetl 0x8863 Oxffff

console (config-ext-macl) # !
console (config) # interface gigabitethernet 0/1
console (config-if) # mac access-group ! in

Ona npoxoxaeHua ocTa/ibHbIX NaKeToB Ha WHTepodeiice Tpebyetcs pobasutb BTOpoik ACL,
pa3speLLaloLmit NPOXoXKAEHME NAKeTOB, He Nonagatowmx nog npasunao duabtpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any
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console (config-ext-macl) # ex
console (config) # interface gigabitethernet 0/1
console(config-if)# mac access-group 2 in

Mpumep duabTpaumm no src/dst IP, src/dst port, tos uepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0

console (config) # ip access-list extended 1010

console (config-ext-nacl)# deny udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe(0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff
console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/1
console (config-if) # ip access-group 1010 in

Ona npoxoxAaeHus OCTalbHbIX MNaKeToB Ha MWHTepdelice Tpebyetca pobasutb BTOpOoM ACL,
pa3peLlatoLLnii NPOXOoXKAEHME NakeToBs, He Nonaaatowmx nog npasuno ¢unbtpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config) # interface gigabitethernet 0/I

(
(
console (config-ext-macl) # ex
(
(

console (config-if) # mac access-group 2 in

4.26 KoHdwurypauyumsa sawmtbl ot DOS-atak

[aHHbl 610K KOMaHA, No3BoAAET 6NOKMPOBATL HEKOTOPbIE PAacCNPOCTPaHeHHble Knaccbl DoS-aTak.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 190 — KomaHabl pexmma rnobanbHol KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
o yMmon4YaHuo

Aelicmeue

firewall

-/BKNIOYEHO

MepeWTn B pexxMm KOHPUIypUpoBaHUA MOAYNA, OTBEYAtoLWero 3a
dyHKUMOHan 3awmTbl oT DoS-aTak.

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabnunua 191 — KomaHabl pexkmma KoHpurypauum eyHKkumoHana firewall

3HayeHue/3HayeHue

no ip tcp inspection syn-fin

KomaHoa Aelicmeue
no yMoA4YaHUuto
enable BKAOUUTL NoAAep:KKy 3awmTbl oT DOS-aTak.
. -/BKNIOYEHO
disable BbIKMOUNTb NoAAePKKY 3awwmTbl oT DOS-aTak.
ip tcp inspection syn-fin BKkntoumTb 06HapykeHue syn-fin-naketos.
enable -/BKAKOYEHO

BbIkntountb 06HapykeHue syn-fin-nakeTtos.

ip tcp inspection
timeout <sec>

sec: (1..65535)/1

YcTaHoBUTb Taiimep 610KMPoBKM syn-fin-nakeTos.

ip tcp limit syn-flag enable

-/BbIK/IIOYEHO

BKAOUNTb OrpaHnyeHne ckopoctu ana sxogaliero TCP-Tpadumka ¢
¢dnarom SYN.
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ip tcp limit syn-flag disable BbIKNHOUMTL OrpaHnYeHme cKopocTu ana Bxogawero TCP-Tpaduka
¢ dnarom SYN.
notification interval <sec> YCTaHOBWTb BPEMEHHOM MHTepBan mexay SYSLOG-coobueHnsmum
sec: (1.3600)/1 gYI"if(EBbILLIEHVIM orpaHuyeHuna exoaawero TCP-Tpaduka c pnarom
no notification interval YCTaHOBUTb 3HaYEHMNE MO YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm nHtepdelica:

console (config-if)#

Tabnnua 192 — KomaHab! pexkuma KoHpurypaumm nntepoeiica

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
0 yMon4YaHuo

ip tcp limit syn-flag <value> YCTaHOBWUTb 3Ha4YeHWe CKOpoCTU anA Bxoaauiero TCP-Tpadumka ¢

dnarom SYN Ha uHTepodeiice.
value: (1-262143) pps/

100
no ip tcp limit syn-flag BbIkntounTb OrpaHuyeHne ckopoctn ana sxogawero TCP-Tpa-

duka c pnarom SYN Ha nHTepdelice.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 193 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymon4aHuo
Show running-config firewall - OTo6pasunTb HacTpoiky moayns firewall.
show firewall stats OT06pa3nTb CTAaTUCTUKY MO NakeTam, 06paboTaHHbIMU MOAYNEM
firewall.
show firewall tcp-syn-limit OTo6pasnTb TeKylimMe HACTPOMKM OrpaHUYeHUs CKOpPOCTU ANA

Bxogsauiero TCP-tpaduKa ¢ dpnarom SYN.

4.27 KauyectBo ob6cnyxkmuBaHua — QoS

Mo ymonyaHWIo Ha BCeX MOPTAax KOMMyTaTopa MCMOAb3yeTcA OpraHuWsauuMa ovyepeaun NakeToB Mo
meTtoay FIFO: nepsbiii npuwen — nepsblit yweén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepeaayu
TpaduMKa Npu MCNoab30BaHWUM JAHHOTO METOAA MOTYT BO3HMKHYTb NPObHaeMbl, NOCKO/IbKY YCTPOMCTBOM
WUrHOPUPYIOTCS BCE MakKeTbl, He Boweawune B bydpep odepegn FIFO, M COOTBETCTBEHHO TepstoTCA
6e3B03BpaTHO. PelwaeT AaHHy0 nNpobsiemy mMeToZ, OpPraHM3ylLWMn odepegm No NpuoputeTy Tpadwmka.
MexaHuam QoS (Quality of service — KauyecTBo 06CAyXMBaHMA), peanv3oBaHHbIA B KOMMyTaToOpax,
No3BO/IAET OPraHM30BaTb BOCEMb OYEpPeAEN NPUOPUTETA MAKETOB B 3aBMCMMOCTU OT TUNA NepesaBaemMblxX
OaHHbIX.
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4.27.1 Hacmpoiika QoS

KomaHObI pexcuma 2n10basabHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunuya 194 — KomaHabl pexmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

class-map class_map_num

no class-map class_map_num

class_map_num:
(1..65535)

1. Co3faTb CMMCOK KpuTepueB Knaccuounkaumm Tpaduka.
2. BoliTU B peMm pesakTMpOBaHUA CNUCKA KpUTepues Kaaccudu-
Kauuu TpaduKa.

Y4anuTb CNUCOK KpuTepues Kaaccudurkaumm tpaduka.

policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Co3patb cTpaTernio knaccudmrkaumm Tpadumka.
2. BonTn B pexMM peaakTUpOBaHMA CTpaTermm Knaccudpukaumm
TpaduKa.

Yaanutb npaBmno KnaccuduKkaumm Tpadpuka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
sched-algo {strict-priority |
wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
sched_num: (1..65535)

OnpegennTb anroputm paboTbl NIaHMPOBLLMKA Ha MHTepdeiice.

- strict-priority — cTporas ouepesb, MMeeT HauBbICLIWIA MPUOPUTET;
- strict-wrr — ouepeb N0 MeXaHW3My WrT, UMeIOLAA NpuopuTeT
BblLLE oYepean Wrr;

- Wrr — o4yepeap, 06pabaTbiBalOLLAACA MO MEXAHU3MY WIT;

- fa/gi/te_port — ucxogawmin nHtepoeiic.

Ypanutb HaCTpOVIKM NNaHNPOBLUKA.

queue queue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}
[scheduler sched_num]
weight weight

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
queue_num: (1..8);
weight: (1..127);
sched_num: (1..65535)

3azaTb HOMEp U BEC oYepeam Oja ucxogsailero nHtepoeiica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

no queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

OnpegennTb Tpadmk c meTkol CoS/DSCP B ouepeab.

OTmeHUTb onpegeneHune Tpaduka B ouepesb.

gos interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
def-user-priority priority

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

Priority: (0..7)/0

YKa3aTb ouepeab ana uHTepoerica, Npy ycaoBUM OTCYTCTBUA METOK
CoS/DSCP y Bxoaawmx NakeTos.

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIKAOYEHO

BK/IOYMTB OTNPABKY TPanoB O NpeBbIWEeHMM Nopora cpu-rate-limit
B syslog.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIK/IIOYEHO

BK/OUMTL reHepaLmio yBeaOMAEHWUIA NpW NPeBblleHU 3HaYeHUA
cpu-rate-limit.

OTKNOUUTb reHepaLuio YyBeOMIEHUs Ha yCTPoCTBe.
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KomaHObI pexcuma KoHguzypayuu VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHdurypaumm VLAN:

console (config-vlan) #

Tabnnuya 195 — KomaHgb! pexuma KoHdurypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

OnucaHue

qos cos egress cos_default

NO (OSs COos egress

cos_default: (0..7)/0 beiic).

YcTaHaBoBUTb 3Ha4YeHWe CoS ans nopta (CoS, npumeHaemblit ans
BCEro HeTerMpoBaHHOrO TpaduKa, NPOXOAALLEro Yepes WMHTep-

YCTaHOBWTb 3HaYeHMEe N0 YMOYAHWUIO.

KomaHObI pexcuma KoHguaypayuu uHmepagelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnvua 196 — KomaHabl pexkmma KoHpurypaumm nHtepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

qos trust {cos | dscp | cos-dscp
| none}

no qos trust

-/BbIK/IIOYEHO

YCTaHOBUTbL PEeXUM A0BEPUA KOMMyTaTopa B 6a3oBom pe-
»}ume QoS (CoS naun DSCP).

- COS — YCTaHAB/MBAET KNACCUPUKALMIO BXOAALMX MAKETOB
no 3Ha4yeHmAam CoS. A HeTermpoBaHHbIX MAKETOB UCMO/b-
3yeTca 3HavyeHue CoS No ymonyaHuio.

- dscp — ycTaHaB/iMBaET KNaCCUOUKALMIO BXOAALMX NaKe-
TOB Mo 3HayeHuAm DSCP.

- cos-dscp — ycTaHaBAMBAET KNacCUPUKaLMIO BXOSALLMX Na-
KeToB no 3Ha4yeHnAm DSCP ana IP-nakeToB 1 nNo 3Ha4YeHnAM
CoS ana He IP-nakeToB.

YCTaHOBUTb 3HAYeHUA No YMOANYaHULO.

qos map regen-priority
{vlanPri | ipDscp} enable

no qos map regen-priority
{vlanPri | ipDscp} enable

-/BbIK/OYEHO

- VlanPri — pa3spewuTb ycTaHOBUTb Ha MCXOAALLEM UHTep-
deice 3HayeHne CoS B NakeTax COrMacHO HaCTPOEHHOMY
BHYTPEHHeMY NpuopuTeTy.

- ipDscp — paspewnTb MU3MepuUTeNo NepemMapKMpoBbIBaTb
TpaduK cornacHo HaCTPOEHHOMY anropuUTMy.

OTMEHWTb HAaCTPOWKM NepemapKnpoBKM TpadurKa Ha UCXO-
aawem nHtepdeiice.

qos def-vlanPri source {inner-
vlanPri/none/user-pri}

no qos def-vlanPri source

-/none

YcTaHaBAMBaeT UCTOYHMK svlan-priority npu ncnonbsosa-
Hum DotlQ tunnel gna BxopAwero TpapuKa Ha WHTEp-
delice.

- inner-vlanPri — konupyeT cvlan-priority B svlan-priority;
- user-pri — 3Ha4yeHue svlan-priority 6epetca n3s qos inter-
face {fastethernet/gigabitethenet/tengigabitether-
net/port-channel port} def-user-priority priority;

- none — 3Ha4yeHne No ymonyaHuto, svlan-priority = 0.

Bo3BpaluaeTca 3HaYeHne N0 YMOAYAHUIO.

KomaHObI pexcuma pedakmuposaHUA CIUCKA Kpumepues KaaccuguKkayuu mpaduKka

Bupa, 3anpoca KOMaHAHOVI CTPOKU pexXnma penakTnuposaHUA CNUCKa Kputepumes KﬂaCCMd)MKaLI,MM

TpaduKa:

console# configure terminal
console (config)# class-map class-map-name
console (config-cls-map) #
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Tabaunua 197 — KomaHapl perkrMma pefakTMpoBaHUA CNUCKA Kputepures Kaaccudukaumm Tpaduka

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

match access-group {ip-access-
list | mac-access-list } ac/_num

acl_num: (0..65535)

[06aBUTb KpuTepuii Knaccuoukaunm tpaduka. Onpeaenset npa-
BUAa dunbTpaumm Tpaduka no cnncky ACL ans Knaccudurkaumu.

set class class_num

no set class class_num

class_num: (1..65535)

AKTMBMpPOBATb Kaacc.

OTKAtoUNTb paboTy Knacca.

set class class_num regen-
priority priority group-name
name

priority: (0..7);
name: (1..31) cumBonos

3afaTb BHYTPEHHMI NPUOPUTET ANA YKA3aHHOTrO Kaacca.

KomaHObI pexcuma pedakmupo8aHua cmpameauu Kaaccugukauuu mpaguKka

Buz 3anpoca KOMaHAHOWM CTPOKM peXXMma pefakTMpoBaHuA cTpaTernm KnaccuduKkaumm Tpadmka:

console# configure terminal
console (config)# policy-map policy-map-name
console (config-ply-map) #

Tabnnuya 198 — KomaHAabl pexkMma pefakTMpoBaHUA CTpaTerMm Knaccudpurkaumm tpadmrka

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCTaHOBUTb HOBOE 3HAYeHMe MeTKM AJiA MaKeTa.

set meter meter

no set meter

YCTaHOBUTb OrpaHMYeHne oA CKOPOCTM MOTOKA COMMAaCHO HACTPO-
€HHOMY anroputmy.

Ypanutb orpaHnyeHune A1 CKOPOCTU NOTOKA COMacHO HacTPOeH-
HOMY anropuTMy.

KomaHObI pexcuma 2a06anab6HoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 199 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

meter meter

no meter meter

meter: (1..255)

Co3fatb M3MepUTeslb OFPaHUYEHUA CKOPOCTU A/A UCXOAALLEero
TpaduKa.

Y4anuTb M3MepuTesib OrpaHUYeHUA CKOPOCTM ANA MUCXOAALLEro
TpaduKa.

KomaHObI pexuma KoHguaypayuu usmepumesns 02paHUYeHUs CKopocmu 018 8x00Aue20 mpa-

_d_)UKG

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMme KOHOUTypauuu:

console (config-meter) #
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Tabnmua 200 — KomaHabl pexkmma KoHpurypaumm

nameputena orpaHnN4eHmA CKOpoCTn

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBUTb OrpaHNYeHne CKOPOCTU 41 UCXoaaLLero TpaduKa co-
rnacHo anropuTtmy avgRate (leaky bucket).

meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBUTb OrpaHUYEHNE CKOPOCTU A8 ucxoasawero Tpaduka co-
rnacHo anropuTmy single rate — Three Color Marker (rfc2697).
Color-aware — BK/toyaeT aHanm3 DSCP npu aHanuse obbema Tpa-
oduKa.
Mopaepunsaerca Tonbko Ha MES2424, MES24248B,
MES2424FB, MES2424P, MES2448, MES2448B,
MES2448P, MES2411X, MES3710P.

meter-type trTCM cir
{cir_value} cbs {cbs_value} eir
{eir_value} ebs {ebs_value}
mode {bytes | packets} [color-
aware]

YCTaHOBUTb OFrpaHUYEHNE CKOPOCTU 1A ucxoasalero Tpaduka co-
rnacHo anroputmy two rate — Three Color Marker (rfc2698).
Color-aware — BK/to4aeT aHanm3 DSCP npu aHanuse obbema Tpa-
duKa.
Mopaepunsaerca Tonbko Ha MES2424, MES24248B,
MES2424FB MES2424P, MES2448, MIES2448B,
MES2448P, MES2411X, MES3710P.

' Ona KoppeKkTHOW paboTbl M3mepuTena ¢ anroputmamm sr-TCM u tr-TCM TtpebyeTca ycTaHo-
BUTb Ha Ucxoaawem uHrepdeiice KomaHgy qos map regen-priority ipDscp enable.

KomaHOb1 pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 201 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show qos global info

OT06pasunTb rnobasnbHble HACTPOMKK (OS.

show qos def-user-priority
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group]

MoKasaTb B KaKyto o4yepeab onpeseneHbl MHTephenchbl.

show queue-map[fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]

0OT106pa3suTtb mannuHr CoS n DSCP no ymonyaHuio.

show qos trust

MPOCMOTP TEKYLUMX HAaCTPOEK J0BEPUA METKam cos 1 dscp.

show qos queue-stats
[interface gigabitethernet
gi_port | tengigabitethernet
te_port]

gi_port: (0/1..48);
te_port: (0/1..11)

OTo6pasunTb cTaTUCTMKY QOS.
MopaepKusaetca TonbkKo Ha MES2424, MES24248B,
MES2424FB, MES2424P, MES2448B.

Mpumep NPUMEHEHUS CEPBUCHOM MOJUTUKM:

Ona Tpaduka, umetowero DSCP 8, meHaeTtca VLAN Ha 100, p-bit meHaeTca Ha 7, dscp meHaeTca Ha 63,
CKOPOCTb NOTOKa orpaHnymBaetca Ao 512 kbps.

console (config)# ip access-list extended 1008
console (config-ext-nacl)# permit ip any any traffic-class 8 sub-action mod-

ify-vlan 100

console (config-ext-nacl)# !
console (config) # interface gigabitethernet 0/6
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console (config-if) # gos trust cos
console (config-if) # switchport mode trunk
console (config-if) # ip access-group 1008 in
console (config-if)# !

console (config) # interface gigabitethernet 0/7
console (config-if) # switchport mode trunk
console (config-if) # gqos map regen-priority-type vlanPri enable
console (config-if)# !

console (config)# class-map 1008
console (config-cls-map) # match access-group ip-access-list 1008

console (config-cls-map)# set class 1008 regen-priority 7 group-name Q0S
console (config-cls-map)# !

console (config) # meter 10

console (config-meter) # meter-type avgRate cir 512 kbps

console (config-meter) # !

console (config) # policy-map 1008

console (config-ply-map)# set policy class 1008 default-priority-type ipDscp
63

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

¢elica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKU B penume KoHourypauum uHtepdeiica Ethernet, uHtepdeliica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 202 — KomaHabl pexkuma KoHpurypaumum untepdeiica Ethernet, rpynnsl uHtepdelicos

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuro
rate-limit input rate rate: (16..4194288) YCTaHOBUTb OFrpaHUYeHNe CKOPOCTH ANA BXoAALLero TpadumKa.
no rate-limit input kbps YCTaHOBWTb 3HAYEHME MO YMOIYAHUIO.
rate-limit output rate YCTaHOBUTb OrpaHUYeHMe CKOPOCTU ANA ucxogaLLero Tpaduka.
rate: (16..4194288) V 3HaueHue rate AOMKHO 6bITb KpaTHO 16.
kbps

no rate-limit output YCTaHOBWTb 3HAYEHME MO YMONYAHMUIO.

Mpumep HacTPOWMKM OrpaHNYeHnn CKopocTM nopTaGigabitEthernet 0/4:

console# configure terminal

console (config)# wlan 10

console (config-vlan)# vlan active

console (config-vlan)# !

console (config) # interface gigabitethernet 0/4
console (config-if)# switchport mode access
console (config-if)# switchport access vlan 10
console (config-if)# rate-limit input 512
console (config-if) # rate-limit output 512

Mpumep HacTpoiikmn QOS:

HacTpouTb NNaHNPOBLLMK NO aNrOPUTMY WIT A5 ucxogawero nHtepdeiica fa0/1. Pacnpeaenntsb Tpa-

¢ukK cornacHo nonto CoS B ovepegy 1-4. HasHaunTb BeC WrIT A1s oYepeseit COracHO HoMepy oyepeau.
Ouepepb 5 06bABUTL NPUOPUTETHOMN.

console (config) # scheduler 10 interface fastethernet (/] sched-algo wrr
console (config) # scheduler 20 interface fastethernet 0/1 sched-algo
strict-priority

console (config) # queue 1 interface fastethernet 0/1 scheduler 10 weight I
console (config) # queue 2 interface fastethernet 0/1 scheduler 10 weight 2
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console (config) #
console (confiqg) #
console (config) #

queue 3 interface fastethernet (/1 scheduler 10 weight 3
queue 4 interface fastethernet 0/1 scheduler 10 weight 4
queue 5 interface fastethernet (/1 scheduler 10

console (config) # queue-map regn-priority vlanPri 1 queue-id I
console (config) # queue-map regn-priority vlanPri 2 queue-id 2
console (config) # queue-map regn-priority vlanPri 3 queue-id 3
console (config) # queue-map regn-priority vlanPri 4 queue-id 4
console (config)# queue-map regn-priority vlanPri 5 queue-id 5
4.28 KoHdurypauma npoToKO/I0B MapLupyTu3aLmum
’ ‘ AnnapaTtHaa maplipyT1M3auma nogaepXMBaeTca ToNbKo Ha mogenax MES2424, MES2424B,
e MES2424FB, MES2424P, MES2448, MES2448B, MES2448P, MES2411X, MES3710P.

4.28.1 KoHjpueypayua cmamu4yeckoli mapwpymu3sayuu

CTaTMyeckas mapupyTusauma — BUA MapLLpyTU3aLMK, MPU KOTOPOM MapLLpPyTbl YKa3blBalOTCA B AB-
HOM BMZE Npu KOHPUrypauumn mapLupyTmsatopa. Bca mapwpyTmsauma npm 3Tom npoucxoamut 6es yyactmsa
KaKUX-IMHO NPOTOKOI0B MapLUpyTMU3aLUN.

KomaHObI pexcuma 2a0b6ana6Hol KoOHguU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHoM KoOHbUrypaumm:

console (confiqg) #

Tabnnuya 203 — KomaHgb! pexkuma KoHdpurypaumum nntepdeiica Ethernet, rpynnel uHtepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
Mo yMmonYaHuio

Aelicmeue

ip route prefix {ip_mask
| prefix_length} {gateway

no ip route [all | prefix
{ip_mask [prefix_length} [gate-
way]]

prefix_length: (0..32);
distance (1..255)/1
vlan_id: (1..4094)

Co3zaTb CTaTMYECKOE NPABU/IO MapLIPyTU3aLLMK.

- prefix — ceTb Ha3HayeHus (Hanpumep, 172.7.0.0);

- mask — macka cetu (B popmaTe LecATUYHON CUCTEMbI CUMCe-
HUA);

- gateway — W03 ANA JOCTYNA K CETU HazHayeHus;

- distance — Bec mapLupyTa;

- vlan_id — 3apaétca B TOM cnyyae, eciv CeTb HazHaYeHUs Hanpa-
myto (directly) noakntoueHa K MHTepdeicy, COOTBETCTBYIOLLEMY
vlan_id.

YaanuTb Npasuao 13 Tabauubl CTaTUYECKO MapLIpyTU3aLLMK.
- all — ypanuTb BCe Npasuaa 13 TabauLbl CTaTUMECKON MapLlpyTH-
3aumn.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnunua 204 — KomaHabl pexkmma EXEC
3HayeHue/3HayeHue

KomaHoa Aeticmsue
no ymon4aHuro
show ip route [prefix [mask]| MokKaszaTb Tabanuy MapLipyTU3aumm, ya0BAETBOPAIOLWYIO 3a4aH-
connected | details | failed | HbIM KpUTEPUAM.
static | summary] - prefix — ceTb Ha3Ha4YeHUs;
- mask — macKa ceTu (B popmaTte AeCATUYHOMN CUCTEMBI CYMCIE-

HUA);

- connected — NOAKNIOYEHHbIV MApLLUPYT, TO €CTb MapLIpyT,B3A-

- TbIli C HENOCPEACTBEHHO NOAKAOYEHHOTO U GYHKLUMOHMPYIOLWLErO
MHTepodeiica;

- details — neTannsmnposaHHan nHpopmaums;

- failed — mapwpyTbl, ycTaHOBNEHHbIE C OLWMBOKaMu;

- static — cTaTMuecknit MapLupyT, NPONUCaHHbIN B TabanLe mapLl-
pyTusauum;

- summary — obLiee Ko/IM4YecTBO MapLIpPyTOB.

4.28.2 Hacmpolika Virtual Router Redundancy Protocol (VRRP)

’ |  OYHKUMA noAaLep’KUBAETCA TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,
° MES2424P, MES2448, MES2448B, MES2448P, MES2411X, MES3710P.

Mpotokon VRRP npepHasHayeH AnA pe3epBMPOBAHUA MapLUPYTU3aTOPOB, BbIMOJHAOWMX POJb
LINH03a MO YMOJIYaHUI. ITO AocTUraeTcs NyTém obbeanHeHus IP-uHTepdencos rpynnbl MapLLpyTU3aTopos
B OAMH BMPTYasibHbINA, KOTOPbIM ByAEeT NCMONb30BaTbCA KaK LW/IHO3 N0 YMOJIYaHUIO A8 KOMMbIOTEPOB B CETU.
Ha KaHanbHOM ypoBHe pe3epBupyemMble nHTepdelicbl umeroT MAC-agpec 00:00:5E:00:01:XX, rge XX — Ho-
mep rpynnbl VRRP (VRID).

ToNbKO OANH U3 GU3MYECKUX MAPLUPYTU3ATOPOB MOXKET BbINONHATE MapLUpyTU3aLmMio TpaduKa Ha BUPTY-
anbHom IP-nHTepodeice (VRRP master), ocTanbHble MaplupyTM3aTopbl B rpynne npeaHasHaveHbl s pesep-
BupoBaHua (VRRP backup). Beibop VRRP master npoucxoguT B cootBetcTBuMM ¢ RFC 5798. Ecnm Tekywmi
master cTaHOBUTCA HeAOCTYMNHbIM — BblI6Op master'a nosTopsAeTcA. HamsbICWNIN NPUOPUTET MMEET MapLU-
pyTM3aTOp C COHBCTBEHHBIM IP-aapecom, coBnagatowmm ¢ BUPTYasibHbIM. B ciiydae AOCTYNHOCTU OH Bceraa
ctaHoBuTcA VRRP master. MakcnmanbHoe koaundectso VRRP-npoueccos — 32.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKM pexxmnma riob6anbHoM KoHGUrypauum:
console (config) #

Tabnunua 205 — KomaHabl pexkmma rnobanbHol KoHdUrypaumm

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymoa4YaHuro

vrrp enable Bkntountb VRRP rnobanbHo.

-/BbIKNOYEHO Dns Toro utob6bl VRRP 3apaboTan Ha uHTepdeiicax,

HYKHO BKAounTb VRRP rnobanbHo.

no vrrp enable YaanuTb npaBuao 13 Tabaunubl CTaTUYECKON MapLpyTU3aLmu.
vrrp version {v2 | v3} -/v2 3agatb Bepcuio VRRP.
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KomaHObI pexcuma KoHguypayuu uHmepageticos VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHpurypaumm nHtepoeiicos VLAN:

console (config-if)#

Tabnnua 206 — KomaHab! pexkmuma KoHpurypauum nntepderic VLAN

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

vrrp vrid ipv4 ip_address

no vrrp vrid ipva [ip_address]

vrid: (1..255)/-

Onpegenutb IPv4-agpec VRRP-mapwpyTtnsaTtopa.

YaanuTb BUPTYasbHbI MapLupyTM3aTop vrid Ha AaHHOM YCTPOM-
cTBe.

vrrp vrid accept-mode {enable
| disable}

vrid: (1..255)/
BbIK/TIOYEHO

enable — BKntounTb pexum, B KoTopom VR-agpec byaer otseyaTb
Ha ICMP-3anpocbl U NPUHMMATL 3anpocbl Ha NOAK/OYEHME MO
Telnet n SSH;

disable — BbIK/NIOUYNTbL AAHHbIN PEXUM.

vrrp vrid preempt

no vrrp vrid preempt

vrid: (1..255)/
BK/IOYEHO

BKNOUMTL pexnm, npm KOTopom backup-mapwpytusatop ¢ 6onee
BbICOKMM MNpUOpUTETOM ByAeT MbITaTbCA NepexsBaTUTb Ha cebn
posib master y TeKkyllero master-maplpyTmsaTopa ¢ bonee HU3-
KUM NPUOPUTETOM.
MapLipyTusaTop, KOTopblit AaBnAeTcA Baagenbuem IP-
V agpeca maplupyTtusaTtopa, 6yaer nepexsaTbiBaTb Ha
ceba posb master HE3aBUCUMO OT HACTPOEK AAHHOM KO-
MaHAbI.

BbikntounTb pexnm npeemCcTBeHHOCTU.

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254)/
255 pna snapgenoua IP-
agpeca, 100 ona

HasHauntb npuoputeT VRRP-mapwpyTtmsaTopa.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHMUIO.

OCTa/IbHbIX
vrrp vrid timer {seconds| msec seconds: (1..255); OnpeaennTb MHTEPBAN MeXAy aHOHCamMM master-maplupyTusa-
milliseconds} milliseconds: Topa.
no vrrp vrid timer (10..255000)/ YCTaHOBWUTb 3HAYEHME MO YMOMYAHUIO.

1 cek

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 207 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

show vrrp [detail | statistics |
interface vlan vian_id | vrid
[detail | statistics]]

vrid: (1..255)/-

MpocmoTpeTb KpaTKylo WAM AeTanbHyo MHbOpMaLMO AnAa Bcex
MW O4HOMO HAaCTPOEHHOro BUPTYyanbHOro mapwpytmsatopa VRRP.
- detail — npocmoTp aeTanbHOM MHPOPMaLUW;

- statistics — npocmoTp o6Lelt CTaTUCTUKM.
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4.28.3 Hacmpoiika npomokosaa OSPFv2

OSPF (Open Shortest Path First) — npoTokon AgMHaMMYECKON MapLIpyTU3aLMKM, OCHOBAHHbIN Ha
TEXHONOMMU OTCNEKMBAHUS cocTosHMUA KaHana (link-state technology) n ncnonb3yowmnes gna Haxox-
OeHUA KpaTyanwero nyty anroputm Oeinkctpbl. NpoTtokon OSPF npeactasaset coboil NPOTOKOA BHYT-
peHHero wnto3a (IGP). Mpotokon OSPF pacnpocTpaHaeT MHPOPMALMIO O AOCTYMHbIX MapLLIPyTax MexKay
MapLLpyTU3aTOPaMMn OAHOM aBTOHOMHOW CUCTEMDbI.

KomaHObI pexcuma 2106asabHol KoHpu2ypayuu 014 OSPFv2

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobasbHON KOHPUIypaLmm:

console (config) #

Tabnunuya 208 — KomaHabl pexkmuma rnobanbHol KoHdurypaumm OSPFv2

3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
router ospf -/- 3aiTn B pexxum KoHdurypauum npouecca OSPFv2.

KomaHOb! pexcuma npouecca OSPFv2

Bua 3anpoca KOMaHAHOM CTPOKM B perkMme KoHdUrypaumm npouecca OSPFv2:

console (config-router) #

Tabnnua 209 — KomaHabl pexxmma KoHourypauum npouecca OSPFv2

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

shutdown

no shutdown

-/BbIKNIOYEH

BbikntounTte OSPF-npouecc.

V Mo ymonuaHuio OSPF-npouecc BbIK/IOYEH.

Bkntountb OSPF-npouecc.

distance dist

no distance

dist: (1..255)/110

YCTaHOBWTb afMUHUCTPATUBHYIO AncTaHuuto gas OSPF.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

default-information origi-
nate always [metric metric]
[metric-type {1 | 2}]

no default-information
originate always [metric
metric] [metric-type {1 | 2}]

metric: (1..16777214)/20

BkAOUMTb aHOHCMpPOBaHMe W33 No YMOAN4YaHUIO, BHE
3aBUCUMOCTU OT TOrO 3a4aH /I OH CTaTUHECKUM MapLlpy-
TOM UNU He 3a4aH.

YCTaHOBWTb 3HAYEHME N0 YMONYAHWIO.
B cnyyae yKasaHWA NapameTpa BepHYTb ero 3Ha4yeHue no
YMONYaHMIO.

set nssa asbr-default-route
translator {enable | disa-
ble}

-/BbIKAOYEHO

BKAOUUTL MAKM BBIKAOYUTDL TPAHCAALMIO MaplupyTa Mo
ymonyaHuto (yctaHoBuTb P-6uT) B NSSA Ha ASBR, KoTo-
pbii He aBnseTcs ABR.

V [OoMKHO 6biTb BK/IOYEHO aHOHCUpPOBaHUe

redistribute connected
[metric metric] [metric-
type {1 2}]

no redistribute connected
[metric]

metric: (1..16777214)/20

mapupyTa no ymon4daHuto (default-information
originate always).

Pa3pelwmnTb aHOHCMpOBaHWe connected-mapLUpyToB:

- metric-type 1 — yCTaHOBUTb TUM MMMNOPTUPYEMBIX

MapLIpyTOB Kak external-1;

- metric-type 2 — yCTaHOBUTb TUM MMNOPTUPYEMBbIX

MapLIPYTOB Kak external-2;

- metric — 3HauyeHWEe MEeTPUKM AAA VMMMOPTUPYEMBIX
MapLUpPYTOB.

3anpeTuTb aHoHcMpoBaHWe connected-mapwpytos. B
C/lyydae yKasaHWA MapameTpa BepHyTb ero 3HayeHue no
YMOIHaHMIO.
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redistribute static [metric
metric] [metric-type {1 |

2}]

no redistribute static
[metric]

metric: (1..16777214)/20

Pa3pelunTb aHOHCMpPOBaHNE CTaTUYECKMUX MAPLUPYTOB:

- metric-type 1 — yCTaHOBUTb TUM WMMMNOPTUPYEMbIX
MapLpyToB Kak external-1;
- metric-type 2 — ycTaHOBUTb TUM WMMMOPTUPYEMbIX

MapLIpyTOB KakK external-2;
- metric — 3HayeHUe METPUKU [A MMMOPTUPYEMBIX
MapLLpyTOB.

3anpeTnTb aHOHCUMPOBAHME CTAaTUYECKMX MapLipyTos. B
C/ly4ae yKasaHWA napameTpa BEepHYTb ero 3HayeHue no
YMONYaHUIo.

redistribute rip [metric
metric] [metric-type {1 |

2}]

no redistribute rip [metric]

metric: (1..16777214)/20

PaspewunTb aHOHCMPOBaHWE MapLIPYTOB, MOYYEHHbIX NO
npotokony RIP:

- metric-type 1 — ycCTaHOBUTb TUM WMMMOPTUPYEMbIX
MapLIpyToB Kak external-1;
- metric-type 2 — yCTaHOBUTb TUM WMMMOPTUPYEMbIX

MapLUpyTOB Kak external-2;
- metric — 3HayeHVMe METPUKWU ANA MMMOPTUPYEMbIX
MapLUPYTOB.

3anpeTuTb aHOHCUMPOBAHWE MapPLLPYTOB, NONYYEHHbIX NO
npoTtokony RIP. B cnyyae ykasaHuA napameTpa BepHYTb
€ro 3HaYeHne No yMOI4YaHUIO.

redistribute bgp [metric
metric] [metric-type {1 |

2}]

no redistribute bgp
[metric]

metric: (1..16777214)/20

Pa3pelwmnTb aHOHCMpPOBaHME MapLLPYTOB, NOAYYEHHbIX MO
npotokony BGP:

- metric-type 1 — ycTaHOBUTb TUM WMMMOPTUPYEMbIX
MapLIpyTOB Kak external-1;
- metric-type 2 — yCTaHOBUTb TUM WMMMOPTUPYEMbIX

MapLUpPYyTOB Kak external-2;
- metric — 3HayeHUe METPUKM A7 MMMOPTUPYEMbIX
MapLUpPYyTOB.

3anpeTuTb aHOHCUMPOBAHWE MApPLLPYTOB, NOJYYEHHbIX MO
npotokony BGP. B cnyyae ykasaHua napameTpa BEPHYTb
€ro 3HayeHne No YMONYaHUIO.

redistribute all
[metric metric] [metric-
type {1 ] 2}]

no redistribute all [metric]

metric: (1..16777214)/20

PaspelmnTb aHOHCUPOBaHME MapLLPYTOB, NOJYHEHHbIX NO
BCEM NoAJepKMBaeMbIM NPOTOKONAM MapLUPYTU3aLIUNK:
- metric-type 1 — ycTaHOBUTb TUM WMMMOPTUPYEMbIX
MapLIpyTOB Kak external-1;

- metric-type 2 — ycTaHOBUTb TUM WMMNOPTUPYEMbIX
MapLUpyTOB Kak external-2;

- metric — 3HayeHWe METPUKM A8 UMMNOPTUPYEMbIX
MapLUPYyTOB.

3anpeTuTb aHOHCMPOBAHWE MApPLIPYTOB, MOJyYEHHbIX MO
BCEM NOAAEPKMBAEMbIM NPOTOKONAM MapLLPyTU3aLUK.
B cnyyae ykasaHusa napameTpa BEpHYTb ero 3Ha4yeHue no
YMOYGHUIO.

compatible rfc1583

no compatible rfc1583

-/BKNtOYEHO

BkatounTtb coBmectumocTb ¢ RFC 1583.

BbikntounTb coBmectumocTtb ¢ RFC 1583.

router-id A.B.C.D

no router-id

A.B.C.D: nageHtndukatop
MmapLipyTusatopa B pop-
mate IPv4-appeca

YCTaHOBUTb MAEHTUGMKATOP MapLLPYTU3aTOPa, KOTOPbIN
YHUKANbHO MAEHTUOULMPYET MapLIpyTM3aTop B npese-
Nlax OAHOW aBTOHOMHOW CUCTEMbI.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

network ip_addr area
A.B.C.D

no network ip_addr

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-ag-
peca

Bkntoumtb OSPF Ha IP-uHTepdelice.

Yaanuts IP-agpec uHtepoeiica.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub
[no-summary]

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-ag-
peca

YCTaHOBUTb A/1A YKa3aHHOM 30HbI TUN stub. 30Ha — coBo-
KYMHOCTb CEeTei U MapLIpyTM3aTOPOB, UMEIOLLMX O4MH U
TOT Xe UAeHTUOUKaTOp.

- no-summary — He OTNPaBAATb MHPOPMALMIO O CyMMU-
POBaHHbIX BHELIHUX MapLIpyTax.

YCTaHOBUTb 3HaAYeHMe nNo YMONYaHUIO.

area A.B.C.D nssa [no-sum-
mary]

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-ag-
peca;

YCTaHOBUTb A5 YKa3aHHOW 30HbI TUn NSSA.
- no-summary — He OTNpPaBAATb MHPOPMALMIO O CYMMMU-
POBaHHbIX BHELWHUX MapLipyTax BHYTPb NSSA-30HbI;
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[default-information-origi-
nate [metric metric] [met-
ric-type {1 | 2}]]

no area A.B.C.D nssa [no-
summary]
[default-information-
originate]

metric: (1..16777214)/20

- default-information-originate — BKAOYUMTL aHOHCKpO-
BaHWe LLWI03a MO YMO/IYAHUIO, BHE 3aBUCUMOCTU OT TOTO
3a4aH /1M OH CTAaTUYECKMM MapLUPYTOM UAW He 3a4aH;

- metric-type 1 — ycTaHOBUTb TUM MapLUPyTa NO ymonya-
HUIO KaK external-1;

- metric-type 2 — ycTaHOBWTL TMN MapLLPYTa MO yMONYa-
HUIO KaK external-2;

- metric — 3HayeHWe MEeTPUKU A9 AHOHCUPYEeMOro
MaplLupyTa.

YCTaHOBWTb 3HAYEHWE MO YMONYaHMI0. B ciyyae ykasaHua
napameTpa BEPHYTb €ro 3HauYeHWe No YMOIYaHuIO.

area A.B.C.D default-cost
metric

no area A.B.C.D default-
cost

A.B.C.D: naeHtndukatop
30HbI B popmarTe IPv4-ag-
peca;
metric: (1..16777215)/20

YCTaHOBUTb METPUKY ANA W33 MO YMONYAHUIO B aHOH-
cax gns 30H stub 1 NSSA.

YCTaHOBUTb 3HAYEHUeE Mo YMOI4aHUIO.

area A.B.C.D range

ip_addr prefix_length {sum-
mary | Type7} [advertise |
not-advertise]

no area A.B.C.D range
ip_addr prefix_length

A.B.C.D: ngeHtnduratop
30HbI B popmarte IPv4-ag-
peca;

BbINONIHUTL CYMMMPOBaHWE MapLUPyTOB, MOMAaAaoLWmUX
nog, yKasaHHbIi AManasoH.

- summary — 4158 MeX30HabHbIX MapwpyTos (LSA Tmn-
3);

- Type7 — ana BHewHuUx mapwpytosB n3 NSSA B maru-
CTPaNbHYO 30HY;

- advertise — 06BbABUTL YKa3aHHbIN MapLUpPYT;

- not-advertise — He 06bABAATL YKA3aHHbIMA MapLIPYT.

YAanuTb cymMMpoBaHMe MapLIpyToOB AnA AaHHon OSPF-
30HbI.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: naeHtndmkaTtop
30HbI B popmarte IPv4-ag-
peca

YCTaHOBUTb poab TpaHcaAaTopa B NSSA-30He.

- always — TpaHcampoBsath Becerga LSA tmn-7 B LSA tmn-5;
- candidate — y4yacTBOBaTb B NpoLiecce BbIbopa TpaHcNA-
TOpa.

YCTaHOBUTb 3HAYEHME MO YMONYAHWIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (0..2147483647)/40 ce-
KYHZA,

Mepuopg, ctabuansaumm B CEKyHAAX, 418 TpaHcAATopa B
NSSA.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

area A.B.C.D virtual-link
E.F.G.H [dead-interval
dead]

[hello-interval hello]
[retransmit-interval ret]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: ngeHtnduratop
30Hbl B dopmare IPv4-aa-
peca;

E.F.G.H: ngentndukatop
MapLUpyTU3aTOpa Ha3Haue-
HuA B popmarte IPv4-aa-
peca;
dead:(1..65535)/40 cekyHg;
hello: (1..65535)/10 cekyHz,
ret: (1..3600)/5 cekyHz,

Co3naTb BUPTYaNbHOE COEAMHEHUE MEXKAY MarucTpanb-
HOM M HEMArncTpaabHO 30HaMK, MeXK Y KOTOPbIMU NpPU-
CYTCTBYET Apyrasa HemarmcTpanbHas 30Ha.

- dead-interval — ykasaTb dead-uHTepsan;

- hello-interval — ykasatb hello-uHtepsan;

- retransmit-interval — yKka3aTb MHTepBan meay NoBTOp-
HbIMM Nepegayamm.

Ypanutb BUPTya/ZibHOE coeanHeHune.

passive-interface {default |
loopback /oopback | vlan
vlan_id}

no passive-interface {de-
fault | loopback loopback |
vlan vian_id}

loopback: (0..100);
vlan_id: (1..4094)/disabled

3anpetutb IP-uHTepdelicy obMeHMBaATLCA MNPOTOKO/b-
HbIMUW COOBLLEHUAMM C COCEAAMM Yepes3 YKasaHHble WH-
Tepoencobl.

- default — 3anpetuTb A1 Bcex MHTepdencos.

Paspewntb IP-uHTEpdEicYy 06MeHMBATLCA MPOTOKO/Ib-
HbIMU COOBLLEHNAMMN C COCEAAMM Yepes yKazaHHbIe UH-
Tepoencobl.

neighbor ip_addr

no neighbor ip_addr

ip_addr: A.B.C.D

3aaatb Bpy4Hyto OSPF-cocepa.

Ypanntb OSPF-cocepa.

redist-config ip_addr pre-
fix_length [metric-type
{asExttypel | asExttype2}]
[metric-value metric]

metric: (1..16777215)/20

YcTaHOBUTL NapameTpbl peaucTpubyumm Ana BHELWHWUX
MapLLpPYTOB.

- ip_addr — IP-apgpec ceTM HazHa4YeHus;

- prefix_length — IP-macka ceTy;

- metric-type asExttypel — ycTaHOBWMTb TMN MapLipyTa
external-1;
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no redist-config ip_addr
prefix_length

- metric-type asExttype2 — ycTtaHOBMTb TMN MapLipyTa
external-2;
- metric-value — yCTaHOBUTb 3HAYEHUE METPUKM.

YAanutb yCTaHOB/IEHHblE MapamMeTpbl pPeaucTpubyuum
ANA 33J@HHOMO0 MapLupyTa.

summary-external ip_addr
prefix_length [advertise |
allowAll | denyAll | not-
advertise]

[translation {disabled |
enabled}]

-/oTKAOUYEHO

no summary-external
ip_addr prefix_length

BbINO/IHUTBL CYyMMMPOBAHME BHELIHUX MApPLLPYTOB.

- ip_addr — IP-agpec cetu;

- prefix_length — IP-macka ceTw;

- advertise — cyMMNPOBaHHbIN MaplpyT obbABAAeTCA B
LSA Tmn-5; ecnn Tmn 30Hbl NSSA, TO MapLpyT He 06baB-
naetcs;

- allowAll — cymmupoBaHHbI MapwpyT obbaBnseTcs B
LSA Tmn-5; ecam Tin 30Hbl NSSA, TO MapwpyT 06baBas-
etca B LSA tun-7;

- denyAll - cymMMpOBaHHbIN MapLIPYT He 0bbABAAETCS;

- not-advertise — cyMmMUpPOBaHHbIA MapLpyT He 06bAB-
naetca 8 LSA tmun-5; ecan tnn 30HbI NSSA, TO mapuwpyT
obbasnsertcs 8 LSA Tun-7;

- translation disabled — He ycTaHaBnuBaTb P-6UT B reHe-
pupyembix LSA Tnn-7;

- translation enabled — ycTtaHoBuUTb P-6uT B reHepupye-
mbix LSA tnn-7.

BbIKNOUNTE CYMMMPOBaHUE BHELLIHUX MapLUpPyTOB.

capability opaque

no capability opaque

-/oTKNOYEHO

BkaounTb nogaepKy opaque LSA.

BbIKNOUNTbL NoaAepKKy opaque LSA.

KomaHObI pexcuma KoHguaypauuu uHmepagetica VLAN 0aa OSPFv2

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 210 — KomaHgb! pexkuma KoHdpurypaumm nntepoeiica VLAN ana OSPFv2

no ip ospf network

KomaHnoa 3HaveHue/3HaveHue no Aelicmeue
YMOAYAHUIO
ip ospf network BbibpaTtb TMN ceTun:
{broadcast | non- - broadcast — wupokoBeLaTenbHan ceTb C MHOXe-
broadcast | point-to- CTBEHHbIM JOCTYNOM;
multipoint | point-to- - non-broadcast — HelwnpoKoBelLaTenbHas ceTb, B AaH-
point} -/broadcast HOM C/lyYae agpeca COCeAHNX MapLLIPyTU3aTopOB

HacTpanBaloTCA BPYUHYIO;
- point-to-multipoint — mHoroToueuyHas ceTb;
- point-to-point — ceTb «TOYKa-TOYKa».

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHMA KaHana, KoTopan ABAA-
€TCs YC/IOBHbIM MOKa3aTesiem "cToumocTun" nepecbiiku
AaHHbIX N0 KaHany.

YCTaHOBWTb 3HAYeHne no YMO4YaHUIO.

ip ospf dead-interval
sec

no ip ospf dead-inter-
val

sec: (1..65535)/40 cekyHg,

YCTaHOBWUTb MHTEPBAN BPEMEHWU B CEKYHAAX, MO uUCTede-
HWMU KOTOPOTro coce byAeT CYNTATLCA HEAKTUBHBIM. 3TOT
WMHTEpPBaN [O0/KEH ObiTb KpaTHbIM 3HauveHuto hello-
interval. Kak npasuno, dead-interval paseH 4 uHTepBa-
nam otnpasku hello-nakertos.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf hello-interval
sec

no ip ospf hello-inter-
val

sec: (1..65535)/10 cekyHg,

YCTaHOBWTb MHTEPBAN BPEMEHM B CEKYHAAX, NO UCTeYe-
HWMU KOTOPOTO MapLUPyTM3aTOP OTNPABAAET CleaytoLuii
hello-naket c nHtepdelica.

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.

ip ospf mtu-ignore

-/BbIK/IIOYEHO

OTKAOYMTL NpoBepky MTU npu ycTaHOBAEHUM cocen-
cTBa.
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no ip ospf mtu-ignore

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.

ip ospf priority prior

no ip ospf priority

prior: (0..255)/1

YCTaHOBUTbL NPUOPUTET MapLLPYTU3aTOPa, KOTOPbIN UC-
nonb3yetca Ana Bbibopa DR v BDR.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

ip ospf poll-interval sec

no ip ospf poll-interval

sec: (1..2147483647)/120 ce-
KYHA,

YcTaHOBUTbL Nepuog mexay nocbiikon hello-naketos
ONs HeaKTMBHOro non-broadcast coceaa.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

ip ospf retransmit-in-
terval sec

no ip ospf retransmit-
interval

sec: (1..3600)/5 cekyHa,

YCTaHOBUTb MHTEPBAN BPEMEHU B CEKYHAX, MO UCTeve-
HUW KOTOPOTrO MAapLLPYTM3aTOP NOBTOPHO OTNPABMT Na-
KeT, Ha KOTOPbI He NONYYU/ NOATBEPKAEHUA O Noayye-
HuK (Hanpumep, DatabaseDescription- nau
LinkStateRequest-nakeTbl).

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

ip ospf transmit-delay
sec

no ip ospf transmit-de-
lay

sec: (1..3600)/1 cekyHp,

YCTaHOBUTb NPUMEPHOEe BpeMs B CEKYHAaX, Heobxoau-
MOe 4/1A NepeAayn NnakeTa CoCTOSHMA KaHana.

YCTaHOBUTb 3HAYEHUeE Mo YMOI4aHUIO.

ip ospf demand-circuit

no ip ospf demand-cir-
cuit

-/BbIKNIOYEHO

Bk/itounTb Nnoaasnexme otnpasku hello-coobuweHnii (ans
MHTepdeiicoB TMNa point-to-point u point-to-multipoint
1 nepuoanyeckmx obHosaeHuin LSA).

YCTaHOBUTb 3HAYEHUeE Mo YMOI4aHUIO.

ip ospf authentication
{message-digest | null
| sha-1 | sha-224 |
sha-256 | sha-384 |
sha-512 | simple}

no ip ospf
authentication

-/BbIKNIOYEHO

Bkntounte OSPF-ayTeHTUGMKaLMIO M 3a4aTb eé Tmn.

- message-digest — ncnosb3osaTtb WndposaHme MD5;
- null — He ncnonb3oBaTb ayTEHTUPUKALMIO;

- sha-1 — ucnonbsosatb wndposaHue SHA-1;

- sha-224 — ucnonb3osatb wndposaHue SHA-1;

- sha-256 — ncnonb3oBath WKppoBaHue SHA-256;

- sha-384 — ucnonb3osatb wWndposaHve SHA-384;

- sha-512 — ucnonb3osatb wndpposaHme SHA-512;

- simple — He ucnonb3oBaTb WKPpPOBaHKME (Naponb ne-
penaeTcs B OTKPbITOM BUAE).

BbikntounTb OSPF-ayTeHTUdMKAUMIO.

ip ospf authentication-
key simple_password

simple_password: (1..64) cum-

YCTaHOBWTb Naposib, KOTOPbIN NpeaHasHayeH Aas npo-
CTOro TMna ayTeHTUdMKauun (nepegava napons B oT-
KPbITOM BUAE).

no ip ospf authentica- Bonos Yaanutb naponeo.

tion-key

ip ospf message-di- [006aBunTb KNtoY ayTEHTUDUKALMM.

gest-key key_id {md5 | - key_id — naeHTdUKaTOpP KAtOYa;

sha-1 | sha-224 | sha- - md5 — wudposaTtb KoY anroputmom MDS5;

256 | sha-384 | sha- - sha-1 — wudposatb KAty anroputmom SHA-1;
512} string key_id (0..255) - sha-224 — wuoposaTtb KAtoy anroputmom SHA-224;

no ip ospf message-di-
gest-key key_id

string (1..64)

- sha-256 — wundposatb KAtoY anroputmom SHA-256;
- sha-384 — wndposatb KAtoY anroputmom SHA-384;
- sha-512 — wundposatb KAtoY anroputmom SHA-512;
- string — naponb.

YAanuTb Kntoy ayTeHTUdUKaLMU.

ip ospf key

key_id {start-accept |
start-generate | stop-
accept | stop-gener-
ate} dd-mon-
year,hh:mm

no ip ospf key

key_id [start-accept |
start-generate | stop-
accept | stop-gener-

ate]

key_id (0..255);
dd (01..31);
mon: (Jan..Dec);
year: (2000..2100);
hh: (00..23);
mm: (00..59)

YCcTaHOBWTb NapameTpbl A1A KNtoYa ayTeHTUGUKaLmu.

- start-accept — 3a4aTb Bpemsa, HauMHaA C KOTOPOro
AENCTBYET KoY Ha NPUEM;

- start-generate — 3agaTtb Bpems, Ha4YMHaA ¢ KOTOPOro
AeNCTBYET KNtoY Ha nepegady;

- stop-accept — 3azaTtb Bpems, 4,0 KOTOPOro AelCcTBYeT
K104 Ha NPUEMm;

- stop-generate — 3a4aTb Bpems, 40 KOTOPOro Ael-
CTBYET KJIIOY Ha nepeaaqy.

CHpocuTb NapameTpbl AN Ktoua ayTeHTUOUKALUK.
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KomaHOwbi pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabanua 211 — KomaHgb! pexkuma privileged EXEC gna OSPFv2

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ip ospf

OTo6pa3unTb KoHdUrypauuto OSPF.

show ip ospf neighbor

OTo6pa3sunTb nHPopmaumio 06 OSPF-cocegsx.

show ip ospf route

OTo6pa3unTb Tabanuy mapwpytusaumm OSPF.

show ip ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pasunTb KoHPUrypaumto OSPF-uHTepdelicos.
-vlan — gna KoHKpeTHoro nHTepdeiica VLAN.

show ip ospf virtual-links

OTO6pasnTb NapaMeTpbl U TEKYLLLEE COCTOSHUE BUPTY-
aNbHbIX IMHKOB.

show ip ospf database
[adv-router A.B.C.D | self-
originate]

A.B.C.D: IP-agpec

OTob6pa3mnTb cocTosiHMe 6a3bl faHHbIX NpoToKosa OSPF.
- adv-router — 418 KOHKPETHOrO MapLLpyTU3aTopa;
- self-originate — a/1a noKasbHOro MapLupyTU3aTopa.

show ip ospf database
{asbr-summary | external |
network | nssa-external |
summary | opaque-area |
opaque-as | opaque-link |
router} [A.B.C.D | adv-
router A.B.C.D | self-
originate]

A.B.C.D: IP-agpec

OTo6pa3unTb cocTosHMe 6a3bl gaHHbIX NpoToKosa OSPF,
TO/IbKO, AN1A onpeaenéHHbix Tunos LSA:
- asbr-summary — ana LSA tun-4;

- external — gna LSA Tun-5 v tvn-7;

- network — ana LSA tmn-2;

- nssa-external — gna LSA tun-7;

- summary — gnsa LSA tun-3;

- opaque-area — ana LSA tun-10;

- opaque-as — gnAa LSA tmn-11;

- opaque-link — ana LSA tmn-9;

- router — ana LSA tun-1.

show ip ospf database
database-summary

OTO6pa3nTb 06LLYHO CTAaTUCTURY A/1A 6a3bl AaHHbIX
OSPF.

show ip ospf area_id data-
base

area_id: naeHTudmkaTop
30HbI

OTo6pa3unTb cocTossHMe 6a3bl 4aHHbIX NpoTokosia OSPF
ANA onpeaenéHHoOMN 30HbI.

show ip ospf border-rout-
ers

OTO6pa3MTb CANUCOK NOrpaHNYHbIX MapLpyTHU3aTOPOB.

show ip ospf {summary-ad-
dress | area-range}

OT106pa3nTb CyMMMUPOBAHHbIE MapLIPYTbI:
- summary-address — ana LSA Tun-5 v mn-7;
- area-range — ana LSA tun-3.

4.28.4 Hacmpolika npomoKona OSPFv3

KomaHObI pexcuma 2no06aabHol KoHu2ypauuu 019 OSPFv3

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHoM KoHbUrypaumm:

console (confiqg) #

Tabnnua 212 — KomaHgbl pexuma rnobanbHoi koHourypaumm OSPFv3

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
no ymMmoa4YaHuro
router ospf -/- 3aliT B perkum KoHdurypaumm npouecca OSPFv3.

KomaHOb! pexcuma npouyecca OSPFv3

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHdurypaumm npouecca OSPFv3:

console (config-router) #
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Tabnunua 213 — KomaHabl pexkmma KoHourypaumm npouecca OSPFv3

no shutdown

KomaHoa 3HayeHue/3HavyeHue no Aelicmeue
YMOAYAHUIO
shutdown Bbikntountb OSPF-npouecc.
-/BbIK/IOYEH

V Mo ymonuaHuio OSPF-npouecc BbIKAOYEH.

BknatounTtb OSPF-npouecc.

nssa asbr default-route-
translator

no nssa asbr default-route-
translator

-/BbIK/IIOYEHO

BKOUNTL TPAHCAALMIO MapLUpPYTa NO yMOAYaHUIo (ycTa-
HOBUTb P-6uT) B NSSA Ha ASBR, KOTOpbIn He sBnseTca
ABR.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

redistribute connected

no redistribute connected

-/BbIK/IIOYEHO

Pa3pelunTb aHOHCMpOBaHMe connected-mapLipyTos.

3anpeTuTb aHOHCMpPOBaHWe connected-MapLIPyTOB.

redistribute static

no redistribute static

-/BbIK/IOYEHO

Pa3speLmnTb aHOHCMPOBaHKE CTaTUYECKMX MapLLIPYTOB.

3anpeTuTb aHOHCMPOBAHME CTAaTUYECKMX MAPLLIPYTOB.

redistribute bgp

no redistribute bgp

-/BbIK/IIOYEHO

Pa3pewntb aHOHCMpPOBaHNE MAPLLPYTOB, NONYYEHHbIX
no npotokony BGP.

3anpeTnTb aHOHCMPOBAHWE MapLLPYTOB, NOJIyYEHHbIX MO
npotokony BGP.

router-id {A.B.C.D | auto}

A.B.C.D: ngeHtnduratop
MapLipyT1satopa B pop-
marte IPv4-agpeca/auto

YcTaHOBUTb NAEHTUOMKATOP MapLIpyTU3aTopa, KOTOPbIN
YHUKaNbHO MAeHTUGMUMpPYET MapLipyTM3aTop B npeae-
Nlax 04HON aBTOHOMHOW CUCTEMDbI:

- A.B.C.D — 3apatb uaeHTMdUKaTOP BPYYHYIO;

- auto — B KayecTse router-id 6yayT MCNoAb30BaHbI NO-
cnefHue yeTbipe 6aiiTa 6asosoro MAC-agpeca KommyTa-
TOpa.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub

A.B.C.D: npeHtnudmkatop
30HbI B popmarTe IPv4-ag-
peca

YCTaHOBWTb ANA YKa3aHHOW 30HbI TUN stub. 30Ha — coBo-
KYMHOCTb ceTell U MapLIpyTU3aTOPOB, UMEOLLMX OAUH U
TOT Ke uaeHTuduKaTop.

- no-summary — He OTNPaBAATb MHHOPMALMIO O CYMMU-
POBaHHbIX BHELUHUX MapLIpyTaXx.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

area A.B.C.D nssa [no-sum-
mary]

no area A.B.C.D nssa

A.B.C.D: ngeHtudmkatop
30HbI B popmarTe IPv4-ag-
peca

YCTaHOBUTb ANS yKa3aHHOM 30HbI TUN NSSA.
- no-summary — He OTNPaBAATb MHGOPMALMIO O CYMMU-
POBAHHbIX BHELUHUX MapLUpyTax.

YCTaHOBWTb 3HAYEHKE MO YMOYaHMI0. B ciyyae ykasaHus
napameTpa BEPHYTb €ro 3HaYEHWUE N0 YMOIYAHMIO.

area A.B.C.D default-metric
cost

no area A.B.C.D default-
metric

A.B.C.D: npeHtnudmkatop
30Hbl B dopmare IPv4-aa-
peca;
cost: (1..16777215)/20

YCTaHOBUTb LieHy A4/ W33 Mo YMONYAHUIO B aHOHCaX
AnA 30H stub 1 NSSA.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

area A.B.C.D default-metric
type {1 | 2}

no area A.B.C.D default-
metric type

A.B.C.D: ngeHtndmkatop
30HbI B opmarte IPv4-ag-
peca

YCTaHOBUTb TUN A5 MapLipyTa Mo ymondaHuio B NSSA:
- type 1 — Tun external-1;
- type 2 — Tun external-2.

YCTaHOBUTb TWUM A8 MapluipyTa MO YMOAYaHWMIO Kak
external-1.

area A.B.C.D range
ip_addr prefix_length [ad-
vertise | not-advertise]
{summary | Type7}

A.B.C.D: ngeHtndmkatop
30HbI B popmarte IPv4-ag-

BbINONHWTL CyMMMpPOBaHME MapLUPYTOB, NOMaAatoLLMX
NoA, YKasaHHbIM A1anasoH.

- summary — 418 MeX30HaNbHbIX MapwpyTos (LSA Tvn-
3);

- Type7 — pns BHeWHMX MapwpytoB n3 NSSA B maru-
CTPasbHYIO 30HY;

lowAll | denyAll | not-ad-
vertise]

peca - advertise — 06bABUTb YKa3aHHbIN MapLLpyT;

- not-advertise — He 06bABNATL YKA3aHHbIM MAPLLPYT.
no area A.B.C.D range YaanuTb CymMUpOBaHMe MapLUpyToB ana aaHHol OSPF-
ip_addr prefix_length {sum- 30HbI.
mary | Type7}
area A.B.C.D summary-pre- BbINOAHUTL CyMMMPOBaHME BHELUHUX MapLLPYTOB.
fix ip_addr pre- - ip_addr — IP-agpec ceTu;
fix_length [advertise | al- -/oTKNO4EHO - prefix_length — IP-macka cetu;

- advertise — CcymMMMpPOBaHHbIN MapLLpyT 06bABAAETCA B
LSA T1n-7 gna NSSA; He o6bABAAETCA eCn TpaHCAALMA
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[translation {disabled |
enabled}]

no area A.B.C.D summary-
prefix ip_addr prefix_length

NPOUCXOANT U3 MArncTpanbHoOM 30HbI B NSSA;

- allowAll — npaBuno npumeHsaeTca, TONbKO, CO CTO-
POHbI MarncTpasbHOM 30HbI; CYMMMPOBAHHbIA MapLIpyT
obbaBnseTca B LSA TMn-7, eciv TpaHCAALMA NPOUCXOAUT
M3 MarMcTpanbHoi 30Hbl B NSSA;

- denyAll — npaBW/I0 NPUMEHSETCA TO/IbKO CO CTOPOHbI
MarvMcTpasbHOM 30Hbl; CYMMMUPOBAHHbLIA MapLLpyT He
obbasnserca;

- not-advertise — cymMnpoBaHHbIN MmapwpyT He 06bAB-
naetca B NSSA; ob6bsasnaeTca B LSA TMn-7 ecnv TpaHcaa-
LMA NPOUCXOAMUT U3 MarucTpasibHom 30Hbl B NSSA;

- translation disabled — He yctaHaBAuBaTb P-6UT B reHe-
pupyembix LSA Tnn-7;

- translation enabled — yctaHoBUTb P-6UT B reHepupye-
mbIx LSA Tmn-7.

Bbikntountb CyMMUMNpOBaHME BHELWWHNX MapLLyTOB.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: naeHTndukatop
30HbI B popmare IPv4-ap-
pec

YcTaHOBUTbL posib TpaHcATopa B NSSA 3oHe.

- always — TpaHcaupoBsatb Bcerga LSA Tun-7 B LSA tun-
5;

- candidate — yyacTBOBaTb B npouecce Bbibopa TpaHCc-
natopa.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (1..65535)/40 cekyHz,

Mepuog, cTabuamsaumm B CeKyHAAX, ANA TPaHCAATOpa B
NSSA.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

area A.B.C.D virtual-link
E.F.G.H index [dead-inter-
val dead]

[hello-interval hello]
[retransmit-interval ret]
[transmit-delay delay]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: naeHTndukatop
30Hbl B popmare IPv4-aa-
peca;

E.F.G.H: ugeHtnodumkatop
MapLUpyTU3aTOpa HasHaye-
Hua B dopmarte IPv4-aa-
peca;
index: (1..2147483647);
dead:(1..65535)/40 cekyHa;
hello: (1..65535)/10 cekyHa,
ret: (1..1800)/5 cekyHz;
delay: (1..1800)/1 cekyHaa

Co3aaTb BUPTYaNbHOE COeAUHEHNE MEKAY MArUCTPasb-
HOWM M HEMArMCTPaNbHOWM 30HAMU, MeXAY KOTOPbIMM
NPUCYTCTBYET ApYyrasa HeMarucTpaabHan 30Ha.

- index — yKa3aTb MHAEKC, KOTOPbIM byaeT ngeHTMdULM-
pOBaTb AAHHbIM BUPTYabHbIN KaHan;

- dead-interval — ykasatb dead-uHTepBan;

- hello-interval — ykasatb hello-uHtepsan;

- retransmit-interval — yka3aTtb UHTepBan mexay no-
BTOPHbIMW Nepeaadyamu;

- transmit-delay — ykasaTtb npumepHoe Bpems nepe-
a4 NaKeTa B CEeTU.

Ypanutb BUPTyanbHOE coeanHeHne.

passive-interface

no passive-interface

-/BbIKNIOYEHO

3anpetutb ansa Bcex IP-nHTepdelicos, co34aHHbIX Nocne
BBOAA [AAHHOM KOMaHAbl, OBMEHMBATbCA MPOTOKO/b-
HbIMM COOBLLEHMAMM C COCEAAMM.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

redist-config ip_addr pre-
fix_length [metric-value
metric] [metric-type
{asExttypel | asExttype2}]

no redist-config ip_addr
prefix_length

metric: (1..16777215)/20

YCTaHOBWTb MapameTpbl PeancTpMbyLnm AN BHELWHUX
MapLLpPyTOB.

- ip_addr — IP-agpec cetM HasHayeHus;

- prefix_length — IP-macka ceTw;

- metric-value — ycTaHOBUTb 3HaYEHNE METPUKU;

- metric-type asExttypel — yctaHOBMTb TN MapLIpyTa
external-1;

- metric-type asExttype2 — ycTaHOBMTb TN MapLIpyTa
external-2.

YaanuTb yCTaHOB/EHHble MNapameTpbl peaucTpubyumm
[ANA 33,aHHOTO MapLUpyTa.

KomaHObI pexcuma KoHgu2ypayuu udimepgetica VLAN 0aa OSPFv3

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if) #
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Tabnunuya 214 — KomaHabl pexkmma KoHpurypauum nHtepderica VLAN ana OSPFv3

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUKO

Aeiicmeue

ipv6 ospf area A.B.C.D

A.B.C.D: uaeHTUdUKaTOP 30HbLI B

no ipv6 ospf

¢dopmarte IPv4-agpeca

Brkntounts OSPFV3 Ha nHTepdelice.

Bbikntountb OSPFV3 Ha MHTepodeiice.

ipv6 ospf network
{broadcast | non-
broadcast | point-to-
multipoint | point-to-

BblbpaTh TMN ceTu:

- broadcast — wupokoBeLaTensHan CeTb C MHOXKECTBEH-
HbIM LOCTYMOM;

- non-broadcast — HelwmnpoKoBeLwaTeibHanA CeTb, B AaH-

point} -/broadcast HOM cnyyae afipeca CoceaHUX MapLLpPyTM3aTOPOB HacTpa-
MBAIOTCA BPYYHYHO;
- point-to-multipoint — mHoroTtoueuHas cetb;
- point-to-point — ceTb «TOYKa-TOYKa».

no ipv6 ospf network YCTaHOBWTb 3HaY€HWE MO YMOAYAHUIO.

ipv6 ospf neighbor [06aBUTb CTaTMYECKOrO cocea:

link_local_addr - link_local_addr — ykasatb IPv6 link-local agpec cocega.

-/He 3a4aH

no ipv6 ospf neighbor
link_local_addr

Ypanutb cTaTUYECKOro coceaa.

ipv6 ospf cost cost

cost: (1..65535)/10

no ipv6 ospf cost

YCTaHOBUTb METPUKY COCTOAHWA KaHana, KoTopan ABAA-
€TCs YC/NI0BHbIM MOKa3aTesiem "cToumocTun" nepecbiniku
[AaHHbIX N0 KaHany.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

ipv6 ospf dead-interval
sec

sec: (1..65535)/40 cekyHa,

no ipv6 ospf dead-in-
terval

YCTaHOBUTb MHTEPBAN BPEMEHM B CEKYHAAX, MO UCTEYEHUU
KOTOporo cocep, byaer cUMTaTbCA HEAKTUBHbIM. DTOT MH-
TepBan A0/KeH OblTb KpaTHbIM 3HayeHuto hello-interval.
Kak npasuno, dead-interval paseH 4 wuHTepBanam oOT-
npaBku hello-nakeTos.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

ipv6 ospf hello-interval
sec

sec: (1..65535)/10 cekyHa,

no ipv6 ospf hello-in-
terval

YCTaHOBWTb MHTEPBAN BPEMEHM B CEKYHAAX, MO UCTeYe-
HWMU KOTOPOTO MapLUpPyTU3aTop OTNPaBAAET CNeaytoLmii
hello-naket ¢ nHTepodelica.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

ipv6 ospf mtu-ignore

no ipv6 ospf mtu-ig-
nore

-/BbIKNIOYEHO

OTKAtoUMTL NpoBepky MTU npu ycTaHOBAEHUM cOCeacTBa.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

ipv6 ospf passive-
interface

-/BbIK/IIOYEHO

no ipv6 ospf passive-
interface

3anpetuTb IP-uHTEpdElicy 06MeHNBaTbCA NPOTOKOb-
HbIMU COOBLLEHUAMM C COCEAAMM Yepes AaHHbI UHTep-
deiic.

YCTaHOBUTb 3HAYEHME Mo YMO4aHUIO.

ipv6 ospf priority prior

prior: (1..255)/1

no ipv6 ospf priority

YCTaHOBWTb NPUOPUTET MApPLLPYTM3aTOpa, KOTOPbIN UC-
nosnb3yetca A4 sbibopa DR v BDR.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ipv6 ospf poll-interval
sec

no ipvé6 ospf poll-inter-
val

sec: (1..65535)/120 cekyHg,

YcTaHOBUTb Nepuog mexay nocblikon hello-naketos gas
HeaKTMBHOro non-broadcast coceaa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 ospf retransmit-
interval sec

sec: (1..1800)/5 cerkyHA,

no ipv6 ospf retrans-
mit-interval

YCTaHOBUTb MHTEPBaa BPEMEHU B CEKYHAAX, NO UcTeye-
HUN KOTOPOro MapLpyTn3aTtop NOBTOPHO OTNPaBUT NaKeT,
Ha KOTOprﬁ He Noay4nn noarsepxKaeHna o noayv4eHUu.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 ospf transmit-de-
lay sec

no ipv6 ospf transmit-
delay

sec: (1..1800)/1 cerkyHa,

YCTaHOBUTb NPMMEPHOE BpeMA B CEKYHAAX, HeO6XOp,I/IMO€
ANAa nepegadn naketa COCTOAHUA KaHana.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHaHUIO.

ipv6 ospf demand-
circuit

-/BbIKNIOYEHO

no ipv6 ospf demand-
circuit

BkntounTb nogasnenHue otnpasku hello-coobweHunit (gna
nHTepdericos TMNa point-to-point 1 point-to-multipoint) n
nepuvoanyYecknx obHosneHnin LSA.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.
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KomaHOwbi pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnunua 215 — KomaHab! pexuma privileged EXEC ansa OSPFv3

Komanda 3HaveHue/3HaveHue no Aelicmeue
YMOAYAHUIO
show ipv6 ospf - 0OT06pa3nTb KoHPUrypaumto OSPF.
show ipv6 ospf area A.B.C.D: naeHtndukatop OT06pa3unTb cocTossHMe H6a3bl aHHbIX KOHKPETHOW
A.B.C.D database 30Hbl B popmarte IPv4-ag- 30HbI.
peca;

show ipv6 ospf border- OTO6pPa3snTb CNNCOK NOrPaHUYHbIX MapLLPYTU3aTOPOB.
routers i
show ipv6 ospf database OTo6pa3unTb cocTosHMe 6a3bl g4aHHbIX NpoToKosia OSPF:
[as-external | inter-prefix | - as-external — gns LSA TMn-5 u Tun-7;
inter-router | intra-prefix | - inter-prefix — gna LSA tun-3;
link | network | nssa | - inter-router — gna LSA tun-4;
router] [HEX] [detail] - intra-prefix — gna LSA tun-9;

- link — gnsa LSA Tmn-8;

- network — ana LSA tmn-2;

- nssa — gna LSA tun-7;

- router — ana LSA tun-1;

- HEX — oTo6pa3utb nHdopmaumio B 16-om BuAE;

- detail — oTo6pasunTb getanbHyo MHGOPMaLMO 06
LSA.

show ipv6 ospf interface OT106pa3unTb KoHPUrypaumto OSPF-uHTepdericos.
[vlan vian_id] - vlan — gna KoHKkpeTHoro nHtepdeica VLAN.

show ipv6 ospf neighbor - OT106pasunTb MHPopmaumto 06 OSPF-cocepsx.

show ipv6 ospf packet- OT06pa3nTb CTaTUCTUKY MO NaKeTam.

stats vlan vian_id

vlan_id: (1..4094)

vlan_id: (1..4094)

show ipv6 ospf redist-con- OT106pa3unTb KOHPUrypaLmio peanucTpmubyumu.

fig )

show ipv6 ospf route - OTo6pa3unTb Tabanuy mapwpytusaumm OSPF.

show ipv6 ospf virtual-links OT06pasnTb NapaMeTpbl U TEKYLLEE COCTOAHWNE BUPTY-

aA/IbHbIX IMHKOB.

4.28.5 Hacmpolika npomokKona RIP

RIP — (Routing Information Protocol) npoTokon mapLupyTHON MHPOPMaLMK, OTHOCALLMIACA K BHYT-
PEHHUM NPOTOKOAM MApPLLPYTM3aLMKN AUCTAaHLMOHHO-BEKTOPHOrO TUNa.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoM KoHbUrypaumm:

console (confiqg) #

Tabnnua 216 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aeilicmeue
no ymos4aHuro
router rip -/- 3aiiTn B pexunm KoHdUrypaumm npouecca RIP.

KomaHOb! pexxcuma npoyecca RIP

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHdurypaumm npouecca RIP:

console (config-router) #
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Tabnnua 217 — KomaHabl pexxmma KoHourypauum npouecca RIP

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

auto-summary {disable | enable}

-/BbIKNOYEHO

YCTaHOBWUTb aBTOMaTUYECKOE CYMMMUPOBAHKE MO
Knaccy cetu:

- enable — BKAOUYUTD;

- disable — BbIKNOYUTD.

default-metric

no default-metric

metric: (1..16)/3

YCTaHOBWUTb 3HAYEHWE METPUKU MO YMONHYAHUIO ANA
MapLLpPYTOB, NONYYEHHbIX U3 APYrMX NPOTOKO/IOB.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

distance distance

no distance

distance: (1..255)/121

YCTaHOBWTb aAMUHUCTPATUBHYIO ANCTaHLMIO ANA
mapwpyTos RIP.

YCTaHOBWUTb 3HAYEeHME NO YMO4aHUIO.

network ip_addr [unnum vlan
vian_id]

no network ip_addr [unnum vlan
vlan_id]

ip_addr:A.B.C.D
vlan_id: (1..4094)

Bkntountb RIP Ha IP-uHTepdelice.

- unnum — RIP 6yaeT BKAOYEH HA UHTepdelice, Ha KO-
TOpoM He 3agaH IP-agpec, u RIP-coobuweHua byayT oT-
nNpaBAATbCA OT agpeca ip_addr.

BbikntounTb RIP Ha IP-uHTepdeiice.

output-delay

no output-delay

-/BbIKNOYEHO

BKNOUMTD 3a4ePKKY Mexay naketamu RIP-coobuue-
HUN.

BbIK/NOUNTb 3a4€PKKY Mmexay naketamu RIP-coobuye-
HUN.

passive-interface {Gigabitether-
net gi_port | Tengigabitethernet
te_port | vlan vian_id}

no passive-interface {Giga-
bitethernet gi_port | Tengiga-
bitethernet te_port | vlan
vlan_id}

gi_port: (0/1..48);
te_port: (0/1..11);
vlan_id: (1..4094)/disabled

3anpetutb IP-uHTEpdeicy nocbliate U NpuHMmaThb RIP-
coobuieHus.

PaspewunTsb IP-MHTepdeiicy nocbinaTtb U NPUHUMATD
RIP-coobuieHus.

redistribute connected

no redistribute connected

-/BbIKNIOYEHO

Pa3peLLll/ITb AHOHCHUpPOBaHMe connected-MapLupyTOB.

3al'lpeTMTb AHOHCMpOBaHMe con nected-ma PLWPYTOB.

redistribute static

no redistribute static

-/BbIKNIOYEHO

Pa3peLLll/ITb AHOHCMpPOBAHME CTaTUYECKUX MaPLUPYTOB.

3a|'|peTMTb AHOHCMpPOBaHME CTaTUYECKUX MaPLUPYTOB.

redistribute ospf

no redistribute ospf

-/BbIK/IIOYEHO

PaspewunTb aHOHCMpPOBaHWE MapLUPYTOB, MOJTyHEHHbIX
no npotokony OSPF.

3anpeTuTb aHOHCMPOBaHNE MapLLPYTOB, MONYYEHHbIX
no npotokony OSPF.

redistribute bgp

no redistribute bgp

-/BbIK/IIOYEHO

PaspewmnTb aHOHCUMPOBAHWE MAPLLPYTOB, NONYYEHHbIX
no npotokony BGP.

3anpeTnTb aHOHCMPOBaHWE MapLLPYTOB, NONYYEHHbIX
no npotokony BGP.

redistribute all

no redistribute all

-/BbIK/IOYEHO

Pa3peLLll/ITb AHOHCMpPOBaHME MapLIpyTOB U3 BCEX NOA-
AepXnBaeMblIX MPOTOKO/10B.

3aI'IpeTVITb AHOHCMpPOBaHME MapLlpyTOoB U3 BCEX NOA4-
AEPHKNBAEMbIX MPOTOKO/10B.

security {maximum | minimum}

no security

-/maximum

YcTaHOBUTb ypoBeHb He3onacHocTu:

- maximum — RIPv1-nakeTbl 6yayT urHopmMpoBaTbCcs,
KOrAa BKAIOYEHA ayTeHTUPUKauua;

- minimum — RIPv1-nakeTbl 6yayT NnpuHUMATLCA,
JaxKe ecnn ayTeHTUGUKaLMA BKAKOYEHa.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

version {1[2] | 2[1] | none}

no version

-/N0 yMONYaHUIO YCTaHOB-
neHbl n 1 1 2 Bepcun

YctaHoBuTb Bepcuto RIP:

-1 —RIPvl;

-2 — RIPv2;

- none — He nocbinaTb RIP-coobuieHus.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #
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Tabnunua 218 — KomaHabl pexkuma KoHdpurypaumnm nHtepderica VLAN

KomaHoa

3Ha4yeHue/3HayeHue no ymonya-
HuK

Aelicmeue

ip rip default route in-
stall

no ip rip default route
install

-/BbIK/IIOYEHO

YCTaHOBWTH LLJIO3 MO YMONYAHUIO B TabauLy mapLu-
pyTU3aunm, ecam oH npucyTcTeyet B RIP-cooblue-
HUAX.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

ip rip default route
originate metric

no ip rip default route
originate

metric (1..15)

BK0OUNTL 06BABNEHME LWANIO33 MO YMONYAHUIO:
- metric — MeTpWKa AN1A MapLUpPyTa Mo YMONYAHUIO.

BbIK/OUNTL 06bABAEHUE LW/O3a NO YMO/IHaHUIO.

ip rip receive version
{1121 ] 2[1] | none}

no ip rip receive ver-
sion

-/No ymonyaHuio yctaHoseHbl M 1 1 2
BepcUn

YctaHoBuTb Bepcuto RIP gna npuHumaemsbix nake-
TOB:

-1 —RIPv1;

-2 — RIPv2;

- none — He nocbinaTtb RIP-coobuieHus.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

ip rip send version {1
[2] | 2[1] | none}

YcTtaHoBUTb Bepcuio RIP gna otnpasnaembix nake-
TOB:

no ip rip summary-ad-
dress ip_addr pre-
fix_length

-/N0 YMONYaHWIO yCTaHoBeHbI U 1 1 2 -1 —RIPvy;
Bepcum -2 — RIPv2;
- none — He nocbinaTtb RIP-coobuieHus.
no ip rip send version YCTaHOBWTb 3HAaYE€HNE NO YMOAYAHUIO.
ip rip split-horizon BKkntoumTb paclienneHne ropusoHTa.
[poisson] /BKIOUEHO - poisson — peBepcUBHO 06BABNATL CETU, NPUHATbIE
Ha TeKylLlem UHTepdelice Kak HeJOCTUNKMMbIE.
no ip rip split-horizon BbIKNOUNTL pacLuenneHre ropusoHTa.
ip rip summary-ad- BbINONIHUTL CyMMMpPOBAHME MapPLLIPYTOB.
dress ip_addr pre- - ip_addr — IP-agpec ceTv Ha3HayeHus;
fix_length / - prefix_length — IP-macKa ceTu.

BbikntounTb CYMMUMNPOBaHME MapLUPYTOB.

ip rip timers basic up-
date invalid garbage

no ip rip timers basic

update (10..3600)/30 cekyHg;
invalid (30..500)/180 cekyHz;
garbage (120..180)/120 cekyHa,

YCTaHOBWUTb 3HAYEHNA TallMepoB.

- update — WHTepBan Mexay oTnpasieHnem ob6HoB-
NeHni;

- invalid — nHTepBan, nocne KOTOPOro MapLIpPyTbl
6yAyT NOMeYeHbl Kak He4OCTUXKUMbIE, €C/IN OHU He
0b6HOBAANUCD;

- garbage — HTepBan, NOC/e KOTOPOro MapLIpPyTbl
6yAyT yaaneHbl, eciv OHU He OBHOBAANUCD.

YCTaHOBWUTb 3HAYeHUA Mo YMONYaHUIO.

ip rip auth-type {md5
| sha-1 | sha-256 |
sha-384 | sha-512 |
text key string}

no ip rip
authentication

-/BbIKAOYEHO

BkntoumTb RIP-ayTeHTUOUKAUMIO 1 3a4aTb €€ Tun.
- md5 — ncnonb3osaTb WnpposaHne MD5;

- sha-1 — ucnonb3osaTtb WndpposaHme SHA-1;

- sha-256 — ucnonb3osatb wWudposaHme SHA-256;
- sha-384 — ucnonbsosatb wWndposaHme SHA-384;
- sha-512 — vcnonb3oBatb wWundposaHune SHA-512;
- text key — He ucnonbsosats WndposaHue (na-
ponb Nepenaérca B OTKPLITOM BUAE);

- String — napone.

Bbikntountb RIP-ayTeHTUdMKaLMIO.

ip rip authentication
key-id key_id key
string

no ip rip authentica-
tion key-id key_id

key_id (0..255);
string (1..16) cumBonoB

[006aBuUTb KNtoY ayTeHTUPUKALUN.
- key_id — npeHTUdMKaTOp KAtOYa;
- String — naponb.

Yaanntb Ktou.

ip rip key-id
key_id {start-accept |
start-generate | stop-

key_id (0..255);
year: (2000..2100);
mon: (01..12);
dd (01..31);

YCTaHOBWUTb NMapameTpbl ANA KtoYa ayTeHTUPUKa-
unu.

- start-accept — 3aaTb Bpems, Ha4YMHaA C KOTOPOro
LEeNCTBYET KN4 Ha NPUEM;
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accept | stop-gener- hh: (00..23); - start-generate — 3a4aTb Bpems, HaYMHanA C KOTO-
ate} year-mon- mm: (00..59); pOro AENCTBYET KAtoY Ha nepeaady;
dd,hh:mm:ss ss: (00..59) - stop-accept — 3a4aTb Bpems, 40 KOTOPOro Aeit-

CTBYET K/IHOY HA NPUEM;

- stop-generate — 334aTb Bpems, 4,0 KOTOPOro Aei-
CTBYET K/IIOY Ha nepegady;

- year-mon-dd,hh:mm:ss — pata u Bpems, 3HayeHue
no ymonyaHuto ans start-accept u start-generate:
2000-01-01,00:00:00.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexkunme privileged EXEC:

console#

Tabnunua 219 — KomaHabl pexuma privileged EXEC

KomaHoa 3HayeHue/3Ha4yeHue no Aelicmeue
yMOAYaHUIo
show ip rip authentication - OT106pa3nTb MHPOpMaLMio 0 ayTeEHTUDUKALMN.
show ip rip database OTo6pa3unTb 6a3y AaHHbIX.
[ip_addr prefix_length] - - ip_addr — |P-agpec ceTu;
- prefix_length — IP-macka ceTu.
show ip rip peerinfo - OT06pa3nTb MHGOPMALMIO O coCesnX.
show ip rip statistics ) OTO6pa3nTb 0OLLYHO CTaTUCTUKY U CTAaTUCTUKY NO UHTEP-
delicam.

4.29 O6HoBNeHMe nporpammHoro obecneveHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLieH M HACTPOEH Ha KOMNblOTEpE, C KoToporo 6yaer 3arpy-
}KaTbca nporpammHoe obecneyeHune. CepBep A0NKEH UMETb pa3pelueHne Ha YTeHue Ppau-
I0B HA4YaNbHOrO 3arpysunka u/mam cuctemuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEpPOM A0/KeH 6bITb A0CTYNEeH AN KOMMYyTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINO/NHUB
Ha KOMMyTaTope KomaHay ping A.B.C.D, rae A.B.C.D — IP-agpec KomnbloTepa).

.‘

O6HOBNEHME NPOrPaMMHOro obecneyeHna MOXKeT OCYLLECTBAATLCA TONbKO NPUBUAETNPO-
BaHHbIM NoJb30BaTe/NEeM.

.‘

4.29.1 Ob6HoBnEHUEe cucmemMHOo20 NPo2PamMmMHo20 obecrneyeHus

3arpyska ycTpoicTBa ocyliecTBaseTca M3 ¢aiia CMCTeMHOro nporpammHoro obecnevenus (MO),
KOTOpPbIA XpaHWUTcA BO ¢asw-namatn. Mpu obHoBAeHUM HOBbIA dalin cuctemHoro MO coxpaHseTcs B
cneumanbHO BblgefeHHOM obnacti namaTu. lNpu 3arpyske yCTPOMCTBO 3anyCKaeT aKTWMBHbIM dalin
cuctemHoro MO.

Mpoueaypa ob6HoBneHMA MO:

CkonupoBaTb HOBbIN daitn NporpammHoro obecneyeHnsa Ha YCTPOMCTBO B BblAeeHHYO 06n1acTb Na-
mAaTn. Popmat KOMaHAbI:

console# copy tftp://tftp ip address/[directory]/filename image

Nnn KomaHaom

console# firmware upgrade tftp://tftp_ip_address/[directory]l/filename
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Mpumep KomaHabl ana 3arpy3ku MO yepes sftp:

console# copy

sftp://username:password@Tftp ip address//[directory]/filename image

HoBas Bepcua nporpaMmHoro obecneyeHns CTaHeT aKTUBHOM Noc/e nepesarpyskM KOMMyTaTopa.

[ns npocmoTpa AaHHbIX O BEPCUMAX NPOrpaMmHOro obecrnevyeHmsa u nx akTUBHOCTU BBEAMUTE KOMAHAY

show bootvar:

console# show bootvar

4.30 Pexxum otnagKku

Pexxum OTnafkym Mo3BOJIAET CHMMATb JOMOJIHUTE/IbHYIO AMarHOCTUYECKYIO

YCTpOMCTBa.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

nHbopmaumio ¢

BuAa 3anpoca KoMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabanuya 220 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug iss enable { init-shut |
management-trc | data-path-
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}

debug iss disable { init-shut |
management-trc | data-path-
trc| cntrl-plane-trc | dump-

trc | os-resource-trc | all-fail}

-/disable

BKNIOUUTL reHepaLmIo OTa04HbIX COOBLLEHUI ANA KOHKPETHOro
610Ka cMCTEMHOrO MoAyAA iss.

BbIKNtOUMTb reHepaLMio OTNALOYHbIX COODOLEHUI ANA KOHKpeT-
HOro 6/10Ka CUCTEMHOIO MOAYA iss.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 221 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
0 yMon4YaHuo

Aelicmeue

no debug all

OTKOUYNTL BbIBOA BCEX OTNAA0YHbIX COOBLLEHMIA.

dump sockets

npOCMOTp BCeX COKeTOoB B cucteme.

dump mem location [len byte]

location: (1..0xffffffff);
byte: (1..256)

OTO6pa3I/ITb Co4epPHMMOIro NamaTn m3 SBAGHHOVI obnactm na-
MATU.

dump {task | sem | que} name
[name]

MNokasaTb geTanun 3agauun, ovepesm nnun cemacbopa npu npuceoe-
HUN UMEHUN TacCKa.
- hame — Ha3BaHWe TacCKa.

debug test mem alloc bytes

bytes: (1..4294967295)

BblaenuTb 610Ka NaMATH C 3aZlaHHbIM B 6aliTax pasmepom.

debug test mem free

OcB060AMTb BblAENEHHbI 610K NamaTK.

debug show sensor
temprerature index

index: (0..3)

OT06pasnTb 3HAUEHMA AaTuMKa TemnepaTypbl.
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KomaHOb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnua 222 — KomaHapl pexxkuma EXEC

KomaHda

3HayeHue/3Ha4YeHue
110 yMOAYAHUIO

Aeiicmeue

debug np module { all | aps |
cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan } [level {all |
errors | general | polling}]

no debug np module { all | aps
| cfa | eth | fwl | igs | ip | iss |
isspi | 12app | Ia | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan}

BKNOUNTL reHepaLmio oT1aaouHbIX coobuweHunin ans NPAPI ans
yKa3aHHOro moayns.

BbIKNOUYMTb reHepaunio 0TAag0uHbIX coobuieHnit ana NPAPI ans
yKa3aHHOro moayns.

debug show vlan np port
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

fa_port: (0/1..24);

gi_port:(0/1..48);

te_port: (0/1..11);
group: (1..24)

OTo6pa3nTb KoHPUrypaumto nopta NPAPI.

debug show ip arp np
interfaces

OTo6pa3unTb aepeso nHtepdelicos ARP B NPAPI.

4.30.1 KomaHOdbl omaadku 0118 uHmepgpelicoe

[aHHbIA peXMM OTNaAKM YCTaHaBAWBAET TPACCMPOBKU A/1A UHTePEncoB 1A YKa3aHHOro ypoBHA

severity.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#

Tabnunuya 223 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeilicmeue

debug interface all severity

no debug interface all

severity: (0..7)/-

BKOUNTL reHepaLmio 0TNaA04HbIX COOBLLEHNA ANA BCeX BUAOB
TPacCUpPOBOK.

BbIK/IHOUMTb reHepaLmio OTAaA04UHbIX COOBLWEHNI a1 MHTepdein-
CcoB.

debug interface arp-pkt-dump
severity

no debug interface arp-pkt-
dump

severity: (0..7)/-

BkAtounTb TpaccupoBKkM gamna naketos ARP.

BbIKNHOUMTbL TPACCUMPOBKM gamna naketos ARP.

debug interface buffer severity

no debug interface buffer

severity: (0..7)/-

BK/IIOYMTb reHepaLmio OTAag0uHbIX COOBLLEHMI 419 NaKeTHOro
bydepa.

BbIKNIOYUTL reHepaLuio 0Taf04HbIX COOBLLEHUI A1A NAaKETHOrOo
byodepa.

debug interface enet-pkt-
dump severity

no debug interface enet-pkt-
dump

severity: (0..7)/-

BK/ItOUMTL TpaccMpoBKM Aamna naketos Ethernet.

BbIKNIOUUTL TPACCUPOBKM famna nakeTtos Ethernet.
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debug interface fail-all severity

no debug interface fail-all

severity: (0..7)/-

Bkatountb reHepauunto oT1ag04HbIX C006LI.I,eHl417I npu BO3HUKHO-
BEHUU BCEX BUO0B C60€B, BK/IlOMaA Banngaumio NakeTos.

BbIK/IOUNTb FeHepaLLMio OT1a404HbIX COOBLLEHWI NPY BO3ZHUKHO-
BeHuu cboes.

debug interface ip-pkt-dump
severity

no debug interface ip-pkt-
dump

severity: (0..7)/-

BKtOUMTL TpaccMpoBKM gamna nakeTos IP.

BbIKAHOUNTL TPACCMPOBKM famna naketos IP.

debug interface os severity

no debug interface os

severity: (0..7)/-

leHepMpoBaTh OTNaA04HbIe coobLLeHns ana pecypcos OC.

BbIK/IOUNTD FreHEPaLMIO OTIAL04YHbIX COODOLLEHNIA AR pecypcoB
OC.

debug interface track severity

no debug interface track

severity: (0..7)/-

BK/IIOUNTB reHepaLMIo OTNaf04HbIX COOBLLEHMI CNEKEHMUA UH-
Tepdelica.

BbIK/IIOUNTb reHepaLmio OTIAL0YHbIX COOBLLEHNIA CNeKeHUS NH-
Tepdelica.

debug interface trc-error
severity

no debug interface trc-error

severity: (0..7)/-

BKHOUUTL FreHepaumio 0TAaL04HbIX COObLLEeHMI OLINMBOK MHTEp-
delicos.

BbIKNOUNTL reHepaLmio 0TIa404HbIX COOOLLEHNI OWNOOK UH-
Tepdelicos.

4.30.2 OmnadkKka VLAN

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnuua 224 — Komanapl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug vlan all-debug

no debug vlan all-debug

BKAOUMTL reHepaumio BCeX OT/Iaf04HbIX COOBLEeHUn moayns
VLAN.

BbIKNOUMTb reHepaLmio BCeX OTNaf04HbIX coobLeHnin moayna
VLAN.

debug vlan all-module

no debug vlan all-module

BKAOUMTL reHepaLuio OTAaAo0uHbIX COOBLLEHMI, Kacatowmxca
npuopuTeTa, n3BbITOYHOCTH, Nepesadn Tpaduka.

BbIK/IOYNTbL reHepaLmio OTAa404YHbIX COOBLLEHMIM, Kacatowmxca
npuopuTeTa, M36bLITOYHOCTH, Nepeaaqn TpadmKa.

debug vlan buffer

no debug vlan buffer

BKNOUMTB reHepaumio oTAafL0uHbIX coobuieHuii bydepos vian.

BbIKNOUYNTL reHepaLmio OTNaA04HbIX coobLeHnit bydepos vian.

debug vlan ctpl

no debug vilan ctpl

BKAOYNTL reHepauuio OTNaAO04YHbIX COOBLLIEHUH ynpaBaeHus
vlan.

BbIKNOUYNTL FreHepaumio OTAaf04HbIX COOBLLEeHWIA ynpaBieHus
vlan.

debug vlan data

no debug vlan data

BKAOUUTL FeHepauuio OTAad0uHbIX COObLEeHN obmeHa AaH-
HbimM vian.

BbIKNHOUYNTL reHepaumio 0TNa40uHbIX co0blLeHnn obmeHa aaH-
HbimM vian.

debug vlan dump

no debug vlan dump

BKOUYUTB reHepaLmio 0Taag04HbIX COObLLEHNI 3axBaTa NAaKeToB
vlan.

BbIK/IIOYNTb FeHepaumio 0Taag0uHbIX COOBLLEHNIA 3axBaTa naKe-
ToB vlan.

debug vlan failall

no debug vlan failall

BKNOYNTL TEeHepauuio OTNaf0uYHbIX coobuieHMit 06 olwmnbKax
vlan.

BbIK/IOYNTb FreHepaumio OTAaZouYHbIX coobuweHnin 06 owmnbkax
vlan.
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debug vlan fwd

no debug vlan fwd

BK/IlOUNTL reHepaLMio OTNaf0uHbIX COOBLEeHNI nepegayn Tpa-
¢duka vlan.

BbIK/HOYMTb FreHepaLmio OTIaL04YHbIX COOBLLEeHWI Nepefaym Tpa-
¢duka vlan.

debug vlan global

no debug vlan global

BK/IIOYMTbL FreHepauuio OTNaA0uHbIX CO0bLWeHNA rnobanbHo no
mogaynto vlian

BbIK/IOUNTb FreHEPaLMIO OTNAA0UHbIX COOBLLEeHMI r106anbHO No
moaynto vlian

debug vlan initshut

no debug vlan initshut

BK/IOUMTb reHepaLmio OTNaf04HbIX COODLLEHUI USMEHEHUA CO-
CToAHUA moaynsa vian.

BbIK/OUNTL reHepaLLmio 0TNaA04HbIX COOBLLIEHMI U3MEHEHMA COo-
CToAHUA moayna vian.

debug vlan mgmt

no debug vlan mgmt

BKNOUNTL reHepauuio OTNaA04YHbIX COOBLWEHUI ynpaBieHUs
vlan.

BbIKNHOUMTL reHepauuio OTAaf04HbIX COOBLLIEHNI ynpaBaeHun
vlan.

debug vlan os

no debug vlan os

BKNOUMTL reHepaumio OT1aZ0uHbIX COODLWEHUA ANA pecypcos
moayns vlan, Kpome bydpepos.

BbIKNOUMTb reHepaLmio OTIaA04HbIX COODLWEHNA ANA pecypcos
mogayns vlan, Kpome bydepos.

debug vlan priority

no debug vlan priority

BKNOUMUTL reHepaumio OTAaZOYHbIX COOBLWEHUN NPUOPUTETOB
vlan.

BbIKNOUYUTb reHepaumio 0T1ag04uHbIX CO0bLWEeHUA NPUOPUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BKOUNTbL FreHepaumio OTNaf40uYHbIX COOBLLEHMI N36bITOYHOCTH
vlan.

BbIKNOUNTb reHepauunio OT1aZ04HbIX COOOLWEHUIA U3ObITOYHOCTM
vlan.

debug garp

no debug garp

-/BbIK/IIOYEHO

BKAtouMTb 0T1aZKy NnpoTokoaa GARP.

BbIKNOUYMTb OTNAAKY NpoTokona GARP.

4.30.3 Omnadka Ethernet-oam

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 225 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

Bkatountb reHepauunio scex oT/1a404HbIX COO6LLI|EHVII71 eoam.

BbIKNtOUMTb reHepauuio Bcex oTNaf0uHbIX COO6LLI,EHVIVI eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BKAtoUNTL reHepaumio coobuieHmnin bydepos eoam.

BbIKNtOUNTb reHepaumio cooblieHunii bypepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BKAIOUUTL reHepaLmio coobLieHunin KoHourypaLuum eoam.

BbIK/NOUUTb reHepaLmio CoobLLEeHNI KOHOUTYpaLum eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BKAIOUUTL reHepaumio coobLLeHuit ynpaBneHns eoam.

BbIKNtounTL reHepaumio COOGLLI,eHI/IVI ynpasaeHnAa eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BK/ItOUMTL reHepaLumio coobLeHnin npouecca obHapy»KeHUs co-
cepen eoam.

BbIK/IOYMTb reHepaumio coobLueHmit npouecca o6HapyKeHus co-
cepen eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BK/I1O4MTb reHepaLmio coobLieHnit olwmnboKk eoam.

BbIKNOUNTb reHepaunio coobuieHunii ownbok eoam.
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debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BKOUUTB reHepaumio coobLieHuin Bxoaa B GyHKLMM eoam.

BbIKNOUYNTbL reHepaLmio coobLeHmnit BXoaa B GyHKLUM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BK/OYNTL reHepaumio coobLweHn Bbixoaa 13 GyHKLMIM eoam.

BbIKNOUYNTL reHepaLmio coobueHmni Bbixoaa U3 GpyHKLMIA eoam.

debug ethernet-oam init

no debug ethernet-oam init

BKAOYNTbL FreHepauuio coobLeHni 3MEHEHMA COCTOAHUA MO-
ayna eoam.

BbIKNOUMTb reHepaumto coobLEeHNI M3MEHEHWUSA COCTOAHUA MO-
aynsa eoam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKntounTb reHepaumto coobuweHunit link-monitor eoam.

BbIKNOUYNTL reHepaLmio coobueHuit link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKAtOUMTb reHepauuto coobuweHuii remote-loopback eoam.

BbIKNOUNTbL reHepaumto coobleHnit remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

BKHOUMTD reHepauunto COobLLLEHMI COCTOAHUI MuX-parser eoam.

BbIK/NIOYMTL TeHepaumio COOBLLEeHUI COCTOAHMI mux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BKAOUNTL reHepaumio coobLeHnit Ana nakeTa eoam.

BbIKNOUNTL reHepaLmio COObLLEHNI A1a NaKeTa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BKOUNTL reHepaumio coobLLeHmit U36bITOYHOCTM eoam.

BbIK/IIOYMNTL FreHepaLmio coobLLeHMI U3BbITOYHOCTM eoam.

debug ethernet-oam resource

no debug ethernet-oam
resource

BKAOUNTB reHepaLmio CoobLeHNt Aaa pecypcoB eoam, Kpome
bydepos.

BbIK/MOUYNTL reHepaLmio CoobLLEeHUI AN PecypcoB eoam, Kpome
bydepos.

debug ethernet-oam rfi

no debug ethernet-oam rfi

BKAOUMTL reHepaumio COOBLEHUI yaaneHHoro obHapyKeHun
aBapwuit eoam.

BbIKNtOUNTL reHepaLuio coobLeHnin yaaneHHoro obHapyKeHua
aBapwuit eoam.

debug ethernet-oam var-
regresp

no debug ethernet-oam var-
regresp

BKNOUMTD reHepaumio COObLEeHNI aNs 3HAYEHUI 3anpoCcoB-0T-
BETOB e0am.

BbikntounTb reHepauyuto COO6LLI,eHVIl7I ana 3HayeHui 3anpocoB-0T-
BEeTOB e0am.

4.30.4 MypHanuposaHue omsaado4Hbix coobwjeHuli

C nomouibo gaHHOro 610Ka KOMaHA HaACTpPamBakOTCA NaApPaMETPbl BeAeHUA KypHana OT/1IadKU B

cncreme.

HasBaHue KypHana coaepKuT B cebe aaTty ero cosgaHusa Ha flash.

KomaHOb!1 pexcuma 2nobasnbHOU KoHGU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOM KOHPUrypaumm:

console (config) #
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Tabnunua 226 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

debug-logging { console | file
| buffered-file}

no debug-logging

MepeHanpaBuTb BbIBOA, OT/NIALOYHbIX COOBLEHNI B KOHKpETHoe
pacnonoeHue.

console — B TepmM1Han KoHcoNW;

file — B oTaenbHbIN daiin Ha flash;

buffered-file — B oTaenbHbI 6ydep, npu ncyepnaHum pecypca by-
depa — B paiin Ha flash.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

debug-logging log-path
{flash_url}

no debug-logging log-path

flash:/LogDir/Debug/

YcTaHOBUTL pacnonoxeHue ¢alina, B KOTOPbIM 3anucbiBatoTca de-
bug-coobueHus.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

’ ' MHpopmauua o debug-logging log-path xpaHurtca B ¢paitne nvram. [jns Bo3Bpata AUPEKTO-
e pum no ymon4yaHuio Tpebyetca ucnonb3oBaTtb KomaHay no debug-logging log-path wau

delete startup.

A

Mpu ucnonbsosaHum KomaHgbl clear logs debug file ctupaerca Bce cogepxmmoe aupeKkTo-
puK, B KOTOpON HaxopAaTca ¢aitnbl KypHaNoB. PeKoMeHAYeTca UCNO/b30BaTb OTAE/bHYIO

AVUPEKTOPUIO UN AUPEKTOPUIO NO YMOSUYAHUIO AR XPaHEHUA KYPHAN0B BO usbexaHue no-
Tepu KOHPUrypauoHHbIX ¢aiinos.

' ' Bo3moxXHa coBmecTHasa pabora KomaHg debug-logging console u debug-logging {file |
-

buffered-file}

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:

console#

Tabnuua 227 — KomaHgpl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
1o ymon4aHuwo

Aeiicmeue

clear logs debug file

OuncTuTb cogepxnmoe gupektopun ¢ debug-dpannamu.

4.30.5 KomaHObl 013 omaadku ¢hyHKYuli ynpaeneHus

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 228 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
o ymon4aHuo

Aeiicmeue

debug radius {all | errors |
events | packets | responses |
timers}

-/BbIK/IOYEHO

no debug radius

BK/IIOUMTL reHepaLmio OTaZl04YHbIX COOBLLEeHMI AN NpoToKoAa
RADIUS.

BbIK/IOYMTb reHepaLmio 0T1aA04HbIX COOBLLEHMI 417 MPOTOKO1a
RADIUS.

debug tacacs {all | dumprx |
dumptx | errors | info}

-/BbIKOYEHO

BK/IIOUMTb reHepaLmio OT/Iaf0uHbIX COOBLLEHMIA ANA NPOTOKOoAa
TACACS.
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no debug tacacs

BbIK/IIOUYNTb reHepaLLmio 0T1a40uHbIX COO6LLEHMI 418 NPOTOKONA
TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIK/IIOYEHO

BK/OYNTL reHepaumio oTNaf4ouHbIX coobuieHmii gna SSH.

BbIKNOUYNTL reHepaLmio OTN1aA04HbIX coobueHuii gna SSH.

debug terminal take BKAOYNTL  BbIBOA, OT/NIaA0YHbIX COOBWEHUI B TeKyliewn
SSH-/Telnet-ceccun.
- -/BbIK/IIOYEHO — —
no debug terminal take BbIKNOYMTL  BbIBOA OTAAZ0YHbIX COOBLWEHUI B  TeKyluewn
SSH-/Telnet-ceccun.
4.30.6 KomaHObI 013 omaadku npomokoaa DHCP
KomaHapl AaHHOro 610Ka BKAKOYAOT OTCc/iexXuBaHne moayns DHCP.
KomaHOb! pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#
Tabnunua 229 — KomaHab! pexkuma EXEC
3HayeHue/3HayeHue .
KomaHoa / Aelicmeue

no ymon4aHuro

debug ip dhcp snooping {all |
critical | entry | exit | debug |
fail}

no debug ip dhcp snooping {all
| critical | entry | exit | debug
| fail}

-/BbIK/IIOYEHO

BKAOUMTb reHepaumio coobuweHnin otnagkm ¢yHkuum DHCP
Snooping.

BbIKNOUNTL reHepauuio coobuieHuit oTnagrm ¢yHKumm DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIK/OYEHO

BKAOUMTL reHepaumto Bcex coobuieHnin otnagkm ¢yHkummn DHCP
client.

BbIK/NOYNTb TFeHepaunio BCEX COOOLEHU oTnagkm GyHKUUK
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIK/IIOYEHO

BKAOUUTL reHepaumio BbI6OPOYHbIX COOOLEHUI OTNAAKU PYHK-
umu DHCP client.

BbIKNOUMTL TeHepaLmio BblIGOPOYHbLIX COOBLLEHWI OTNafKK
dyHKumm DHCP client.

debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIK/IIOYEHO

BKAOUUTL reHepauuto cooblueHuii otnagkn ¢yHkumm DHCP re-
lay:

- all — Bce oTnagouHble coobuieHms;

- errors — 0TN1afl04Hble COObLLEeHNA NpU OLIMbBKaX.

BbIKNOUNTL reHepaLmto coobuieHmii otnaakun dyHKumm DHCP re-
lay.

debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

no debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

-/BbIK/IOYEHO

BKAOYUTL reHepaumio BbI6OPOUHbIX COOBLEHUI OTNAAKU PYHK-
unm DHCP server.

BbIKNIOUNTL  FreHepaLunio BblIBOPOYHbIX COODOLEHUA OTAAAKM
dyHKuum DHCP server.

debug show ip dhcp np
interfaces

MokaszaTtb KoHOUrypaLmio GYHKUMN KOHTPOAA npoTokona DHCP.
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4.30.7 Omnadka pyHKyuu PPPoE-IA

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 230 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMon4aHuio

Aelicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BKNIOUMTL reHepaumio BCex OTNaA04HbIX coobuweHuit PPPoOE-IA.

BbIKNOUYUTb reHepaLmio BCeX OTNaA04HbIX coobLLeHnit PPPoE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKAtOUNTL reHepaLmio OT1aA04HbIX COOBLLLEHNI 0 BXoAe B PYHK-
unmn PPPoOE-IA.

BbIKNOUYUTb reHepaLmio BCeX OTNaA04HbIX coobLLeHnit PPPoE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKNOUMTL reHepauumio OTNafoYHbIX COODOLLEHMI O Bbixoge M3
dyHKum PPPOE-IA.

BbIKNOUYUTb reHepaLmio BCeX 0TNaA04HbIX coobLieHnit PPPoE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOUMTL FreHepaumio OTNafouHbIX coobuweHnin 06 owmbkax
PPPoE-IA.

BbIKNtOUMTb reHepaLmio BCeX OTNaL04HbIX cOobLeHnn PPPoE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKNOUMTL reHepauuilo OTNAfAOYHbIX COOOLLEHMI O nakeTax
PPPOE-IA.

BbIKNtOUNTb reHepaLmio BCeX OTNaL04HbIX coobLeHnin PPPoE-IA.

4.30.8 Omnadka ¢pyHKyuu DCS

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunua 231 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3HayeHue Neiicmeue
no ymoa4aHuro
debug dcs all BK/IOUMTL reHepaumto BCeX OTNAA04HbIX coobeHui dcs.
no debug dcs i BbIKNHOUYMTb reHepaL Mo Bcex 0TNaf04HbIX CO0bLeHmit dcs.
debug dcs entry BKNtOUNTL reHepaLmio OT1aA04HbIX COOBLLEHNI 0 BXoAe B PYHK-
R umm dcs.
no debug dcs BbIKNOUMTb reHepaLmio BCeX OTN1aZ04HbIX COObLLeHMI dcs.
debug dcs exit BKNOUNTL reHepaumio OTNaf0YHbIX COOBLLEHUI O Bbixoae M3
- byHKUMIA dcs.
no debug dcs BbIKNOUMTb reHepaLmio BCeX OTNaA04HbIX CO0bLeHuMI dcs.
debug dcs fail BKtOUNTL reHepaLmio 0TAaA04HbIX coobLeHuii 06 owmrbKax dcs.
no debug dcs i BbIKNOUMTb reHepaLmio BCeX OTN1aA04HbIX cOobLeHunI dcs.
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4.30.9 Omaadka ¢pyHkyuii QoS

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 232 — KomaHabl pexkmma EXEC

KomaHoa

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug gos buffer

no debug qos buffer

BKNOYNUTbL reHepaumio OT/IaAo0uHbIX cooblieHuit ana bydepos
QoS.

BbIK/IIOUNTb FreHepauunio OTAaA0UHbIX coobuieHnit ansa bydepos
QoS.

debug qos ctrl

no debug qos ctrl

BKNHOYMTb reHepaLmio 0T/1a404HbIX COOBLWEHNIN ANA yNpaBaeHUn
QosS.

BbIKNOYNTL reHepaLmio OTIaf04YHbIX COODLEHUI ans ynpasie-
Hua QoS.

debug qos dump

no debug qos dump

BKAHOUMTL reHepaLmio OTNaA04HbIX COObLLEeHUI No nakeTam QOS.

BbIKNOUNTD reHepaLMilo OTNAA0YHbIX COODOLEHUI MO NakeTam
QosS.

debug qos failall

no debug qos failall

BKNOUMTL reHepauMilo OT/NIaf04YHbIX COODOLEHUI NO ownbKam
QosS.

BbIK/IOUNTL reHepaLmilo OTAaA0UYHbIX COOBLLEHMI NO OWNbKam
QosS.

debug gos init-shut

no debug qos init-shut

BKOUUTD reHepaumio OTAaf04YHbIX COOBWEHNI NO U3MEHEHMIO
coctoaHna moayna QoS.

BbIK/NOYNTb reHepaumIo 0T1af04YHbIX COOBLLEHMI MO U3SMEHEHUIO
coctoaHmna moayna QoS.

debug gos mgmt

no debug qos mgmt

BKNHOUMTD reHepaLmio OT1Ia404HbIX COOBLWEHNI ANA yNpaBaeHUA
QosS.

BbIKNOUNTL reHepaLmio OTNaf04YHbIX COObLEeHUI ans ynpase-
Hua QoS.

debug qos os

no debug qos os

BK/IOYNTb FeHepaLmio OTNaA0uHbIX COOBLEHMIt AN pecypcos
QoS, Kpome 6ydepos.

BbIK/MOYMTb reHepaumio 0TNaf0UHbIX CO0bLLEHNI ana pecypcoB
QoS, Kpome 6ydepos.

debug show qos meters

OT06pasnTb MHGOPMALMIO O KOAMYECTBE BblAeNeHHbIX 1 cBObOA-
HbIx QoS Meters.

4.30.10 KomaHObI 014 omaadku npomokosaa SNTP

KomaHabl gaHHOro 6./10Ka N03BONIAOT CHAMATb AONO/THUTENIbHYIO ANATrHOCTUYECKYIO VIHd)OpMaLI,VII-OAI'IH npo-

TOoKona SNTP.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 233 — KomaHgb! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
10 yMoA4YaHuo

Aelicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

-/BbIK/IIOYEHO

BKNHOUMTB reHepaumto oTAaLo0uHbIX coobuieHmsa 6aoka SNTP.
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no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

BbIKNOUNTb reHepaumio 0TNaf04uHbIX coobLeHna 6aoka SNTP.

4.30.11 KomaHObl 013 omaadku npomokona STP

KomaHabl gaHHoro 610Ka MO3BO/AIOT CHUMATb AONO/THUTENbHYIO ANArHOCTUYECKYHO VIH(I)OpMaLI,VII'O ana

npotokona STP.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunua 234 — KomaHabl pexxkmma EXEC

KomaHda

3HavyeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIK/IIOYEHO

BKOUNTL reHepaumio 0TAa40uHbIX COOBLLEHMI ANA NPOTOKONa
STP rnobanbHo.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIKNOYEHO

BKNOUMTL reHepaLmio BCeX OTN1aA04HbIX CO0BLLIEHMI ANA NPOTO-
Kona STP.

YCTaHOBWTb 3HaYeHMe N0 YMOJYAHUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIKNOYEHO

BKNOUMTL reHepaumto cooblueHunii oTaagku gas npoTtokona STP
AN ANArHOCTUKM OLINBOK.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IIOYEHO

BKNOUUTL reHepaumio cooblueHunii oTaagkm gns npoTtokona STP
Ana init u shutdown. 31a TpaccMpoBKa reHepupyeTcs Npu Heyaau-
HOM MK yCREeLWHOW MHULMAU3ALMM AN 3aKPbITUM mogynsa STP.

YCTaHOBUTb 3HAYEHME MO YMONYAHWUIO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIK/IIOYEHO

BKAtOUNTL reHepauuio coobLEeHMI OTNaAKM NPU ynpaBaeHuu
npoTokonom STP. OTnagouHble COOBLEHNA FeHePUPYIOTCA Kax-
AOblV pas, Korga Bbl HacTpanBaeTe Kakne-nnbo dpyHkumm STP.

YCTaHOBUTb 3HAYEHME MO YMOJIYAHUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIK/IOYEHO

BKNOUNTL FreHepaumio OTNPaBKKU OTAAL04HbIX COOBLEHMI Npu
HeyZLa4HOM UM yCnewHOM BblaeneHnm namatn gna STP-npouecca.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/IOYEHO

BKNIOUMTL reHepaumio cooblueHunii oTaagKku gas npoTtokona STP
npv HeyAa4yHOM M yCnewHom npueme, nepegadve n obpaboTtke
naketos BPDU.

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIK/IOYEHO

BKNtOUNTL reHepaLLmio COOBLLEHNI OTNAAKMN JNA COOLITUIA KOHOU-
rypauun npotokona STP. CoobuieHus reHepupytoTca npu
HacTpolike GyHKLMIA STP.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIK/IOYEHO

BK/lOUMTL reHepaLMio COOBLLEHNI OTAAAKM NPU HeyAauHOM,
yCrewHOoM 3anycKe, NPy OCTAaHOBKE UM Nepesanycke Talmepos
npoTtokona STP.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

-/BbIKNOYEHO

BK/IIOUMTL reHepaLmio coobLLeHnid 0TAaAKM ANa NopToB, 3a4el-
CTBOBaHHbIX B NOCTpOeHuM aepesa STP.
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no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine|
pseudolnfo-state-machine}

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIK/IIOYEHO

BK/IOUNTb reHepaLmio coObLLEHMI OTNadKN B Pe3ePBHOM Yy3/e
STP npu BbINOJIHEHUUN Pe3ePBHOrO KONMPOBaHUA MHPOpPMaLMK O
KOHGUTypaLmmn oT aKTUBHOTO y3/1a.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIK/IIOYEHO

BKNHOUMTb reHepauuio coobLLeHnit oT1agKM ana npotokona STP
npu HeyAa4yHOM U yCMNeLHOM CO34aHUN U yaaneHue cemadopa.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

debug show spanning-tree
port-state { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port}

OTo6pasnTb STP-cOCTOAHMA NOpPTa BO BCEX CYLLECTBYIOLLMX MH-
CTaHcax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT06pa3nTtb mannuHr VLAN no nHctaHcam. Ecam ykasaH onumo-
HaNbHbIM NapameTp instance, TO BbIBOAWUTCA MANMUHT TONbKO ANA
3TOroO MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIK/IOYEHO

BKAHOUNTB OT/IAZ0UHbIE COOBLLEHNA A48 MeXxaHM3ma oBHapyKe-
HUA cocegent.

debug spanning-tree topology-
change-state-machine

-/BbIK/IIOYEHO

BKAOUNTb OT/IAZ0UHbIE COOBLEHNA 418 MeXaHM3Ma OBHapyKe-
HWA U3MEHEHWIA TOMONOTUN.

4.30.12 KomaHOdbl 019 omnadku npomokona LLDP

KomaHabl faHHOro 610Ka No3BOIAKT CHUMATb AOMNOAHUTENbHYIO AMArHOCTUYECKYI0 MHPOPMALMIO

ANnA npotokona LLDP.

KomaHOwb1 pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 235 — Komanapl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug lidp all

no debug lidp all

-/BbIK/IIOYEHO

BKOUMTb reHepaumio Bcex OT/1af04uHbIX COOBLLEeHUI a5 NpoTo-
Kona LLDP.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

debug lidp all-fail

no debug lldp all-fail

-/BbIKAOYEHO

BKHOUMTB reHepaLunio coobLLeHnI oTaagKu gns npoTokosa LLDP
ONA AMarHOCTUKKN OWMBOK.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.
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debug lidp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIKNOYEHO

BKAtoUNTL reHepauuto BbIGOPOYHbIX OTNALOYHbIX COODLLEHWNI
npoTokona LLDP.

- buf — oTnapouHble coobleHus, cBa3aHHble ¢ bydepom LLDP;

- critical — oTnag0uHbIE COOBLLEHNA KPUTUUECKOTO YPOBHS;

- ctrl — oThapoyHble coobueHnsa Npu cboe NpU U3MEHEeHUN unm
nosyy4eHun 3anucein LLDP;

- data-path — oTnagouHble coobLeHus, Kacatowmeca nyTm nepe-
Aauv Unm nonyveHus sanucen LLDP;

- init-shut — oT1ag04HbIE COOBLEHMA NPU HEYAAYHOW UHULMANK-
3aLuK 1 BblKNOYeHUU moayna LLDP;

- mgmt — oTnafo4YHble cooblieHna npu cboe B KOHOUTypauum
ntoboi n3 GpyHKumin LLDP;

- pkt-dump — oTna04HbIe COOBLLEHNA ANA TPACCUPOBKM AaMMNOB
NnaKeToB;

- resource — OT/1af04Hble COOBLLEHUA, CBA3AHHbIE C pecypcamm
OC. 971a TpaccupoBKa reHepupyeTca npu cboe B oyepeasax coob-
LLLEHUA.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIK/IIOYEHO

leHepupoBaTb OTNaL04YHbIE COObLWeHUs ans Bcex TLV-onumii.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHWUIO.

debug lidp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tiv

-/BbIK/IIOYEHO

[eHepupoBaTb OTNAA04HbIE COOOLEHMA ANA BbIOOPOUHbIX PYHK-
umi TLV-onuui.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

4.30.13 KomaHObl 0ns omaadku ¢pyHkyuu IGMP Snooping

KomaHgbl gaHHOro 610Ka NO3BONAOT CHMUMATb AONONHUTENIbHYKO ONArHOCTUYECKYHO VIHd)OpMaLl,VIlO

ana npotokona IGMP.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunuya 236 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIK/IOYEHO

BKNtOUNTL reHepaumio BCeX OTNAL0YHbIX COObLWEHMI ANa GyHK-
umn IGMP Snooping.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IOYEHO

BK/lOUNTL reHepaLMio OTNAfOYHbIX COOBLEHUA AnAa AuarHo-
CTUKM BXoAa-Bbixoaa B GpyHKuuto IGMP Snooping.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIKOYEHO

BKOUNTL reHepaLmio 0TAaf04HbIX COOBLWEHMI B Cyyae nepec-
CbI/IKM 6a3bl AaHHbIX IGMP.

YCTaHOBUTb 3HAYeHue no YMO/IHaHUIO.
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debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIK/IIOYEHO

BKOYUTL reHepaLmio OT1aA04HbIX COOBLLEHWMIA, B CyYae 3apem-
CTBOBaHUA MHPopmaumm o IGMP-rpynnax.

YCTaHOBWUTb 3HAYeHME NO YMO4aHUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIK/IIOYEHO

BKAOUNTb reHepauuto cooblieHnsa no cobbiTUAM MHULUMANU3a-
umu 1 shutdown, nHpopmauus saHocuTtca B dpaiin.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIHAHMUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIK/IIOYEHO

BKOUNTb reHepaumio BbIGOPOYHbIX OTIAA0UHbIX COOBLLEHMIM
ona yHrumm IGMP Snooping.

YCTaHOBWUTb 3HAYeHME NO YMO4aHUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIK/IIOYEHO

BKOUNTb reHepaumio OTIaf04HbIX COOBLEHN NPU BO3HUKHO-
BEHWUW OLWMBKM Npu Nepegade nam npueme naketos IGMP.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIHAHMUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIK/IOYEHO

BKAIOUMTbL reHepauMio NakeToB MpU OTMPaBKeE UAW MOAYYEHUU
query-naketos IGMP.

YCTaHOBUTb 3HaYyeHue no YMOI4YaHUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIK/OYEHO

BKOUNTL reHepaLmio NaKeToB B TeX CAy4anx, KOr4a 3a4eicTeo-
BaHbl TalMepbl.

YCTaHOBUTb 3HaYeHue no YMO/I4YaHUIO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIK/IOYEHO

BKAOUNTL reHepauumilo OTNafO0YHbIX COOOLEeHU AnA AmnarHo-
CTUKM TPAaCCUPOBOK, CBA3AHHbIX C NPOTOKO/IOM IGMP.

- all — BKAOUMTL reHepaL Mo BCEX OTIAA04HbIX COOBLWEHNN;

- RX — BKNOUYMTb reHepaLmto OT/1Ia404HbIX COObLLEeHMIA oA Tpac-
CMPOBKMU NPUHUMAEMbIX NAKETOB;

- TX — BK/OYMTb FreHEPaLMIO OTNaL04HbIX COOBLEHMIA ans Tpac-
CMPOBKM NepeaaBaeMblX NaKeTos.;

- ctrl-path — BKAOUMTL reHepaLMio OTAaL04HbIX COOBLEHNI NpK
NPOXOXKAEHUN KOHTPOIbHOM ynpaBastoLLen MHGopMaLMK;

- data-path — BKAOUMTL reHepaLuio OTAAL0UHbIX COObLLEHUI
NPV NPOXOXKAEHUN MyNbTUKacT-TpadurKa.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.

4.30.14 Omaadka 0ns port-channel

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 237 — KomaHgb! pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
0 yMon4YaHuo

Aeiicmeue

debug lacp all

no debug lacp all

BKNIOUMTL reHepaumto BCeX OTNaA04HbIX coobuweHnina ana LACP.

BbIKNHOUYMTL reHepaLmio Bcex 0TNafA04HbIX coobuieHuniia gna LACP.

debug lacp buffer

no debug lacp buffer

BK/IOUMTL reHepaLmio OTNaA04HbIX coobuweHnin no bydpepam LACP.

BbIKNIOUUTL TeHepaumio OTNafo4HbIX coobleHunit no Bydepam
LACP.

debug lacp data

no debug lacp data

BK/11OYMTb reHepaLmio 0TAaZ0UHbIX CO0bLeHNn o6MeHa AaHHbIMM
LACP.

BbIKNOYMTb reHepauMio OTNaf0uHbIX COObWEeHNn obmeHa paH-
Hbimu LACP.

debug lacp events

no debug lacp events

BK/IOUMTL reHepauuio OTNAZOYHbIX COOBLEHMI no cobbITuAm
LACP.

BbIK/IOYMTL reHepaLuio OT/1aA0uYHbIX COOBLEHNA MO cobBbITUAM
LACP.
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debug lacp failall

no debug lacp failall

BKNHOUMTB reHepauuio 0T1ag04uHbIX coobueHnin no owmnbkam LACP.

BbIKNOYNTL FeHepaumio OTNaf04HbIX COOBLLEHU No owunbKam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BK/OYNTL reHepaumio OT1aA04HbIX COOBLEHNIA U3MEHEHUA COCTO-
aHna LACP.

BbIKNOUYNTL FreHepaumio OTIaA04HbIX COOBLEHUIA U3MEHEHUSA CO-
ctoaHna LACP.

debug lacp mgmt

no debug lacp mgmt

BKNHOUYNTL reHepaLmio OTNaf04HbIX COOBLLEHNIA MO YNpaBAAOWMM
coobuieHmam LACP.

BbIK/IOUNTL FeHepaLmio OTNAafL04YHbIX COOBLEHUI MO ynpaBasio-
Wwmm coobuweHnam LACP.

debug lacp os

no debug lacp os

BK/OYUTB reHepaLmio OT1aA04HbIX coobLeHmMI no pecypcam LACP,
UCKNtouvan bydepbl.

BbIK/IIOUNTL reHepaumio OT/IafouYHbIX COObBLEHMt No pecypcam
LACP, uckntouan 6ydepbl.

debug lacp packet

no debug lacp packet

BKNOUMTL reHepaumio oTAa4o0uHbIX coobuweHuii no naketam LACP.

BbIK/IIOUNTL TEHEPALMIO OTNaf0uYHbIX COOBLEHWA MO MakeTam
LACP.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunua 238 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

debug etherchannel all

no debug etherchannel all

BK/OUNTB reHepaumio Bcex 0T1aA404HbIX coobLeHnin ans LAG.

BbIKNOUNTL reHepaLmio BCex 0TNaf04HbIX coobweHunit ana LAG.

debug etherchannel detail

no debug etherchannel detail

BKNOUMTD reHepaunio NogpobHbIX OTAaf0UHbIX COODLEHUI ans
LAG.

BbIK/MIOYNTL reHepaumio NoApPobHbIX OTAAL04HbIX COODLWEHUA ANA
LAG.

debug etherchannel error

no debug etherchannel error

BKOYUTB reHepaunio oTaafouHbIX coobeHnit 06 owmnbKkax LAG.

BbIK/MOUNTL reHepauuio OTNaf0uHbIX COObLWeHUt 06 owunbKax
LAG.

debug etherchannel event

no debug etherchannel event

BKNHOYMTL reHepaLmio OTNaA04HbIX CO0bLLEeHIM No cobbiTnam LAG.

BbikntounTb reHepauunto OT/1a404HbIX COOﬁLLI,EHVIm no cobbITMAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BK/OUMTL reHepaLuio 0TNaf04HbIX COOBLLEeHMI No AecKpunTopam
nHTepdeincos LAG.

BbIKNOUMTL FEHEPALMIO OT/IAf04HbIX COOBLLEHWNIA NO AecKpUnTo-
pam uHTepoeiicos LAG.

4.30.15 Omaadka loopback-detection

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnnua 239 — KomaHapl pexxkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o ymon4aHuio

Aeiicmeue

debug loopback-detection all

BKOUNTL reHepaumio Bcex 0Ta404HbIX coobueHni LBD.
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no debug loopback-detection
all

BbIKNOUYNTL reHepaL Mo BCex 0T1ag04HbIX coobweHunin LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNOUNTbL reHepaumio OTIaAo0uHbIX cooblieHuit ana bydepos
LBD.

BbIKNOUYNTL rEHepaLMIO OTNAZ04HbIX coobLeHuid ansa bydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BKAOUMTL FeHepauuio OTNAfO0YHbIX COOBLLEHWUI ynpaBaeHus
LBD.

BbIK/IOUNTL TEHEPALMIO OTNaA0YHbIX COOBLLeHWI ynpaBaeHun
LBD.

debug loopback-detection pkt-
dump

no debug loopback-detection
pkt-dump

BKOYNTB reHepaLmio 0T1ag04HbIX COOBLLEHNI 3axBaTa NAaKeToB
LBD.

BbIKNOUYNTL reHepaumio 0TAaL04HbIX COObLLEeHNI 3axBaTa Nake-
ToB LBD.

debug loopback-detection pkt-
flow

no debug loopback-detection
pkt-flow

BKAIOUNTb TFeHepauuio OTNaA0YHbIX COODOLEHU MOTOKOB Tpa-
¢duka LBD.

BbIK/IOUMTL FeHepaL Mo OTNaf0UHbIX COOBLLEHMIA NOTOKOB Tpa-
¢duka LBD.

4.30.16 Omanaadka 0aa npomokoaa SNMP

KomaHOwbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 240 — Komanapl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug snmp

no debug snmp

BKNHOUMTL reHepau Mo BCEX OTNIAA04HbIX coobuweHnin ana SNMP.

BbIKNIOYMTL FEeHepaLuio BCeX OTNAZ0YHbIX CcooblieHMit ans
SNMP.

4.30.17 KomaHObI 0na duazHocmuku napamempos TCAM

KomaHabl gaHHOro 6/10Ka NO3BONAIOT CHAMATb AONO/THUTENIbHYIO ANATHOCTUYECKYIO Mchopmau,mo

ansa TCAM.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 241 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug show tcam

OT06pasnTb MHPopmaumio o TCAM.

debug show tcam domains

OT06pasnTb MHPOPMaLmio 0 someHax TCAM.

debug show tcam block
block_index [all]

OT06pasnTb nHdopmaumio o 61oke TCAM v foNyCTUMbIE 3aMUCK.
- block_index — nHaekc 6noka TCAM. block_id: (0..11);
- all — nevatb BCex 3anmceil, BKAOYasA HEAOMYyCTUMbIE.

debug show tcam entry
entry_index

0OT06pa3nTb MHPopmaumto o 3anucn TCAM n ee nonei.
- entry_index — nHaekc 3anuncu TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OT06pasnTb MHGOPMALMIO O 3ape3epBMPOBAHHbLIX U UCMNOb30-
BaHHbIX 3anucax TCAM u o0 ux BnagenbLax.
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debug show tcam portmask

OTo6pa3unTb Tabaunuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

YKa3zaTtb Tvn nonsa TCAM.

CTepeTb AaHHble NoAA yKasaHHoro entry_id.

debug set tcam entry entry_id
enable

debug set tcam entry entry_id
disable

entry_id: (0..1535)

BKkAtounTb paboty 3anucu TCAM ¢ 3agaHHbIM entry_id.

BbIkntounTb paboty 3anmncu TCAM c 3agaHHbIM entry_id.

debug set tcam entry entry_id
move move {number number}

entry_id: (0..1535)

NepemecTnTb YKasaHHyto 3anucb TCAM B Ha3HaYeHHy!0.

debug set tcam entry entry_id
action drop [ withdraw ]

debug unset tcam entry
entry_id action drop

entry_id: (0..1535)

YcTaHOBUTL AecTeue drop Ana NAaKeToB, KOTOPbIe He MONain HU
noA, ofHO NPaBuo.

OTKNOUNUTL AelicTBME yaaNEeHUA.

debug set tcam entry entry_id
action redirect { port_number
| cpu}

debug set tcam entry entry_id
action redirect

entry_id: (0..1535)

MNepeHanpaBuTb NakeTbl, NoONagatoLwne Noa NpaBMao C yKasaH-
HbIm entry_id B 3agaHHbIN NOPT MK Ha LINY.

OTKNOYUTD nepeHanpasieHMe NakeTos.

debug set tcam entry entry_id
action inner-tag assign { vlan-
id | shift | shift-from-outer-tag
| inner-pvid } assigned_val

debug unset tcam entry
entry_id action inner-tag assign

entry_id: (0..1535)

[06aBUTb BHYTPEHHUI Ter K NakeTam, nonagatowmm nog TCAM-
3anuch C yKasaHHbIM enter_id.

Y[anuTb BHYTPEHHWI Ter.

debug set tcam entry entry_id
action inner-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action inner-tag
format

entry_id: (0..1535)

YCTaHOBUTb AelCcTBME BHYTPEHHero Tera ¢opmatMpoBaHua s
3anucun TCAM.

- none — He BbIMOJIHATb HUKaKOe AelCTBME;

- untag — yaanunTb BHYTPEHHWIA Ter;

- tag — BCTaBUTb BHYTPEHHWI Ter;

- keep — coxpaHuTb cogepKMmoe Tera.

Ypanutb geicremne Tera.

debug set tcam entry entry_id

action outer-tag assign { vlan-

id | shift | shift-from-inner-tag
| outer-pvid } assigned_val

debug unset tcam entry
entry_id action outer-tag
assign

entry_id: (0..1535)

[06aBUTb BHELHWIA Ter K NakeTam, nonagatowmm nog TCAM-3a-
MMUCb C yKasaHHbIM enter_id.

YAanuTb BHELIHWIA Ter ¢ NakeToB C 3afaHHbIM entry_id 3anucu
TCAM.

debug set tcam entry entry_id
action outer-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action outer-tag
format

entry_id: (0..1535)

YCTaHOBUTbL AeNCTBME BHELHEro Tera GopmMaTMpOBaHuA g/s 3a-
nucu TCAM.

- none — He BbINOJ/IHATb HUKAKOe AeNCTBUE;

- untag — y4annTb BHELLHWI Ter;

- tag — BCTaBUTb BHELUHWUI TeT;

- keep — coxpaHuTb cogeprkMmoe Tera.

Ypanutb geicreme Tera.

debug set tcam entry entry_id
action {inner-tpid inner-tpid |
outer-tpid outer-tpid}

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

entry_id: (0..1535)

[006aBUTb BHYTPEHHUI MK BHewHMI TPID K yKasaHHOW 3anucu
TCAM.

YaanuTb BHYTPEHHUIA UM BHeWHUIA TPID K yKasaHHOM 3anucu
TCAM
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debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HacTtpouTb nepesanncb napametpos QoS A1A yKazaHHOW 3anucu
TCAM.

- copy-ipri-to-opri — ckonnposaTb NPMOPUTET U3 BHYTPEHHErO
Tera BO BHELWHUN;

- copy-opri-to-ipri — ckonnposaTb NPMOPUTET U3 BHELLHEro Tera
BO BHYTPEHHUI;

- dscp — nepesanucatb nose DSCP B 3aronoeke IP;

- inner-user-pri — nepe3sanucaTb npuoputeT 802.1p BO BHYTPEH-
Hui Ter VLAN;

- ip-precedence — nepesanucatb nose ToS B 3aronoske IP;

- keep-inner-pri — coxpaHWTb NPUOPUTET BHYTPEHHErO Tera;

- keep-outer-pri — coxpaHWUTb NPUOPUTET BHELLHETO TEra;

- outer-user-pri — nepesanucatb npuoputet 802.1p BO BHELHEM
Tere VLAN.

Ypanute nepesanucb napametpoB QOS AnA yKasaHHOW 3anucu
TCAM.

debug show tcam applications

0OT06pa3nTb 0b6uyto nHopmaumo o TCAM.

debug show tcam range

OT06pasuTb Tabnuy CpaBHEHMA AManas3oHa.

debug show tcam udb

Mokasatb Tabamuy Bbibopa nosein (cmewweHuns UDB).
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NPUNOXEHUE A. KOHCO/IbHbIN KABE/1b

D@ G| @W G

6) (7)) () (9

RJ-45 DB-9

PucyHok A.1 — MoaxntoueHne KOHCOIbHOTO Kabens
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NMPUNOXKEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnuua 6.1 — Nogaep*knBaemble 3Ha4YeHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848
O0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
O0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
Ox22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC Ox86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 Ox883A 0x884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840
0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841
0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842
0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844
0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NPUNOMEHUE B. OYEPEAU AN1A NPUHUMAEMOIO HA CPU TPA®UKA

Tabnunua B.1 — PacnpeaeneHue oyepenen ana npuHumaemoro Ha CPU Tpadumka gna MES1428, MES2428,
MES2408, MES3708P

Cepsuc Homep oyepedu
DHCP relay, Firewall (ysegomneHue o Hayane ataku), L2PT,EOAM 1
Port Security (yBegomaeHue o NpesbIlEHUN OrPaHNYEHUA), HE3aPErMCTPUPOBAHHDIM 2

MynbTUKacT(pesxkum IP based IGMP/MLD snooping)
DHCP client, DHCPv4/v6 snooping, IPv6 NDP

ARP, PPPoE IA

EAPOL, IGMP/MLD snooping

Tpaduk ¢ MAC DA kommyTaTopa

3ape3epBnpoBaHo

| N| O] W | W

BPDU,LBD, Slow Protocol(LACP)

Tabnuua B.2 — PacnpegeneHue odepenent ana npuHnmaemoro Ha CPU tpaduka gna MES2424,
MES2424B, MES2424P, MES2448, MES2448B, MES2448P, MES2411X, MES3710P

Cepsuc Homep ouyepedu
Mpounii Tpaduk 1
Firewall (yeaomneHune o Hayane aTaku) 2
HesapernctpmpoBaHHbIit MynbTUKacT (B peskume IP based IGMP/MLD) 7
Port Security (yBegomneHune o NpesbieHNN OrPaHNYeH ) 8
DHCP Client/Snooping 12
PPPoE IA Snooping 12
DHCP Server/Relay 15
EAPOL 16
L2 Protocol Tunneling 16
LLDP 18
OAM 20
IPv6 ND Inspection 21
ARP Inspection 22
IGMP/MLD Snooping 24
MNaketbl ¢ MAC DA KommyTaTopa 25
Slow protocols (LACP) 30
BPDU 31
Loopback detection 31
Stacking 32
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NMPUNOKEHUE I. PACLLU®POBKA CIMUCKA NPOLIECCOB

HasBaHue OnucaHue
TMR# YnpaBneHue Tanmepamu
PKTT Mepuoguyeckan oTnpasBKa NakeTos (ceyac He UCNob3yeTca, NoAAEPKMUBAET TONbKO Heart Beat)
VemT O6paboTKa cobbITUM cTEKa (ceityac He ucnonbayeTcs)
SMT SYSLOG
CFA MepBoHayanbHaa 06paboTka NaKeTOB, MOHUTOPUHT COCTOAHMA NOPTOB
IPDB Ynpasnenue 6a3oit IP Binding (ans ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHuTOpUHF cocToAHMA SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos gna Ethernet OAM
EOAT OcHoBHoW noTok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTka cobbITHi1 B annapaTHOM OKpPYKeHUU
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
CNMT MAC Notification
VLAN OcHoBHoW noTok mogyns VLAN
FDBP CuHXpoHM3auma ¢ annapatHon MAC-Tabauuein
SnpT IGMP/MLD Snooping
QoS OcHoBHoW NoTok moayns QoS
SMGT MOHWTOPUHT annapaTHoro okpy:eHus (RAM, FLASH, BEHTUNATOPbI, UCTOYHWMKM MUTAHUA U Npoyee)
CPUU MoHuTopuHr ytuansaunm CPU
BAKP ABTOCOXpaHeHue KoHbUrypauum
RT6 Mapuwpytusauma IPvé
IP6 O6paboTKa IPv6-nakeToB
PNG6 Ping v6
RTM MapuwpyTtumsauua IPv4
IPFW O6paboTKa IPv4-nakeToB
UDP O6paboTka UDP-naketos
ARP O6paboTka ARP-nakeToB
PNG Ping v4
SLT YnpasneHue coketamu
SAT Cepsep SNMP
TCP O6paboTka TCP-nakeToB
RAD Knnent RADIUS
TACT Knunent TACACS
DHRL DHCP Relay
DHC MpoTtokon KnneHTa DHCP
DCS MpocnywmnsaHue coketa ana knmeHta DHCP
PIA PPPoE Intermediate Agent
L2SN IPv6 RA Guard
CLIC Cul
CTS Cepsep TELNET
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SSH Cepsep SSH
LLDP LLDP
LBD Loopback Detection
LOGF JlornpoBaHue 0T1af04HbIX COODLLEHNI
SNT SNTP
STOC Storm Control
HWPK MN3mepeHne yTunamsaumm nopTos
MSR YnpasneHue daninamu KoHPUrypaumm, 3arpyska/sbirpyska ¢hannos, 06HOBAEHNE NPOLLNBKM
C[200-999] BpemeHHbIi NOTOK Ans 06paboTKM oTAeNbHOIO nogkatoueHms no TELNET/SSH
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TEXHUYECKAA NOAAEPHKKA

Ona  nonyyeHWs TEXHUYECKOW KOHCYNbTauMM MO BOMpPOCam 3KchayaTauum obopynoBaHuA
000 «Mpeanpusatne «3JITEKC» Bbl MoxkeTe 06patnTbCcs B CepBUCHbIN LEHTP KOMNAHWUW:

dopma obpaTtHOM cBA3K Ha caiTe: https://eltex-co.ruf/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha opunumanbHOM canTe KOMNAHUM Bbl MOXKETE HAaNTU TEXHUYECKYIO LLOKYMEHTALMIO M NPOrpaMMHoe
obecneyeHne gna npoaykumm 000 «[lpeanpuatne «3JITEKC», obpatnuTbca K 6a3e 3HaHMIN, OCTaBUTb
WHTEPAKTUBHYIO 3aABKY WU MPOKOHCYNbTUPOBATLCA ¥ UHXKeHepoB CepBUCHOMO LLeHTPa Ha TEXHUYECKOM
dopyme.

OdunumanbHbIi cant KomnaHuu: https://eltex-co.ru/

TexHuueckuit popym: https://eltex-co.ru/forum

ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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